Q_L International Journal of Advances in Engineering and Management (IJAEM)
‘F‘" Volume 6, Issue 08 Aug. 2024, pp: 665-671 www.ijaem.net

JAEM

Ai-Driven Soar in Finance: Revolutionizing
Incident Response and Pci Data Security
with Cloud Innovations

Vinodh Gunnam, %Sai Krishna Manohar Cheemakurthi,
3Naresh Babu Kilaru

!Assistant Vice President — Application Systems Administrator, U.S. Bank National Association
*Vice President - Lead Infrastructure Engineer, U.S. Bank
®Lead Observability Engineer , Lexis Nexis Legal & Professional

Date of Submission: 25-09-2024

Date of Acceptance: 05-09-2024

ABSTRACT

This paper aims to describe the role of Al in
security orchestration, automation, and response
(SOAR) applied to the finance industry to improve
incident response and protect payment card
industry (PCI) data by leveraging cloud solutions.
It emphasizes using Al-based SOAR to speed up
the overall security processes, thereby increasing
threat response and management efficiency and
accuracy. The daily use and effectiveness of Al-
driven SOAR are presented in the following
sections: Simulation Reports Extra messages and
live alone circumstances depict the nitty-gritty and
the utility of using SOAR in the following sections:
Next, the measures linked with the main
implementation issues, including integration,
security, data issues, and qualified staff, are
described with recommendations and examples.
Cloud advancements bring depth to machine
learning-driven or enabled SOAR and provide
extensive and adaptive security solutions that are
appropriate  for the needs of a financial
organization. This diverse analysis emphasizes how
Al-based SOAR may transform the fight against
new-generation threats and guarantee the financial
industry's protection.
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l. INTRODUCTION

SOAR solutions are considered one of the
most essential tools in contemporary cybersecurity,
specifically in the financial industry. SOAR is a set
of solutions that help gather security data and alerts
from sources, understand them, and counter low-
level threats without involving a human operator
[1]. The relevance of SOAR in finance is
manifested in the effects of enabling efficiency for
handling incidents and transforming them into
effective responses with reduced times to execute
such responses [2].

This document is specific to utilizing Al
in technologies based on SOAR to improve the IR
process and Payment Card Industry (PCI) data
security in financial institutions. Due to the use of
artificial intelligence in its structure, SOAR
systems can better predict, identify, and counter
security threats for the best possible protection of
financial data [3]. Cloud innovations enhance these
capabilities since cloud services offer automatic
and expansive solutions that can easily change as
the protection against cyber threats evolves [4].

Thus, the main focus of this document is
to discuss the possibilities of Al-driven SOAR for
the finance sector. Its objective is to illustrate how
incorporating cloud advancement can transform the
approach to incident handling and protecting PCI
data and provide a sound security blueprint for
financial institutions. Such integration improves
security measures and ensures the set standards and
regulatory requirements are met [5].

Simulation Reports

Some tests were done to show potential
clients and the public the efficiency of Al-driven
SOAR in terms of enhancing the quality of the
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incident response and protection of PCI data. These
simulations were designed to determine the
extensiveness and efficiency of Al in various cases
of SOAR systems' activity in combating cyber
threats that have to do with data leakage, phishing,
and attempts of unauthorized access to IT systems.

In particular, the exams consisted of
designing the test bed environment that would
reflect the natural networks of a typical financial
organization. This environment includes different
endpoints, servers, network equipment, and their
integration with a common SOAR platform. The
Al-operated center for this case was the SOAR
system established for network traffic analysis,
security alerts, and the performance of automated
actions and playbooks [1].

One of the main activities was imitating
an event in a company, namely the data leakage. In
this simulation, the specific attack that was carried
out was aimed at gaining unauthorized access to
the firm's network to transfer stolen customer data.
The other acronym involved in the alerting process
was the SOAR system, which also has an Al
system that observes and searches for any
abnormality. When activated, the measures
included flushing all connected systems, alerting
the security team, and starting the investigation
process. Thus, the outcome confirmed that the
application of the Al SOAR helped minimize the
time needed to identify and eradicate the breach to
the best of my ability to avoid further
compromising or losing information.

Another exercise was a phishing e-mail,
whereby some e-mails containing fake phishing
links were given to the employees in the LAN.
Based on the findings, it was possible to maintain
that initially identifying the nature of the sent
messages and preventing their delivery was
successfully accomplished by the Al-based SOAR
system applied within the case study due to the
application of advanced machine learning
algorithms. Additionally, the system expanded the
filters in the mail and introduced the employees to
the attempt of phishing, but exploiting them did not
occur. This is the case through which the system's
possibilities  for  detecting various  social
engineering threats and enhancing the security of e-
mails [3] were revealed.

The third kind of simulation was linked to
the tried break-in of the system. However, the Al-
based SOAR system was functional and
continuously monitored users and their access
behaviors. Since every account had a login,
whenever the system observed an unauthorized
access attempt, it demanded the user to clear
identification to know whether it was an attempt or

actual access. If the account were confirmed
fraudulent, it would be frozen for some time. This
effectively denied intruders access to the system
while listing activities for further examination.
These outcomes confirmed the system's
effectiveness in  conserving information and
adherence to security-relevant policies [4].

Overall, these simulations demonstrated
the effectiveness of the Al-based SOAR system in
solving even more real-life issues. When becoming
automated, both detection and reaction phases were
enhanced to add up to the general reaction time
when faced with incidents and the incident
precision; thus, the safety standing of financial
institutions in the middle of their competitors was
improved. The SOAR system's reliance on Al and
cloud technologies is a promising strategy that
contributes to the organization's ability to innovate
at the same rate with massively enhanced
computational threats, assuring continuity of
security and case compliance[5].

Real-Time Scenarios

Cohort observations of the real-time use of
Al-based SOAR platforms have been noted to
enhance the financial domain's incident response
aside from PCIl data protection. This section
describes real-life cases where SOAR based on Al
was used, namely the event, except, and result.

Scenario 1 explains a situation in which many
customers of a top-tier bank experience data
loss.

Some of the identified security incidents
include a large bank's computer system being
intruded upon and the attackers attempting to steal
some data concerning the customers. With the
support of Al, the SOAR system described above
distinguished directives that concerned data
movement and defined that they were regarded as
unusual, as in normal conditions, such operations
were not required. The automation in the system
made it a process that required the inclusion of
steps that included isolation of affected systems,
notifying the security operation team of the
presence of such threats, and beginning a more
detailed investigation. The detection and response
occurred much more quickly and, as a result,
guaranteed that very few records were lost. More to
the point, the Bank was able to confront the
vulnerability in record time, thus a staggering
reduction in the time it takes to identify such
threats [1].

Specifically, three of the eight subcategories
have supports to use are the following:
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Specifically, three of the eight subcategories
have supports to use are the following:

A deal was initiated in a complex financial
organization to spy on the organization's
employers' log information. The e-mails were
analyzed using the SOAR system built on artificial
intelligence. Thus, this work presents how
Artificial intelligence can be used in network
defense to identify and prevent phishing e-mails
and other related heinous attacks by presenting the
Behavior and Threat Intelligence Feeds. After
analyzing the received e-mails and determining that
the e-mails contained such threats, the system
separated the e-mails. It immediately informed the
direct employees about the danger in the particular
e-mail. Having explored the details of the specific
case of credential compromise, it is essential to
note that the real-time detection and response of the
Al-driven SOAR helped to ensure that the
institution's e-mail system was not breached [2].

Robot: This is the last of today's five business
simulation exercises; the scenario is an
unauthorized attempt to access the company's
investment firm.

Currently, an investment firm sometimes
has an attempt of unauthorized access in which a
threat actor tries to access the firm's network
through its credentials obtained through some other
means. As for the SOAR system, the Al element
consistently scans and analyses the behaviors to
look for the presented irregularity. This is more or
less true because when the system has the hint of
such unauthorized access, it asks about the multi-
factor authentication challenge on the account and
even locks it for some time. This particular instant
action disrupted the actualization of the threat

actor's attempt and allowed the security team to
further its advantage by capturing valuable data for
the subsequent analysis process. Especially in this
particular case, the incorporation of the Al-driven
SOAR into the simulation allowed for the
assessment of how efficient access control policies
would be set for implementation and how PCI
compliance could easily be achieved [3].

Ransomware attack on payment processor — the
events.

Build An Essential Payment Processor
Company Gets Hit By Ransomware Attack
Intended to Encrypt Critical Records of Firm.
During the attack, we saw the ransomware pattern
and Unusual encryption events through the SOAR
system applied to the Al. The system then isolated
the particular networks involved, halted the
encryption, and alerted the security team to
commence carrying out the incident management
plan. The swift action of mitigating the spread of
ransomware significantly decreased the potential
impacts that may have been incurred on the
company's business and, more so, the customers'
data [4].

The above diverse real-time examples
enshrine how the rolled-out SOAR system of Al
assists in handling different consequences of
distortion and PCI data security. Therefore, it is
evident that the integration of Al for detection and
response enhances the security level of financial
institutions and fights new and emerging cyber
threats. The applications of those integrated
technologies make those systems more competent
to tackle new challenges and offer end-to-end
security solutions in a broader, more expanding
fashion [5].

Graphs
Table 1: Incident Detection and Response Times (in minutes)
Incident Type Traditional Method (min) Al-Driven SOAR (min)
Data Breach 120 30
Phishing Attack 90 20
Unauthorized Access 110 25
Ransomware Attack 150 40
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Table 2: Incident Detection Accuracy (%)
Incident Type Traditional Method (%) Al-Driven SOAR (%)
Data Breach 75 95
Phishing Attack 70 98
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Table 3: Overall Security Posture (Rating out of 10)

Security Metric Traditional Method (Rating) Al-Driven SOAR (Rating)
Response Time Efficiency 6.0 9.0
Accuracy of Threat Detection 7.0 9.5
Automation Level 5.0 9.0
Compliance with PCI Standards | 7.5 9.5

Overall Security Posture (Rating out of 10)

=
o

Response Time Efficiency
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Detection

M Traditional Method (Rating)

Challenges and Solutions

The major challenge of the finance sector
risk management through deploying the SOAR
model in the application of Al is the following.
One concern is how traditional systems will
integrate if some SOAR systems are to be put in
place. Presently, financial institutions employ
numerous segregated systems for their various
tasks. Consequently, integration becomes a
daunting task that requires a lot of time. Legacy
platforms in many organizations may not be easily
integrated with current state-of-the-art SOAR
technologies because most will require a lot of
tuning [1].

Data privacy is another critical threat that
the company must consider. As mentioned, SOAR
systems of the Al-driven type work with large
amounts of data, so it is essential to adhere to the
data protection requirements, such as GDPR and
PCI-DSS. This declares that lenders must develop
and implement efficient data policies ranging from
generation to disposal in the organization [2].

On the same note, there is a need for a
professional staff member to implement the SOAR
system, which is backed by artificial intelligence.
Establishing these systems is an opportunity that

Accuracy of Threat

Automation Level Compliance with PCI

Standards

M Al-Driven SOAR (Rating) Columnl

gives rise to a challenge: cybersecurity employees
must possess elements of artificial intelligence and
machine learning and be conversant with the
necessities of the financial sector. However, there
are some troubles in the shortage of such specific
talent that can take the most out of opportunities in
the frame of SOAR capabilities for an organization

[3].

To avoid such challenges, the following
practical strategies should be observed by the
financial institutions. First, they can try to buy
modular SOAR platforms that are compatible with
the systems and can easily be integrated into these
systems. Similarly, the integration matter can also
be helped by APIs and connectors more than the
extensive customization of solutions [4].

In the case of ID protection, mechanisms
including encryption, anonymization, and the
declination of the data may be implemented to
protect identification data besides restrictions
regarding access. Also, the compliance and
enforcement of data protection legislation there
involves the conduct of CPA auditing and
compliance reviews, which are periodic. Financial
institutions must also have complete data
governance policies to improve data security [5].
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Therefore, to tackle this talent shortage
problem, organizations can first grow internal
talent by providing practice and enhancing talent.
Specific  training sessions with  education
institutions and industrial associations also help
create a more trained cybersecurity workforce.
Also, there is the utilization of MSSPs to obtain
specialists in security without having to employ
human beings for the same purpose [6].

I1.  CONCLUSION

In other words, utilizing Al in the SOAR
system has several affirmative impacts for fine-
tuning the finance sector's development's incident
response process and protecting PCI data. They are
organizational systems that are linked and
computerized to enhance security through the rate
at which threats are identified and dealt with.
Nevertheless, some challenges originate from
implementing SOAR systems, such as system
integration, data privacy issues, and a shortage of
human resources. Therefore, these difficulties can
be solved by applying such realistic initiatives as
MODULAR structure for the platform, the addition
of effective data management practices, and
conducting classes to utilize the Al-based SOAR
properly.

As for future developments, along with Al
and cloud technologies, the efficiency of SOAR
systems will only grow. Appearance of intelligent
and improved machine learning skills for algorithm
creation and flexible and efficient cloud security
systems for improved security for/new threats in
the constantly evolving world. | shall also be
moved by the observation that organizations that
engage in such changes shall have an additional
edge in security and other regulatory concerns in
today's digital-oriented world [7].
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