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ABSTRACT

Privacy policies that were previously limited to
paper documents are becoming more prevalent in
online commercial transactions. Internet commerce,
medical privacy, and a variety of other fields
benefit from highly secure connections. Individuals
who communicate with one another through the
Internet increasingly require secure connections.
Various  techniques, such as encryption,
steganography, watermarking, and scrambling, can
be used to keep data private, safe, and copyright-
protected. Secure online transactions and other
private networks necessitate the use of encryption,
while sensitive data also necessitates the use of this
technology in business. The most important thing
that can be done to ensure data security is to keep it
out of the hands of those who don't need it or are
actively trying to gain it. Let me remind you at this
point that there is an issue in that the server knows
the PIN code, or, to put it another way, the PIN
code is saved in the database. And, as we all know,
utilizing a symmetric cryptography key requires the
use of a single safe secret key. Therefore, we
address this problem by producing a secret bio-key
derived from a fingerprint image and using that key
for encryption and decryption to protect the
sensitive information. This study may also be
validated by developing a PIN code that is
independent of the system and can be thought of as
a table based on the fingerprint image.

MATLAB, Advanced Encryption Standard,
Fingerprint image, fingerprint recognition, all those
things we used as a tool to develop this work.
Encrypted and decrypted with large text file by
using generated Bio-Key and Advanced Encryption
Standard (AES). The effectiveness of this research
and be characterized by the development of a
training for new approach that helps the user to
isolate the PIN code from the system.

l. INTRODUCTION

Privacy guidelines, the likes of which
were to paper documents alone, are increasingly
turning up in online business dealings nowadays.
E-commerce conducted over the internet, medical
privacy, and other areas all benefit from
communications that are extremely well protected.
Secure connections between individuals who
interact with one another through the Internet are
now an absolute necessity. People can keep their
data secure, confidential, and protected by
copyright by utilizing a variety of methods,
including cryptography, steganography,
watermarking, and scrambling. Encryption, on the
other hand, has made its way into the business
sector because of the requirement for safe financial
dealings in online commerce and other private
networks, in addition to the security of sensitive
data. When it comes to security, preventing
information from being viewed by individuals who
have no use for it or who are actively working to
obtain it is the single most critical thing that can be
done.

Within the scope of this thesis, we will
generate a Bio-Key and using it into encrypt
information utilizing one of the most well-known
encryption protocols known as AES, which stands
for Advanced Encryption Standard. In addition,
rather than using an email address or any other
form of identification, we will encrypt the data
using a Bio-Key derived from a fingerprint image.
We will concentrate on a few aspects, such as how
generated key will be secure enough and
effectively, we can do tasks such as using that key
to encrypt and decrypt data, we will also create PIN
code and brief explanation about how it is useful.
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1. METHOD

The findings of this study will be
presented in two sections. Processing the
fingerprint and extracting the key from it is the first
step in this procedure. The second step is to encrypt
and decrypt the data with the AES algorithm and
the key that was previously generated.
In addition, at the beginning of the process, the
system is training all the stages, and after training,
it is recognizing the steps of the process to make
the data secure.

2.1 System Training

The following graphic provides an
illustration of the sequence in which the system is
training the process of learning all the phases. This
illustration may be viewed below. It begins by
acquiring knowledge of the individual's fingerprint,
then moves on to acquiring knowledge of the
individual's fingerprint's two separate types of
ridges and bifurcations, and ultimately, it acquires
knowledge of the individual's fingerprint's two
distinct types of minutiae points. The figure
illustrates all that has been discussed here. First, it
will generate a filter for each of them on their own,
then it will sort the arrays that were derived from
the user's fingerprint, then it will learn how to
concatenate the sorted arrays with the PIN code
digits, then it will put together the sorted array and
use it as a Bio-Key, and finally, AES will be used
to encrypt it. This process will take place in the
order listed above. Those are the actions that are
going to be carried out. Nevertheless, there is
something about this scenario that | need to make
perfectly plain to you, and that is the fact that all
those acts are essentially training the system, and
the system was learning all those operations.

2.2 System Recognition

The process of system training starts with
the person’s fingerprint, and the process of system
recognition starts with the same situation. The
training side only studies or saves the input data,
not all the data or all the stages that were discussed
above, but most of them. There are many
similarities  between these two systematic
processes. The main distinction is that the training
side only trains or saves the input data. And it
happens only once, while the other one happens
multiple times, which means the client is accessed
multiple times.
What steps should be taken after the data has been
saved?

That is the topic that will be covered in
this part. If a customer or user wanted to access his
account or any other kind of restricted or

authorized entity, then when he entered the pin
code or key or password or any other kind of
protocol that protected the data, there must be a
backup, because after entering those digits, there
could be a place that the key has been stored, and
so the system then compares the key that was
stored in the database and the new one that was
entered, and if they are the same, then you did it. If
they were different, unfortunately, the authorization
would be denied.

The overall idea that these two stages are
working together to demonstrate is really
something along the lines of this illustration, and
this side is the side that the system looks at to
determine  whether the customer has the
authorization to view the information or not.

1. RESULTS

3.1 thinned Image

This is since the foreground is composed
of all the lines of fingerprints that it includes. Don’t
forget that the background has been erased from the
image, so all that is visible is the foreground, and
the background is empty of any content. It is just
like an empty white page.So skeletonization or
thinning is the process in which they use to reduce
the width of the ridges of an image. The main
purpose of this process is to get clean ridges to
mark terminations and bifurcations or any needed
intersections.

3.2 Ridge Endings and Bifurcations
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All the termination points and bifurcation
points have been retrieved and added to the graph,
such as the example point where X of ridge endings
equals 148 and Y equals 192 while X of the
bifurcation marked points equals 206 and Y equals
221 as you see in the above figures. X and Y are
clearly visible in the photo, and each point has its
own location in the graph, yet these points are not
being put into an image, they are just being
recovered. There are also several incorrect
termination and bifurcation points in this model.

3.3 Extracted Minutiae Points

combining or bringing together in one
graph all the termination points and bifurcation
points, the fingerprint picture is then placed on it, at
which time many false minutiae will emerge on
both sides. In this situation, a red dot indicates the
point at which a line in the image comes to an end,
whereas a green dot indicates any place at which
two lines intersect or branch off from one another.
Also, it is filtered to get rid of all the irrelevant
points of minutiae. This procedure will assist us in

obtaining a few specifics about which we can be
certain and in distinguishing the image from the
regions that require marking. Also, this technique
enables us to obtain a defined array that is a
representation of all the points in the graph.

3.4 Center Point

Performing all those things, we were able
to find the minute details that we needed, and we
have placed them all in the locations that we
wanted them to be marked in.

Therefore, what we need to do is figure
out the center of gravity or the center point for each
group. For instance, we need to figure out the
center point for all the termination points, and we
also need to know where the center point is for all
the bifurcation points.

As can be seen in the above figure, the
blue point belongs as the center point for all the
minutiae points that are classified as bifurcation
points, and the pink point belongs as the center
point for all the minutiae points that are classified
as termination points.

When we had finished finding all the
points, we sorted the array, and then we utilized it
as a Bio-Key as shown in the Table 1. An
additional interesting feature is that we have chosen
the first ten digits of the array and putted them on
top of it from 0 to 9, which are the normal numbers
required for each PIN code. as shown in the Table
2.
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Table 1
The 39 |39 (40 |40 |41 |41 43|43 |43 |44 |44 |46 |46 |46 |47 32
Bio-
key
Table 2
Pin code | O 1 2 4 5
digit
Selected 167 136 111 99 98
Terms
Selected 1 6 11 17 20
Bif

1V. CONCLUSION AND DISCUSSION
This research aimed to accomplish two
goals at the same time: The first approach is to
generate a key that is robust and dependable from a
fingerprint image, then encrypt the data using that
Bio-Key, AES, and decrypt it when it is required.
In terms of usingAES, we are all aware that it is
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