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ABSTRACT: The Zero Trust model approach 

helps improve the evolving cyber threat security 

management posture [6]. The approach of 

integrating penetration testing as an aspect of 

security surveillance controls is an important 

improvement that is very beneficial because of the 

integrated hardening component. The improvement 

of security features includes the assessment of the 

accuracy of the implemented concept, the 

confidence related to access to resources including 

the devices used and further gives an advantage to 

the approach of using the model. Effective 

implementation is hindered by the complexity of 

the integration process, cultural naturalization, 

development costs and other factors that can 

influence the direction of communication that is the 

backbone of data security control effectiveness 

[19]. The Zero Trust model has a traditional 

foundation that needs to be aligned with changing 

perimeters referring to detailed coordination related 

to threats. Conventional perimeter-based systems 

may not be suitable for the Zero Trust model [1]. 

This will involve improvements and the need for 

more intensive methods of communication and 

training. Through the approach of the Zero Trust 

model, the user is the basis for judgment based on a 

clear ability for the process of evaluating the 

implications through the importance of resource 

capacity. The lack of resource strength can be a 

burden to the integration process and a more 

cohesive emphasis is necessary to ensure the 

stability of the environment to be free from threats. 

Emphasis on the implementation of penetration 

testing increases understanding and awareness of 

the need to be accelerated [2]. This article explores 

the principles of Zero Trust covering 

implementation, efficiency levels and the impact of 

implementing the model in a penetration testing 

environment. There are comparisons of methods, 

practical implementation strategies and tools, while 

addressing the challenges faced in implementing 

the model [3]. 

KEYWORDS: Verification, Segmentation, 

Integrated 

 

I. INTRODUCTION 
Background and significance of Zero Trust 

security models 

Zero Trust is based on a philosophy 

emphasizing the need to place trust prudently. This 

is related to the habit of involving trust and 

authentication according to the needs of the user 

and the device involved. Threats that cannot be 

identified need to be acknowledged and not simply 

assumed security exists. This covers how the core 

of trust involves every entity in the network 

without limiting the location. Basic principles 

include consistent authentication requirements, 

reduced privilege levels, segmentation details [5]. 

Emphasis on operations and control involving data 

access is one of the main principles considered 

from a security compliance point of view. 

Based on traditional ethics, the Zero Trust 

security model is the result of an improvement to 

the security perimeter. The level of confidence in 

the controls and safety function settings will always 

be a healthy debate. This model will always 

involve the principle of review and the notion of 

need for review is long-lasting [22]. The basic 

purpose is to ensure that the risk of breaches and 

external threats can be minimized. This is of 

importance to the adaptation of controls to more 

dynamic forms of threat [4]. 

The approach offered through the Zero 

Trust model can guarantee every data 

communication control activity is streamlined. 

Among them, control through Just-In-Time (JIT) 

and Just-Enough-Access (JEA) policies, a method 

of placing certain limits based on aspects of access 

authorization involving time period settings and the 
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role of each device or user [7] [23]. Both control 

details can reduce the risk of unauthorized use. 

This setting also affects the level of efficiency of 

the system involved, especially in obtaining details 

of the access log and the use of the system as a 

whole.  

 

Overview of penetration testing in the context of 

cybersecurity 

Penetration testing is an ethical approach 

in hacking. The concept of security practice 

involves simulating an attack on the system. 

Typically, penetration testing involves several 

entities and is carried out in a controlled manner 

[17]. This collaboration provides an opportunity for 

the process of researching and then translating each 

finding to be used as a source for improvement. 

Testing requirements are based on the importance 

of system availability to deal with any risk. This 

coincides with the importance of basic defense 

control projections in addition to determining 

compliance with security policies [11]. Indirectly, 

penetration testing can guarantee the continuity of 

operations and the integrity of the organization's 

security system. 

The processes involved in penetration 

testing have different roles accordingly. This is 

based on performance factors and the level of 

technological capability [16]. The development of 

continuous innovation puts pressure on testing 

methods and also affects the level of availability of 

security control systems. Therefore penetration 

testing also emphasizes the principle of importance 

to continue to be implemented consistently. This 

continuous and proactive practice can guarantee a 

reduction in the risk of data breaches and cyber 

attacks in general. 

 

Purpose and scope 

The Zero Trust security model and 

penetration testing approach are beneficial in 

improving security [19]. The existence of the Zero 

Trust Principle helps especially because of the 

drastically minimal surface preparation. This 

reduces the dependency of the entire aspect 

involving the settings and availability of security 

features. Through the preparation of the article, the 

implementation of the Zero Trust model can be 

explained based on the approach of access control 

methods, micro-division patterns and continuous 

authentication mechanisms involved according to 

system suitability settings [9]. In addition, the 

article can expand the suitability of the use of 

implementation guidelines that can be refined 

based on the needs of the situation and especially 

involving real-world capacity.  

An understanding of metrics and 

evaluation tools about the effectiveness of the Zero 

Trust model in penetration testing is 

understandable. Identifying the challenges and 

limitations associated with Zero Trust is important 

in order to explore potential pitfalls and practical 

mitigation methods and solutions to address 

implementation suitability issues [13] [14]. The 

integration of Zero Trust with the principles of 

Just-In-Time (JIT) and Just-Enough-Access (JEA) 

can explore how these concepts can be linked [18]. 

An important aspect in the Zero Trust model also 

underlines the ability of segmentation. This 

explains how the network is segmented. This 

division affects the speed and centralization of the 

security level. Segmentation occurs based on tiered 

settings and load capacity according to network 

requirements, applications and resource roles. 

For that, preparations about challenges 

and considerations to ensure the implementation of 

Zero Trust need to be refined and discussed. This is 

important before a comprehensive approach to 

understanding can be smoothly implemented and 

meet the organization's security needs. 

 

II. LITERATURE REVIEW 
Emphasis through [2] discusses control 

methods on the implementation of Zero Trust 

security model. Location-related issues make the 

importance of the need for a more accurate 

mechanism compared to the traditional prevalence 

that does not specify the need to evaluate the 

validity of distance communication. Among other 

things, this draft framework provides guidance and 

sets specific standards to overcome issues related to 

zero trust and the implementation of penetration 

testing [21]. Indirectly gives strength to the 

increase and the maximum level of need to ensure 

the safety of communication flow is maintained. 

In [11] emphasized the importance of the 

authentication role covering access control and 

persistence methods across various situations. The 

existence of traditional methods in efforts to protect 

security needs to be coordinated in detail and 

organized in a Zero trust environment. The study 

through articles explains the comparison covering 

the current situation of the Zero Trust approach 

related to cyber security, especially involving data 

in the financial system. 

Dynamic risk assessment provides 

determination in a driven manner covering the 

process of identification, evaluation and risk 

management. Article [15] explains the Dynamic 

Risk assessment method based on a more 

challenging communication network. This 

difficulty arises because of the weakness of 
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traditional information security risk assessment 

methods in dealing with issues resulting from 

changes in the increasingly innovative attack 

landscape. The approach using the Dynamic Risk 

Assessment Model (DRA) is a projection that is 

able to control operations and improve risk 

assessment responsively in any situation. This is 

the basis for a more dynamic environmental 

change. 

Based on the article [8] which explains the 

principles and implementation approach through 

the cyber environment related to Zero Trust. 

Security control transformation collectively refers 

to understanding the functions, challenges and 

direction of the Zero Trust model. Understanding 

refers to the natural challenges of traditional 

control and methods of dealing with dependence on 

existing perimeters. Zero Trust's reference to a no-

nonsense approach to security control operations 

requires a clear understanding to ensure a 

successful transformation. The challenges raised 

include how the implementation of the model will 

evolve and be adapted according to the uniqueness 

of the entity. Understanding also involves 

examining the adaptation of the model to remain 

relevant to the organizational environment that may 

change in the future 

The security of the data protection system 

plays an important role. This importance is not 

limited to some sectors, in fact it is necessary for 

every organization because data storage can invite 

risks if the security settings are not refined. Article 

[16] explores the drastic development around 2023 

of the flow of information that needs to be refined 

[23]. The improvement of methods and technology 

in attacks requires an increase in the security of the 

defense system. The need for strengthening also 

involves traditional defense systems that need to be 

improved along with current progress 

 

III. PRINCIPLES AND FRAMEWORK 

OF THE ZERO TRUST SECURITY 

MODEL 
Definition and core principles of Zero Trust  

Zero trust encompasses a set of concepts 

and principles aimed at reducing uncertainty when 

implementing precise, least-privilege, per-request 

access decisions in information systems and 

services, operating under the assumption that the 

network is compromised. [24]. These principles are 

implemented to form various Zero trust security 

models. 

The Zero Trust security model operates 

under the assumption that nothing can be inherently 

trusted. This includes all users, devices, networks, 

and applications. Each of these entities is treated as 

potentially hostile, regardless of whether they are 

inside or outside the network perimeter [30]. This 

approach ensures that access is granted based 

solely on strict verification and continuous 

monitoring, minimizing the risk of breaches and 

unauthorized access. John Kindervag, the first 

person to propose the concept of zero trust 

proposed 3 core principles which were that all 

entities are untrusted by default, Continuous 

monitoring and least access is enforced [28]. 

 

a) All network traffic on the inside should not be 

trusted by default 

The traditional security model often 

assumes that internal network traffic is inherently 

trustworthy, creating significant vulnerabilities. 

The Zero Trust principle of not trusting any 

internal traffic by default addresses this by treating 

every data packet within the network with 

suspicion. This approach mitigates the risk of 

insider threats and lateral movement by attackers 

who have breached perimeter defences. By 

assuming that internal traffic can be as dangerous 

as external traffic, organizations implement more 

rigorous security measures, such as mandatory 

authentication and authorization for all internal 

communications. This paradigm shift is crucial in 

today's threat landscape, where attackers can easily 

bypass conventional security measures. 

 

b) Verification and continuous monitoring of all 

communication 

In a Zero Trust environment, continuous 

verification and monitoring of all network 

communications are essential. Every access 

request, whether internal or external, must be 

dynamically verified based on context, including 

user identity, device health, and behaviour patterns. 

This  

continuous monitoring goes beyond initial 

verification, involving real-time analysis of 

network traffic to detect anomalies and potential 

threats. Advanced analytics and machine learning 

tools help identify suspicious activities that deviate 

from established norms, allowing security teams to 

respond swiftly and effectively. Maintaining 

constant vigilance ensures that defences are 

adaptive and resilient against evolving threats. 
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c) Least access is enforced 

The principle of least access, or least 

privilege, dictates that users and systems should be 

granted only the minimum level of access 

necessary to perform their functions. This principle 

significantly reduces the attack surface and limits 

the potential damage from compromised accounts 

or systems. Implementing least access involves a 

detailed analysis of each user's role and 

responsibilities, with access controls tailored 

accordingly. Regular audits and reviews of access 

permissions help maintain this principle's integrity, 

ensuring that unnecessary privileges are revoked 

promptly. By dynamically adjusting permissions 

based on the current context and operational needs, 

organizations can maintain a robust security 

posture that adapts to changing threats 

responsibilities, with access controls tailored 

accordingly. Regular audits and reviews of access 

permissions help maintain this principle's integrity, 

ensuring that unnecessary privileges are revoked 

promptly. By dynamically adjusting permissions 

based on the current context and operational needs, 

organizations can maintain a robust security 

posture that adapts to changing threats. 

 

Architecture of zero trust networks and 

Components 

Figure below  represents a conceptual 

diagram of a security architecture for managing 

access control within an enterprise environment. It 

showcases the interaction between different 

components in a zero trust network architecture. 

The core components presented by 

National Institute of Standards and Technology 

(NIST) are Policy engine, Policy administrator and 

Policy enforcement. 

The Policy Engine serves as the central 

decision-making component within the Zero Trust 

Architecture (ZTA). It evaluates access requests 

against enterprise policies, integrating inputs from 

external sources such as Continuous Diagnostics 

and Mitigation (CDM) systems and threat 

intelligence feeds. These inputs are processed 

through a trust algorithm, which acts as the core 

logic governing access decisions. The PE's role is 

critical as it determines whether to authorize, deny, 

or revoke access [31] based on the current context 

and policy framework established by the 

organization. This component essentially acts as 

the "brain" of the system, ensuring that access 

decisions are made in alignment with security 

policies and external threat information. Policy 

administration. 

Working closely with the Policy Engine, 

the Policy Administrator translates access decisions 

into actionable enforcement actions within the Zero 

Trust network. It communicates with Policy 

Enforcement Points (PEPs) to either allow or deny 

access based on the PE's decisions. The PA is 

responsible for managing the establishment and 

termination of communication pathways between 

subjects (users or systems) and resources [32]. In 

cases where access is granted, the PA configures 

PEPs to initiate secure sessions, ensuring that only 

authenticated and authorized interactions occur. 

Conversely, if access is denied or revoked, the PA 

instructs PEPs to terminate connections promptly. 

While some implementations may integrate the PE 

and PA into a unified service, maintaining them as 

distinct components enhances flexibility and clarity 

in access management. 
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The Policy Enforcement Point functions 

as the operational arm of the Zero Trust 

Architecture, responsible for enforcing access 

control policies in real-time. It enables, monitors, 

and, if necessary, terminates connections between 

subjects and  enterprise resources. The PEP acts as 

a gatekeeper, ensuring that only authorized sessions 

proceed based on the decisions communicated by 

the PA. This component can be segmented into 

client-side and resource-side sub-components. 

Client-side PEPs, such as agents installed on 

devices, manage access requests originating from 

endpoints. Resource-side PEPs, such as gateways 

or firewalls, control access to enterprise resources, 

ensuring that access policies are consistently 

enforced across the network. Beyond the PEP lies 

the trust zone, which encompasses the secured area 

where enterprise resources reside, further 

enhancing the containment and protection of 

critical assets. 

 

Comparison with traditional security model 

To highlight the importance of the zero 

trust security model it is important to understand 

how it differs from the traditional security model 

and what problems it tries to resolve [26]. 

Traditional security model is known to rely on the 

principle of  “trust but verify” [18] which zero trust 

security model does not adhere to. Table 1 below 

visualizes the comparisons between the traditional 

security model and Zero trust security model. 

 

 

 

Comparative Aspects Traditional Security Model Zero Trust Security Model 

Model Approach Trust but verify 
It is assumed that nothing is trusted and 

everything is verified by default 

Trust 
Will trust internal parties but not 

external parties. 

Micro-segmentation by dividing a 

network into isolated segments with its 

own security controls and access 

restrictions. 

Communication 

channel 

External channels are encrypted 

but not internal channels 

Encryption is done throughout and is 

done on both internal and external 

channels 

Authentication 
Single time authentication at 

initial stage 
Continuous authentication 

Security policy 
Pre-established guidelines and 

standardized protocols [29] 
Detailed rules and flexible policies[29] 

Table 1: Comparison table 

 

IV. CHALLENGES AND 

CONSIDERATIONS IN 

IMPLEMENTING ZERO TRUST 
In order to apply the Zero Trust Security 

Model (ZTSM) inside corporate networks 

effectively, a variety of issues and concerns must 

be taken into account. Integration difficulty is one 

of the main obstacles. Many businesses use 

outdated systems that were not created with the 

Zero Trust concepts of least-privilege access, 

continuous verification, and micro-segmentation in 

mind. It is sometimes necessary to make substantial 

adjustments to the current IT infrastructure, if not a 

whole redesign, in order to integrate ZTSM into 

such setups [1]. In order to minimize disruptions to 

corporate operations, this procedure can be 

resource-intensive and time-consuming, requiring 

meticulous preparation and a staged approach [4]. 

The organization's need for a cultural 

transition presents a second significant obstacle. A 

fundamental shift in organizational philosophy and 

operational procedures is required when moving 

from a traditional perimeter-based security 

approach to Zero Trust. Workers and IT personnel 

have to adjust to a security paradigm that places a 

high value on stringent verification procedures and 

does not presuppose implicit faith. This may result 

in resistance to change or a reluctance to accept it, 

which might make the Zero Trust implementation 

less successful. Thus, in order to guarantee staff 

collaboration and compliance and to teach them the 

significance of Zero Trust principles, thorough 

training programs and efficient communication 

techniques are crucial [2]. 

Zero Trust implementation is heavily 

influenced by cost concerns as well. The initial 

setup can be costly as it requires purchasing new 

platforms, tools, and technologies that uphold the 

Zero Trust principles. Examples of these include 

sophisticated threat detection solutions, network 

segmentation tools, and identity and access 

management (IAM) systems [3], [5]. Updating and 
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maintaining these systems to stay up with changing 

cyberthreats also comes with constant expenses. To 

make sure that the long-term security advantages 

outweigh the initial and recurring expenses, 

organizations must do a rigorous cost-benefit 

analysis [10]. 

The impact of Zero Trust solutions on 

performance is another major concern. Real-time 

monitoring and multi-factor authentication are 

examples of continuous verification procedures that 

might cause delay and impair network system 

performance. This can be especially troublesome in 

settings like financial services or healthcare, where 

low latency and excellent performance are essential 

[6]. One of the biggest challenges is making sure 

that these security procedures are tuned to reduce 

performance degradation without sacrificing 

security. By anticipating and averting certain 

performance bottlenecks, cutting-edge technology 

like artificial intelligence and machine learning can 

help these procedures go more smoothly [11]. 

Another important factor is the user 

experience. The implementation of Zero Trust 

measures frequently results in more intricate 

authentication procedures and extra security 

checks, which can impede operations and irritate 

users. To minimize negative effects on productivity 

and users from trying to circumvent security 

systems, it is crucial to strike the correct balance 

between security and usability [7]. These problems 

can be lessened by creating user-friendly 

authentication techniques like single sign-on (SSO) 

and adaptive authentication, which modify security 

settings according to the risk profile of the user [9]. 

Lastly, there are constant difficulties in 

maintaining a Zero Trust environment through 

administration and monitoring. Zero Trust is a 

continuous process that needs constant monitoring, 

policy modifications, and threat intelligence to 

keep up with new and emerging threats. It is not a 

one-time installation. To guarantee that the Zero 

Trust policies continue to be successful and that the 

company can react quickly to any security issues, 

this calls for specialized resources and knowledge 

[8]. To discover possible vulnerabilities and verify 

that the Zero Trust measures are operating as 

intended, regular audits and penetration tests are 

crucial elements of this continuous management 

process [12]. 

In summary, even if the Zero Trust 

Security Model greatly improves organizational 

security, putting it into practice comes with a 

number of difficulties that need to be properly 

handled. These consist of the following: user 

experience, financial concerns, performance 

implications, integration complexity, continuing 

management and monitoring, and the requirement 

for a culture transformation. In order to effectively 

manage change and educate users, technology 

solutions must be combined with a strategic 

strategy to address these difficulties [13], [14]. 

Organizations may build a more strong and 

resilient security posture against changing cyber 

threats by managing these challenges. 

 

V. TOOLS AND TECHNIQUES FOR 

IMPLEMENTING ZERO TRUST 
The Zero Trust Security Model (ZTSM) 

requires certain tools and methods to be used in 

order to uphold the "never trust, always verify" 

premise. These methods and technologies include a 

number of areas, including threat detection, 

continuous monitoring, network segmentation, and 

identity and access management. 

 

Identity and Access Management (IAM) 

One of the foundational pillars of ZTSM 

is robust identity and access management (IAM). 

IAM tools are essential for ensuring that only 

authenticated and authorized users can access 

network resources. Technologies such as multi-

factor authentication (MFA) and single sign-on 

(SSO) are integral to this process. MFA adds an 

extra layer of security by requiring users to provide 

two or more verification factors, reducing the risk 

of unauthorized access due to compromised 

credentials [1]. SSO simplifies the user experience 

by allowing users to log in once and gain access to 

multiple applications, thereby maintaining security 

without compromising usability [7]. 

 

Network Segmentation and Micro-Segmentation 

Network segmentation, particularly micro-

segmentation, is another critical component of Zero 

Trust. This technique involves dividing the network 

into smaller, isolated segments to minimize the 

lateral movement of threats. Tools such as 

software-defined networking (SDN) and virtual 

private networks (VPNs) enable dynamic and 

granular segmentation of the network, ensuring that 

each segment is independently secured and 

monitored [8], [10]. Micro-segmentation tools 

further enhance this approach by implementing 

security policies at a more granular level, down to 

individual workloads and applications, thus 

providing more precise control over network traffic 

[9]. 

 

Continuous Monitoring and Security 

Information and Event Management (SIEM) 

It takes constant observation to keep a 

Zero Trust environment going. Through the real-
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time collection and analysis of security data from 

all over the network, SIEM systems are essential to 

this process. These technologies give security 

personnel complete insight into network activity 

and notify them of irregularities, which aids in the 

detection and response to any attacks [4]. In order 

to improve threat detection capabilities and enable 

quicker and more accurate identification of security 

incidents, advanced SIEM solutions make use of 

machine learning and artificial intelligence [11]. 

 

Endpoint Detection and Response (EDR) 

Endpoints, which are frequently the targets of 

attackers, include laptops, desktop computers, and 

mobile  devices. Monitoring and safeguarding 

these devices requires the use of Endpoint 

Detection and Response (EDR) software. EDR 

systems give thorough visibility into endpoint 

behaviors while continually gathering data from 

endpoints and analyzing it for indications of 

malicious activity [2]. As a result, possible 

breaches are stopped from propagating throughout 

the network, allowing security professionals to 

identify and address attacks more successfully [12]. 

 

Threat Intelligence Platforms 

Organizations may take advantage of 

actionable information about new threats and 

vulnerabilities by using threat intelligence 

platforms, or TIPs. To give a thorough picture of 

the threat environment, these platforms compile 

threat data from a variety of sources, such as 

internal security systems, open-source information, 

and commercial threat feeds [3]. Organizations 

may improve their capacity to foresee and mitigate 

attacks by combining TIPs with other security 

technologies. This will help to ensure that their 

Zero Trust policies continue to be successful in the 

face of new cyber threats [6]. 

 

Automated Security Orchestration, Automation, 

and Response (SOAR) 

SOAR platforms are designed to improve 

the efficiency and effectiveness of security 

operations by automating repetitive tasks and 

orchestrating responses to security incidents. These 

platforms integrate with various security tools and 

systems, enabling automated workflows that 

streamline incident response processes [5]. By 

leveraging SOAR, organizations can reduce the 

time and effort required to respond to threats, 

ensuring that their Zero Trust security measures are 

consistently enforced [13]. 

These tools and strategies have been used 

effectively by several organizations to establish 

Zero Trust. To secure sensitive client data and 

adhere to legal requirements, banking institutions, 

for example, have implemented sophisticated 

identity and access management (IAM) and micro-

segmentation solutions [6]. In order to protect 

patient data and guarantee adherence to health 

information privacy regulations, healthcare 

providers have used EDR and SIEM systems [7]. In 

order to improve their threat detection and response 

capabilities and maintain strong security postures 

in extremely dynamic situations, technology 

corporations have merged TIPs and SOAR systems 

[14]. 

A complete set of tools and methods that 

cooperate to impose stringent security regulations 

and offer ongoing insight into network activity are 

needed for the successful deployment of Zero 

Trust. Organizations may create robust security 

architectures that fend off contemporary 

cyberattacks by utilizing these technologies. 

 

VI. CONCLUSION 
In conclusion, the Zero Trust security 

model represents a forward-thinking approach that 

challenges traditional security paradigms by 

assuming a stance of continuous scepticism toward 

all entities, whether inside or outside the network 

perimeter. By prioritizing strict verification, 

continuous monitoring, and least-privilege access 

principles, Zero Trust aims to minimize the 

potential impact of breaches and unauthorized 

access attempts. This proactive strategy not only 

strengthens overall cybersecurity defences but also 

promotes a culture of accountability and vigilance 

within organizations. 

Implementing Zero Trust involves 

overcoming significant hurdles, including cultural 

shifts, integration complexities, and potential 

performance impacts. However, these challenges 

are outweighed by the model's potential to enhance 

resilience against sophisticated cyber threats and 

adapt to dynamic operational environments. By 

embracing Zero Trust principles and leveraging 

modern technologies, organizations can establish a 

robust security framework that prioritizes agility 

and responsiveness, ensuring sustained protection 

of critical assets and data integrity in an 

increasingly interconnected digital landscape. 
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