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Abstract: The rapid rise of cloud computing in 

various sectors like healthcare, finance, and 

government has led to a growing demand for data 

security. As companies shift from traditional 

decentralized management systems to the cloud, the 

need for robust protection becomes even more 

critical. While there have been numerous efforts to 

tackle cyber challenges in cloud computing, many 

still fall short in ensuring data security. This is often 

due to the ever-evolving nature of threats, poor key 

management, insufficient access control 

mechanisms, and unauthorized access. This paper 

aims to design and implement a hybrid 

cryptographic framework specifically focused on 

safeguarding electronic health records in the cloud. 

We employed Object-Oriented Analysis and Design 

Methodology, with MySQL as our database. Our 

model integrates AES-256-GCM for efficient and 

reliable record encryption, alongside RSA-OAEP 

(Rivest Shamir Adleman - Optimal Asymmetric 

Encryption Padding) for secure key exchange, 

ensuring patient confidentiality and data integrity. 

The system was thoroughly evaluated, 

demonstrating a successful encryption/decryption 

process and denying access to unauthorized 

requests. The results support the hypothesis that 

strong cryptography is essential for effective 

security in cloud healthcare infrastructures. 
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I. INTRODUCTION 
Cloud computing has evolved from earlier 

technologies like grid computing, utility computing, 

and distributed computing, revolutionizing how we 

handle data storage and service delivery. Its 

straightforwardness and efficiency have made it 

incredibly appealing across various sectors [2]. Yet, 

the rise of cloud storage brings with it significant 

security challenges, particularly when it comes to 

protecting sensitive data. Security remains a top 

concern in cloud environments, facing threats from 

malicious insiders, external attackers, and 

insufficient access controls, among other issues. 

Despite pouring resources into cybersecurity, 

incidents of unauthorized access and data breaches 

continue to climb, revealing the limitations of 

traditional security approaches [3]. Moreover, 

conventional encryption techniques often fall short 

due to their high computational overhead, 

ineffective key management, and lack of 

adaptability [1]. Some existing cloud based 

electronic health record focus solely on data 

confidentiality while neglecting adaptive encryption 

policies, secure key lifecycle management, and user-

risk-based encryption strategies.There is an urgent 

need to balance the advantages of cloud computing 

with the requirement to protect sensitive data from a 

variety of possible risks. Strong encryption and 

access control systems can be employed to combat 

these challenges. [4].   

To tackle these challenges, this study 

introduces an innovative hybrid cryptographic 

framework aimed at securing electronic health 

records. It’s designed tooffers scalable encryption 

strategies, and features robust cryptographic key 

management. The proposed system effectively 

addresses current security gaps by providing strong 

mechanisms to protect data,  implement a secure and 

efficient key management system within the hybrid 

framework,ensuring that encryption keys remain 

secure throughout their life cycle and provides a 

holistic security framework that not only ensures 

data confidentially through encryption but also 

implements integrity checks, thus offering a 

comprehensive solution to cloud data protection.  It 

cleverly integrates both symmetric and asymmetric 

encryption methods, leveraging their unique 

strengths to enhance security, flexibility, and 

performance [5]. This approach ensures that 
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sensitive data in the cloud remains confidential, 

intact, and readily available. 

II. METHODOLOGY 
 

2.1 Development Approach 

The approach taken in this study is  Object-

Oriented Analysis and Design Methodology 

(OOADM). This choice was made to ensure a 

thorough design and iterative development of the 

proposed hybrid cryptographic framework, all while 

being flexible enough to adapt to new requirements 

as they arise during the implementation process. 

OOADM played a key role during the 

conceptualization, modeling, and system design 

stages. It helped in systematically identifying system 

components like encryption modules, key 

management systems, access control interfaces, and 

data handling units. By defining the relationships 

between these components, OOADM was crucial in 

enhancing maintainability, scalability, and reuse. 

 

2.2  Analysis of the Proposed System 

 

The proposed system consists of the following  

components such as: 

A. User management subsystem: These include 

admins, patients and healthcare staff,each with 

distinct access roles and privileges. 

B. Encryption policy subsystem (AES, AES & 

RSA) which applies either lightweight encryption 

for low-risk or less sensitive data or strong 

encryption for critical health records and personal 

data. 

C. Key management Subsystem: This is 

responsible for secure generation, storage, 

distribution, rotation and revocation of 

cryptographic keys. 

D. Access log and audit subsystem: This maintain 

a transparent record of system activities, including 

log results and corresponding risk levels. 

E. Real-time system visibility is provided through 

the monitoring dashboard: this displays access 

activity, encryption key distribution and system 

events. 

F. The Alert and response subsystem: This 

initiates immediate security measures, including 

session termination, email notification and 

temporary access lockouts or deny of access. 

 

The proposed system is a hybrid 

cryptographic security framework designed to 

address the growing need for  securing,data within 

cloud-based healthcare environments. It integrates 

multiple subsystems that collectively ensure data 

confidentiality, integrity, user accountability. By 

combining  symmetric and asymmetric 

cryptography techniques with key management 

strategies, the system not only protects sensitive 

patient information but also responds to potential 

security threats.The architecture is modular, 

scalable, and capable of supporting various user 

roles (such as admins, patients, and healthcare staff) 

and dynamically applying suitable encryption levels 

based on risk analysis. Figure 2.1 presents the 

proposed system block diagram. 

 

 
Figure 2.1: Block diagram of the proposed system. 

 

At the core of the system is the User 

Management Subsystem, which sorts users into 

categories: Admins, Patients, and Healthcare Staff, 

each with their own access roles and privileges. 

Data protection is enforced through the Encryption 

Policy Subsystem, which applies lightweight 

encryption for low-risk users (authorized users) to 

ensure minimal latency and fast access or strong 

encryption for high - risk or suspicious activities, 

triggering strong encryption (AES-256 combined 

with RSA) to harden or secure critical health records 

and personal data.  Supporting this is the Key 

Management Subsystem, which securely generates, 

stores, and distributes cryptographic keyswith the 

added option of blockchain integration for secure 

tracking.  To further strengthen authentication, a 

One-Time Password (OTP) was sent to registered 

email addresses before granting access to decrypted 

records. The Access Log and Audit Subsystem keeps 

a transparent record of system activities, including 
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log results and associated risk levels, ensuring 

traceability and compliance. Real-time visibility into 

the system is provided by the Monitoring 

Dashboard, which showcases access activity, 

encryption key distribution, and system events. 

 

III. SYSTEM DESIGN 
3.1 Proposing an Encryption approach for the 

security of cloud data 

This work introduces two distinct encryption 

methods aimed at safeguarding data in cloud 

networks. The first method employs the Advanced 

Encryption Standard (AES) with a 128-bit key as a 

baseline, before transitioning to AES-256-GCM to 

ensure authenticity in a hybrid setup. The second 

method is a hybrid approach that incorporates the 

Rivest Shamir Adleman (RSA) for maintaining 

integrity and confidentiality.  

 

3.2  Advanced Encryption Standard (AES)-128-

bit 

 AES-128-bit is a method that encrypts and 

decrypts data using the same 128-bit key, making it 

both efficient and quick for managing large amounts 

of data. It works by breaking the input plaintext into 

128-bit blocks and processing each block through 10 

rounds of transformations. Each round consists of 

four key operations: SubBytes (a nonlinear 

substitution using a predefined S-box), ShiftRows 

(which shifts the rows of the state array to enhance 

diffusion), MixColumns (a matrix multiplication 

over a finite field to further distribute the bits), and 

AddRoundKey (which combines the block with a 

round-specific key derived from the original key). 

The first and last rounds are slightly adjusted to 

boost cryptographic strength. 

 

3.3 Rivest–Shamir–Adleman (RSA) 

Rivest–Shamir–Adleman (RSA) RSA - 

OAEP (RSA with Optimal Asymmetric Encryption 

Padding) is a popular padding scheme for RSA 

encryption. This asymmetric cryptographic 

algorithm uses a pair of mathematically linked keys: 

a public key for encryption and a private key for 

decryption. The security of RSA hinges on the 

difficulty of factoring the product of two large prime 

numbers. It employs large key pairs ranging from 

1024 to 4096 bits to secure data through encryption 

and decryption. To create RSA keys, two large 

primes, p and q, are selected, and their product 

forms part of both the public and private keys. 

 

3.4  Hybrid cryptographic approach 

The combination of AES-256-GCM and 

RSA-OAEP creates a hybrid cryptographic 

approach that leverages both symmetric and 

asymmetric encryption methods. In this setup, AES-

256-GCM, an upgraded version of AES that uses a 

256-bit key and 14 encryption rounds, is used to 

encrypt the actual data due to its speed and strong 

security. Meanwhile, RSA-OAEP is employed to 

encrypt the AES key, facilitating the secure 

exchange of the symmetric key without revealing it. 

The process starts by generating a random 256-bit 

AES key for a specific session. The data is then 

encrypted using AES-256-GCM with this session 

key, resulting in ciphertextThe AES key is encrypted 

with the recipient’s RSA public key using OAEP 

and sent along with the ciphertext. When the 

recipient gets it, they decrypt the AES key with their 

RSA private key and then use that key to unlock the 

data. This hybrid approach takes advantage of AES’s 

speed and efficiency while also using RSA’s 

strength to securely send keys over networks that 

might not be trusted. 

 

Mathematical Formulation 

For AES:   

 C=EK(P) 

 

RSA:                                                      C=Memod  n 

M=Cdmod  n 

 

Hybrid Encryption:   

Ciphertext=AESKs
(Data) 

 

Where Ks = session key 

AES = Protects data 

RSA = Protects session key 
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3.4.1 Sequence Diagram for the hybrid encryption secured cloud platform 

 

 
Figure 3.2: Sequence diagram of the hybrid encryption secured cloud platform 

 

Figure 3.2 presents the sequence diagram of the 

hybrid encryption secured cloud platform. In the 

system, the both users create account through 

registration and then login. The admin enters user 

information and the system generated encryption key 

and then encrypt it. Simultaneously, the decryption 

key was generated and stored. To access the file, the 

verified admin used the stored decryption key and  

accesses the records stored. 

 

3.4.2 Proposed System Requirements 

The proposed system requirements were specified to 

ensure the smooth implementation and reliable 

operation of the hybrid cloud encryption system. 

These requirements were divided into hardware and 

software components, each serving distinct but 

complementary roles in the system’s functionality. 

 

3.4.2.1 Hardware Requirements 

Component Specification Descriptions 

Processor Multi-core processor (e.g., quad-core or higher) for concurrent processing 

RAM Minimum of 8 GB to support encryption tasks and MLP model operations 

Storage  At least 256 GB SSD for fast data access, model storage, and system logs 

Network Interface High-speed Ethernet or wireless adapter for reliable cloud communication 

  Power Supply Stable power source or UPS to ensure uninterrupted processing 

 

3.4.2.2 Software Requirements 

 

Component Specification Description 

Operating System Secure and modern OS (64-bit) supporting multitasking and virtualization 

Encryption Libraries Support for both symmetric (AES) and asymmetric (RSA) encryption modules 

Cloud Integration API API support for communication with cloud storage and computing services 

System Scalability Modular architecture allowing upgrades without disrupting core functionality 
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3.4.2.3     Program Development 

In the development of the hybrid cloud encryption 

system, the choice of programming environment 

was guided by the need for stability, flexibility, and 

compatibility with  cryptographic  components. A 

development environment was selected that 

supported modular design, ease of integration with 

external libraries, and seamless communication 

between system modules. 

 

IV. RESULT OF SYSTEM INTEGRATION 

OF THE HYBRID ENCRYPTION AS 

SOFTWARE AS A SERVICE 
In the system integration, the hybrid encryption 

solution was applied to develop the software 

platform for the validation of the study. The home 

page of the integrated software was presented in the 

Figure 4.1. This home page is the link to other part 

of the system such as the login page, the user health 

records management platforms and central 

dashboard for patient record management. 

 

 
Figure 4.1: Homepage of the secured software as a service platform for the cloud environment 

 

Figure 4.1 presents the homepage of the cloud-based 

environment with hybrid encryption solution.  

Figure 4.2 presents the login page where admin and 

medical staff can have access to health records and 

manage it.  The login platform grants access to the 

admin which creates account for patients in the 

cloud environment and then the system 

automatically secures the records with encryption 

solution and  the medical staff who accesses the 

patient registration, updating records, and reviewing 

medical histories. They holdthe medical data 

management and clinical workflow. 
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Figure 4.2 : The login access control cloud platform for admin and medical staff 

 

 
Figure 4.3: The  dashboard for medical staff only 
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Figure 4.4: The dashboard which manages patient’s health record 

 

Figure 4.3 and4.4 presents the dashboard which reports all the patients in the hospital registered and their health 

records all stored in the database. In Figure 4.4 the patients record based on the activity of the user or admin is 

monitored by the trained ML algorithm to predict user activity logs and then applied to generate encryption keys 

to protect the data through cryptographic encryption. Figure 4.5 and Figure 4.6 presents the results of data 

encryption for two different patients. 

 

 
Figure 4.5: Result of data encryption for Patient A 
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Figure 4.6: Result of data encryption for Patient B 

 

Figure 4.5 and 4.6 presents the result of data encryption for two different entities. In the results reported, it was 

observed that the stored health records of the two patients are automatically encrypted based on the activity log 

of user trying to access the file.  

 

 
Figure 4.7: Request for data decryption key 
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Figure 4.8: Request for data encryption key 

 

Figure 4.7 and Figure 4.8 presents the output screen requesting for decryption key to the open up the file. This 

decryption key which is stored in  hardware security module or secure keystoreis delivered only after 

authentication  otherwise access is denied. This is seen in Figure 4.9.  

 

 
Figure 4.9:Decryption key stored in a secure key store. 
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Figure 4.10: Testing model system integrity with fake decryption key 

 

Figure 4.10 presents the performance of the model when tested with fake decryption key with the intention to 

test the model integrity. From the results, it was observed that the model was able to detect the fake key and then 

deny access to the user. Figure 4.11 presents the result of the system when the right decryption key was logged 

in to decrypt the patient information.   

 

 
Figure 4.11: Result of file decryption 
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From the results it was observed the decryption key because it is the right key was able to correctly 

unlock the files. To confirm they user identity, an OTP (one time password) is sent to their private email 

addresses.Figure 4.12 presents the final output which showed the patients record after decryption.These results 

showed that the hybrid encryption system was effective in ensuring data confidentiality and integrity, allowing 

only authorized users with the correct decryption key to access sensitive medical information. The success of the 

decrypted output confirmed that there was no corruption during the encryption and decryption process, thereby 

validating the reliability and security of the implemented solution in a sensitive healthcare data environment. 

 

 
Figure 4.12: Result of successfully decrypted files 

 

Comparative Analysis 

Features AES RSA Proposed 

Framework 

Security Medium High Very High 

Speed High Low Moderate 

 Efficiency High Low High 

 

V. CONCLUSION 
This study has successfully developed and 

evaluated a hybrid cloud encryption system to 

address the growing security challenges in cloud 

data storage and access. The study tackled the 

problem of unauthorized access and the need for 

secure yet efficient encryption in sensitive domains 

such as healthcare and finance.The hybrid 

encryption model provided dual-layer security by 

combining the speed and efficiency of AES with the 

secure key management capabilities of RSA.  The 

successful decryption of encrypted patient records 

using the correct private key validated the integrity 

of the encryption-decryption process. Overall, this 

study shows that strong cryptographic techniques 

offer a viable path toward building secure and 

responsive cloud systems.  
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