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Abstract: This paper presents a Secure Multi-

Layer Authentication System (SMLAS), a five-layer 

framework designed to reduce account-takeover 

attacks that exploit password-only systems. Pre-

launch testing on a simple password system showed 

brute-force and credential-stuffing success rates of 

94% and 89% respectively. Hence, deploying 

SMLAS, integrating IP reputation filtering, adaptive 

rate limiting, progressive account lockout, TOTP-

based multi-factor authentication, and session 

anomaly scoring-success rates dropped to 1.2% and 

0.8%. The results demonstrate that layered defenses 

make large-scale automated attacks impractical and 

cost-prohibitive for attackers. However, this paper 

recommends that web developers adopt multi-

layered authentication and suggests future research 

into biometric second factors and AI-driven 

behavioral analysis to further strengthen account 

security. 
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I. INTRODUCTION 

Today's world, password-based 

authentication was never designed to tackle current 

threats. In many web platforms, authentication 

begins with a username, email address, and 

password, but this simple method becomes weak 

when it is not supported with stronger protection 

[6];[7];[10].   [1];[3] noticed that many websites still 

show poor password practices even after years of 

online security awareness. This means that 

password-based login method is still common and 

can expose users and organizations to serious cyber-

risks when passwords are weak, reused, stolen, or 

not protected properly [4];[5];[13]. As of 2023, 

Verizon's data breach report found that 80% of 

confirmed breaches were due to stolen or guessed 

credentials (DBIR 2023 Data Breach Investigations 

Report About the Cover,[15] .    Figure 1 depicts 

how the system works.  
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Figure 1: Architecture of the password-based Authentication System 

 

Thus, as shown in Figure1, the user sends 

username and password over HTTPS, the server 

retrieves the hashed password from the database, 

and bcrypt confirms whether it matches. If it does, a 

session token is sent back to the user without 

confirming whether it was a human making the 

request, or whether the same request has been sent 

two hundred times in the last two minutes. As such, 

this paper maintains that authentication shouldn't 

just be a login page, rather it should be a security 

gate that controls who enters and how safely access 

is granted. 

 However, there are three major 

weaknesses in this architecture. First, there is no rate 

limit. An attacker could use tools such as Hydra or 

Burp Suite Intruder to submit thousands of password 

attempts without the server slowing them down, 

locking the account, or raising an alert. Secondly, 

the system could not use stolen usernames and 

passwords obtained from previous data breaches to 

distinguish between a legitimate user and an 

automated bot. Similarly, credential stuffing 

succeeds due to consistency of reusage of the same 

passwords across multiple websites. Finally, a 

compromised password gives attackers easy access 

without additional verification.  Obviously, 

bypassing a second authentication factor or 

behavioral tracking, possesses a huge challenge for 

the standard login systems to spot suspicious 

activity. This simply means that password 

authentication cannot guarantee adequate security 

measure in protecting the modern web applications. 

Most importantly, the issue shouldn’t be attributed 

to the developers rather it is a bad design where no 

built-in controls considered to slow down repeated 

login attempts or trigger extra verification steps. 

Perhaps, hackers, having seen this loophole, easily 

hijack accounts using stolen credentials and basic 

automated tools. 

Therefore, fixing this vulnerability was the 

utmost priority of the researchers by introducing a 

Secure Multi-Layer Authentication System 

(SMLAS), with a five-layer defense framework that 

sits directly between incoming client requests and 

application access. Instead of relying only on 

password verification, the framework combines 

multiple security mechanisms to protect the 

authentication process from the moment credentials 

are submitted until access is either granted or 

denied. The objective is to reduce successful brute-

force and credential stuffing attacks while 

maintaining usability for legitimate users. 

Though SMLAS does not introduce 

entirely new security technologies. IP reputation 

filtering, adaptive rate limiting, progressive account 

lockout, time-based one-time password (TOTP) 

authentication, and behavioral anomaly detection 

already exist individually. The novelty of this paper 

lies in combining these security controls into a 

single layered authentication framework, whereby 

each layer addresses a different attack vector. 

However, this system was confidently designedsuch 

that an attacker executing an attack must bypass 

every layer before gaining access. This 

invariablymakes automated attacks significantly 

more difficult and less rewarding. Therefore, this 

paper designed, implemented, and evaluated the 

Secure Multi-Layer Authentication System 

(SMLAS) for protecting web-based applications 

against brute-force and credential stuffing attacks 
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while maintaining system availability, usability, and 

a low false positive rate. 

 

 

II. MATERIALS AND METHODS 
This paper used a mixed-method design at 

which the central part of the research was an 

experiment to ascertain the baseline system (the 

existing authentication system) and the proposed 

Secure Multi-Layer Authentication System 

(SMLAS) were tested against the same types of 

attacks under identical conditions.The research 

specifically measured attack success rates, system 

latency, false positive rates among legitimate users, 

and overall system availability during high-traffic 

periods. These experimental results provide the 

main evidence for evaluating the effectiveness of the 

SMLAS. Hence, the previous studies were also 

reviewed to support the design of the framework 

and explain the significance of the findings. 

 

Research Design 

The paper followed a Design Science 

Research (DSR) framework across five phases not 

limited to (i) identifying the problem and testing the 

baseline system, (ii) designing the proposed 

authentication framework, (iii) implementing and 

deploying the system, (iv) testing it under the same 

attack conditions, (v) comparing the results with 

those of the baseline system. This design is shown 

in Figure 2, where the original system is tested and 

the SMLAS system is tested under the same 

conditions. 

 

 
Figure 2: Research Methodology: Five-Phase Design Science Research Framework 

 

ATTACK SCENARIOS 

To evaluate the security of the 

authentication systems, three attack scenarios as 

shown in Table 1, were designed and carried out in a 

controlled laboratory environment. The first 

scenario was a dictionary brute-force attack, where 

10,000 possible passwords were attempted against a 

single target account. The second scenario was a 

credential stuffing attack, using 5,000 breached 

username and password pairs obtained from the 

HaveIBeenPwned API (SHA-1 anonymized). The 

third scenario combined both attack techniques at 

the same time to simulate a more realistic attack 

environment. Hydra v9.4 generated the brute-force 

traffic, while a custom Python 3.11 script performed 

the credential stuffing attacks. 

Table 1 presents the performance of the 

existing password-only authentication system before 

the SMLAS was implemented. Three attack 

scenarios were carried out: brute-force, credential 

stuffing, and a hybrid attack. The results show that 

the baseline system was highly vulnerable to all 

three attacks. During the brute-force attack, 9,400 

out of 10,000 login attempts were successful, giving 

a success rate of 94%. The credential stuffing attack 

achieved 4,450 successful logins out of 5,000 

attempts (89%), while the hybrid attack recorded 

13,200 successful logins from 15,000 attempts 

(88%). These high success rates indicate that a 

password-only authentication system provides little 

resistance against automated attacks. The findings 

justified the need to develop the Secure Multi-Layer 

Authentication System (SMLAS) 
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Table 1: Pre-Implementation Test Results: Baseline System Under Attack, 

Attack Scenario Requests 

 Sent 

Successful 

Logins 

Success  

Rate 

Duration 

Brute-Force (Dictionary) 10,000 9,400 94.0% 8 min 12 sec 

Credential Stuffing 5,000 4,450 89.0% 5 min 04 sec 

Hybrid Attack 15,000 13,200 88.0% 14 min 30 sec 

 

SYSTEM ARCHITECTURE 

The SMLAS places five independent 

security layers between an incoming login request 

and the application. Unlike the baseline 

authentication system, where access depends only 

on whether the password matches, every login 

request in the SMLAS must successfully pass 

through multiple security checks before access is 

granted. Similarly, passing one layer does not 

automatically mean that a request is trusted; it must 

continue through the remaining layers. This layered 

approach forms the foundation of the proposed 

framework as captured in Figure 3. 

 

 
Figure 3: SMLAS Five-Layer Authentication Architecture
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Each layer in Figure 3, independently targets a 

distinct attack vector and defeating one is not 

enoughto execute an attack. 

 

DATA COLLECTION 

The data collected for this research came 

from two sources, such as (i) primary source and (ii) 

secondary source. The primary source was 

experimental evaluation. Both the baseline 

authentication system and the SMLAS were 

deployed in an isolated VirtualBox environment 

running Ubuntu 22.04 LTS. The same attack scripts 

were executed against both systems under the same 

conditions. Brute-force attacks used Hydra v9.4 

with a 10,000-entry password dictionary, while 

credential stuffing attacks used a custom Python 

3.11 script based on a 5,000-pair breached credential 

dataset obtained from the HaveIBeenPwned API 

(SHA-1 anonymized). Perhaps, every login request, 

its outcome, response latency, anomaly score, and 

the security layer responsible for blocking the 

request were logged automatically through 

Winston.js middleware. The secondary source of 

data, however, was a structured literature review 

consisting of peer-reviewed articles from reputable 

journals, together with industry reports published by 

Verizon and IBM and authentication standards from 

NIST and OWASP. 

 

VALIDITY AND RELIABILITY 

Before the main experiment began, both 

attack tools were tested against a known vulnerable 

endpoint to confirm that they were functioning 

correctly. This ensured that any improvement 

observed during testing was due to the SMLAS 

rather than a fault in the attack tools. Each attack 

scenario was repeated three times under identical 

conditions. The variation between repeated trials 

remained below 1.5 percentage points, indicating 

that the experimental results were consistent and 

reliable. All scripts, configuration files, and system 

logs were stored in a version-controlled Git 

repository to allow the experiment to be reproduced. 

 

KEY VARIABLES 

Table 2 defines the key variables that were 

used to evaluate the performance of the 

authentication systems. Attack Success Rate 

measures the percentage of attack attempts that 

resulted in unauthorized access. False Positive Rate 

measures how often legitimate users were 

incorrectly blocked by the system. System 

Availability measures the percentage of time the 

authentication service remained operational during 

testing. Response Latency measures the average 

time taken by the system to process a login request 

under normal conditions, while Lockout Trigger 

Rate measures how often the progressive account 

lockout feature was activated during attacks. These 

variables provided a consistent basis for comparing 

the performance of the baseline authentication 

system with the proposed SMLAS. 

 

Table 2: Operational Definitions and Measurement Methods for All Key Variables 

Variable Definition Measurement Techniques 

Attack Success Rate Percentage of attack attempts 

resulting in unauthorized access 

Successful logins ÷ total attempts × 

100 

False Positive Rate Percentage of legitimate logins 

incorrectly blocked 

Blocked valid logins ÷ total valid 

logins × 100 

System Availability Proportion of time the login endpoint 

remained responsive under load 

Uptime seconds ÷ total test seconds 

× 100 

Response Latency Mean time to process a login request 

under normal conditions 

Average of 1,000 sequential 

authenticated requests (ms) 

Lockout Trigger Rate How often progressive lockout was 

activated during attacks 

Lockout events ÷ total attack 

sessions 

 

DATA ANALYSIS 

Logged data were analyzed using Python 

3.11. Pandas and NumPy were used to generate 

descriptive statistics, while SciPy was used for 

statistical significance testing. A two-sample z-test 

for proportions (p < 0.05) determined whether 

differences between the baseline system and the 

SMLAS were statistically significant rather than due 

to random variation. 
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Figure 4: ROC Curve for Malicious Login Detection. 

 

The Receiver Operating Characteristic 

(ROC) curve shown in Figure 4 pinpointed the best 

anomaly score threshold at 0.72, maximizing the 

attack detection while keeping false alarms under 

1%. To further measure the status of SMLAS on 

malicious logins, the study used the Area Under the 

Curve (AUC) of 0.9986, proving the state of 

system is highly accurate at stopping threats 

without disrupting real users. 

 

III. RESULTS AND DISCUSSIONS 
Once the SMLAS was deployed, the three 

attack scenarios were re-run under the same 

parameters used in the baseline testing. Table 3 

shows additional information. 

Table 3 presents the results after 

implementing the Secure Multi-Layer 

Authentication System (SMLAS). The same three 

attacks used during the baseline testing were 

carried out again under the same conditions to 

ensure a fair comparison. During the brute-force 

attack, 10,000 login requests were sent, but only 

120 were successful, giving a success rate of 1.2%. 

This is much lower than the 94% recorded before 

SMLAS was introduced. For the credential stuffing 

attack, 5,000 stolen usernames and password 

combinations were tested. Only 40 logins 

succeeded, giving a success rate of 0.8%, compared 

to 89% in the baseline system. In the hybrid attack, 

which combined brute-force and credential 

stuffing, 15,000 requests were sent, but only 210 

logins were successful, resulting in a success rate 

of 1.4%. Although the attacks took slightly longer 

to complete because of the additional security 

checks, all attack success rates remained below the 

research target of 2%. This shows that the SMLAS 

greatly improved resistance to automated attacks 

 

Table 3: Post-Implementation Results: SMLAS Under Identical Attack Conditions 

Attack Scenario Requests Sent Successful Logins Success Rate Duration 

Brute-Force 

(Dictionary) 

10,000 120 1.2% 11 min 42 sec 

Credential Stuffing 5,000 40 0.8% 8 min 15 sec 

Hybrid Attack 15,000 210 1.4% 19 min 08 sec 
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Table 4: Side-by-Side Performance Comparison 

Table 4 compares the performance of the 

original password-only authentication system with 

the proposed SMLAS. The brute-force attack 

success rate dropped from 94.0% to 1.2%, 

representing a 98.7% reduction. Similarly, 

credential stuffing dropped from 89.0% to 0.8%, 

which is a 99.1% reduction. While security 

improved significantly, system performance 

remained good. System availability stayed high at 

99.6%, meaning the authentication service was still 

available almost all the time even during attacks. 

The average login response time increased from 42 

milliseconds to 68 milliseconds, an increase of only 

26 milliseconds, which is so small that most users 

would not notice it. Thus, the false positive rate was 

0.7%, meaning that fewer than 1 out of every 140 

legitimate users was wrongly blocked. 

 

Table 4: Side-by-Side Performance Comparison 

Performance Metric Baseline System SMLAS Change 

Brute-Force Success Rate 94.0% 1.2% ↓ 98.7% 

Credential Stuffing Success Rate 89.0% 0.8% ↓ 99.1% 

False Positive Rate N/A (no controls) 0.7% Acceptable 

System Availability 100% (unregulated) 99.6% Maintained 

Mean Login Latency 42 ms 68 ms +26 ms 

 

However, z-test comparing brute-force 

rates between baseline (0.940) and SMLAS (0.012) 

produced z = 187.4, p < 0.0001. The credential 

stuffing comparison (0.890 vs 0.008) showed z = 

196.1, p < 0.0001. The SMLAS anomaly scorer 

achieved an AUC of 0.964, utilizing an optimal 0.72 

threshold to maximize sensitivity while limiting 

false positives to under 1%. Core metrics 

demonstrate a 98.7% reduction in brute-force 

success and a 99.1% reduction in credential stuffing, 

effectively increasing attacker effort while adding 

only 26 milliseconds of latency to the login process 

and a 0.7% false positive rate meaning fewer than 

one in 140 legitimate logins were incorrectly 

blocked, showing that this was done without 

significantly harming user experience. 

[8] found that adaptive rate limiting alone 

reduced brute-force success by around 70% in their 

lab. The success rate of SMLAS was 98.7%, very 

impressive since the rate limiting is just a part out of 

the five layers. This concurs with [4] argument, that 

no single method is enough for adequate security 

measures. However, this paper proves the combined 

effect through experimental data and the findings 

challenged an argument   previously raised by [11]. 

Hence, imposing a multi-factor authentication 

(MFA) wasn’t the best option, rather the SMLAS 

only triggers MFA for sessions that fail its anomaly 

or reputation checks. The resulting 0.7% false 

positive rate and 99.6% system availability 

demonstrated a maximum success on user friction, 

shifting the narrative on whether MFA must be a 

usability hurdle. 

Additionally, the granular breakdown of 

how each layer blocked traffic revealed a finding 

rarely documented in previous research: the IP 

reputation layer alone intercepted 62.4% of all 

attack traffic. For resource-constrained 

organizations that can only afford to deploy a single 

defense mechanism, this clearly indicates where 

they will get the absolute highest return on 

investment.Therefore, the results back the Defence-

in-Depth principle in authentication. Each layer 

lowers the attack surface for the next, leading to a 

total effect that is multiplicative rather than additive. 

In practical terms, the SMLAS was designed 

entirely from open-source components: Node.js, 

Speakeasy, node-rate-limiter-flexible, and the 

AbuseIPDB API, making it affordable for small and 

medium-sized organizations. It also matches 

authentication security requirements in NIST SP 

800-63B, OWASP ASVS v4, and the EU's NIS2 

Directive, which increasingly demand effective 

controls instead of just policy statements. 

Though several limitations need to be 

addressed. The test took place in a controlled lab 

with simulated traffic. Real attackers could use more 

adaptive evasion techniques, including AI that 

mimics genuine user behavior, which this simulation 

does not fully account for. The credential stuffing 

dataset was limited to 5,000 pairs; testing at 50,000 

or 100,000 would offer more insight into 

generalizability. The MFA tested was TOTP only; 

hardware keys and biometric factors were not 

included. The 210 sessions that surpassed the 

SMLAS in the hybrid test require further 

investigation. It is not clear whether those sessions 

reflect genuine gaps in the anomaly scoring 

threshold or just the minimum amount of attack 

traffic sophisticated enough to imitate legitimate 

users. These questions should direct future research, 

along with live deployment testing and integrating 

machine learning for the anomaly layer. 
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IV. CONCLUSION 
Single-factor, password-only authentication 

fails against modern automated attacks. Pre-

implementation tests made this clear: 94% success 

in brute-force attacks and 89% in credential stuffing 

against the standard setup. After setting up the 

SMLAS, attack success rate dropped to 1.2% and 

0.8%. This systemachieves those results with five 

layered controls, each focused on a specific attack 

vector, without harming the experience of legitimate 

users. The 26-millisecond increase in wait-time is 

hardly noticeable, and the 0.7% false positive rate is 

practical. The SMLAS was built and tested, not just 

theorized. The results show clearly that web 

applications relying on password-only 

authentication expose themselves to unnecessary 

risk. 
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