
 

 

International Journal of Advances in Engineering and Management (IJAEM) 

Volume 8, Issue 8 August. 2026, pp: 208-220   www.ijaem.net   ISSN: 2395-5252 

                                      

 

 

 

DOI: 10.5281/zenodo.22075386     | Impact Factor value 6.18 | ISO 9001: 2008 Certified Journal          Page 208 

A Nature-Inspired Hyperparameter Optimization Approach for 

Android Malware Detection Using MLP and Cheetah 

Optimization Algorithm 
 

JulieIsaac1AguEdwardOnyebueke2Andrew Ishaku Wreford3
 

Computer Science Department, Federal University Wukari, Nigeria1,2,3. 

----------------------------------------------------------------------------------------------------------------------------- ---------- 

Date of Submission: 11-08-2026                                                                           Date of Acceptance: 24-08-2026 

----------------------------------------------------------------------------------------------------------------------------- ---------- 

Abstract 
This research implemented a novel approach to 

malware detection by applying a COA-optimized 

Multilayer Perceptron (MLP). The research 

methodology used exploratory data analysis, data 

preprocessing via Standard-Scaler and SMOTE 

algorithms, and hyperparameter optimization using 

COA methods of search, sit-and-wait, attack, and 

retreat. Results of experiments demonstrated that the 

optimized version of MLP provided higher accuracy 

compared to its baseline variant; namely, from 

97.52% to 98.07%. Moreover, the precision of the 

proposed method improved significantly, reaching 

98% compared to 96.94% achieved before. Finally, 

COA-optimization allowed decreasing the number 

of trainable parameters by 32%; namely, from 3,297 

to 2,241. Overall, the proposed study demonstrated 

promising results in terms of automated parameter 

selection, malware detection accuracy, and 

computational efficiency of the developed solution. 
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I. Introduction 

The massive growth of the Android phone 

market in the past ten years has changed the way 

people interact with the technological world. 

Android phones allow individuals to communicate, 

do online shopping, bank transactions, receive 

healthcare, and much more. The free open-source 

nature of Android phones, their easy-to-use 

interfaces, and popularity among users, where they 

make up more than 70% of the worldwide mobile 

operating systems market share, have made Android 

an attractive platform not only for programmers but 

also for cyber criminals (Mehra et al., 2022). For 

this reason, Android malware has become one of the 

most dangerous cyber threats platforms (Ahvanooey 

et al., 2020). 

Survey conducted reveals that the 

traditional methods of malware detection, including 

those based on signatures, depend on patterns 

known to date and characteristics of known viruses.  

Although these techniques serve as excellent 

protection against threats already encountered, they 

have fundamental restrictions when it comes to 

detecting new types of malwares, especially zero-

day attacks (Sahay & Sharma, 2019).  Given that 

malware creators continue developing new methods 

of creating malware, there is a growing need for 

intelligent solutions to detect threats as soon as 

possible. 

In this context, machine learning (ML) has 

been proven as one of the most efficient solutions 

when it comes to detecting malicious software by 

means of its ability to learn from data. The 

supervised ML models are capable of detecting 

application behavior, permissions, and other code 

patterns, allowing for distinguishing between safe 

and malicious applications (Meenakshi & 

Shrivastava, 2021). There are different approaches 

to ML that may be used for malware detection; one 

of the most effective tools in this case is Multi-

Layer Perceptron (MLP), which refers to 

feedforward artificial neural networks (Singh & 

Singh, 2021). The efficacy of using MLP for 

malware detection highly depends on selecting 

proper hyperparameters such as number of hidden 

layers, number of neurons in layers, learning rate, 

activation function, etc. Improper parameter 

selection may cause underfitting, overfitting, or 

increase computation cost (Ali et al., 2023). 

For solving such problems, the use of 

meta-heuristic optimization techniques has become 

prevalent amongst researchers. Such optimization 

techniques, based on natural phenomena, could help 

achieve global optimization without getting stuck in 

any local optimal point. Genetic algorithm (GA), 

particle swarm optimization (PSO), and ant colony 

optimization (ACO) are some examples of such 
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optimization techniques (Beştaş& Dinler, 2025). 

One of the recent optimization algorithms is the 

Cheetah Optimization Algorithm (COA). The COA 

is a bioinspired algorithm that simulates the 

cheetah’s unique hunting mechanism in nature 

(Akbari et al., 2022). 

The strengths of COA stem from the 

balance it strikes between exploration and 

exploitation processes, making it well-suited for the 

process of parameter tuning for neural networks. 

With the hybridization of COA with MLP, the 

research can attain Android malware detection 

system that will be accurate, reliable, and efficient. 

This is the strength of the combination of both 

techniques in addressing mobile malware 

challenges. 

In this regard, this research presents a novel 

approach for detecting malware using Android 

through optimization of MLP with the Cheetah 

Optimization Algorithm. 

2.1 COA in a Generic Perspective and 

Mathematical Formulation  

Cheetah Optimization Algorithm (COA) is 

an intelligent optimization algorithm that draws 

inspiration from the hunting mechanisms of the 

cheetah species, as presented by Akbari et al. 

(2022). The aim of COA is to solve optimization 

challenges by managing two key mechanisms: 

exploration and exploitation. These techniques are 

inspired by the hunting approaches that cheetahs 

deploy based on their social skills. The COA 

algorithm combines these hunting strategies in 

solving challenging optimization problems by 

applying the same strategies in searching vast 

solution spaces that are multi-dimensional in nature. 

This algorithm functions under two phases of 

operation; namely, exploration and exploitation. The 

exploration phase involves the process by which the 

cheetah agents spread into the solution space 

looking for potential prey. On the other hand, the 

exploitation phase represents the hunt by focusing 

the cheetah agent efforts towards exploring the 

solution space more effectively. The mathematical 

formulation of COA involves the initialization of 

cheetah agents within the solution space, followed 

by updates to their position and velocity based on 

their current best solution and the best solution 

encountered so far.  The mathematical formulation 

of COA is further discussed thus: 

1. Initialization: The COA starts with a 

population of cheetah agents, each 

representing a potential solution to the 

optimization problem. The position of each 

agent is initialized randomly within the 

search space. 

 Position𝑖(𝑡)
= Position𝑖(𝑡 − 1)
+ Velocity𝑖(𝑡) 

(2.1) 

Where Position𝑖(𝑡) represents the position 

of the agent 𝑖 at time step 𝑡, and 

Velocity𝑖(𝑡) is the speed at which the agent 

moves within the search space. 

2. Exploration Phase: In this phase, cheetah 

agents explore the search space. The 

exploration behavior is inspired by the 

cheetah’s ability to identify prey from a 

distance, using a high-speed run. The 

agents utilize a strategy where their 

velocity is adjusted based on the distance to 

prey (the optimal solution). The agents 

with the best fitness are selected to move 

toward the prey, as represented by: 

 Velocity𝑖(𝑡)
= c ∗ (PreyPosition
− Current Position 

(2.2) 

Where 𝑐 is the scaling factor controlling 

the speed of the search. 

3. Exploitation Phase: At this stage, the 

agents that have found better solutions 

concentrate on improving them further. The 

cheetah uses effective chasing methods that 

ensure that the gap between it and its prey 

becomes minimal. The exploiting process 

mainly concentrates on improving the 

solutions through the repositioning of the 

updated solutions. 

4. Convergence Criteria: This is the point at 

which the algorithm stops iterating through 

both the exploration and exploitation 

phases. This can either be a predefined 

number of iterations or convergence point, 

whereby any improvement to the solutions 

becomes minimal. 

 

2.2 Related Works 

Niveditha et al. (2024) suggested a 

malware classification framework that utilized 

dynamic malware analysis performed in a Cuckoo 

Sandbox together with machine learning and 

automated feature selection using the Boruta 

technique. The researchers used the KNN classifier 

to classify the types and families of malware based 

on the behavioural features acquired while running 

the malware. According to experimental findings, 

the integration of automated feature selection and 

cross-validation greatly improved the performance 

of malware classification, achieving a precision of 

93%, recall of 96%, specificity of 90%, and F1-
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score of 92% for phishing identification. Likewise, 

ransomware recognition achieved accuracy of 92%, 

specificity of 91%, and recall of 93%. 

According to Varma et al. (2021), a new 

method known as Bat Optimization Algorithm for 

Wrapper-Based Feature Selection (BOAWFS) is 

proposed to increase Android malware detection 

based on permissions through the use of features 

extracted from the CICInvesAndMal2019 dataset. 

The work focused on addressing the challenge 

associated with high dimensionality in feature space 

by implementing BOAWFS to select the most useful 

permission attributes prior to classification. 

BOAWFS was benchmarked against Cuckoo Search 

Optimization (CSOWFS) and Grey Wolf 

Optimization (GWOWFS) using the following 

classifiers: Random Forest, Support Vector 

Machine, K-Nearest Neighbour, Decision Tree, and 

Nearest Centroid classifiers. The results obtained 

show that BOAWFS performed better than 

CSOWFS and GWOWFS in all instances. The best 

outcome was obtained from BOAWFS-Decision 

Tree, where an accuracy of 93.73% was obtained by 

selecting only 518 features from 4,115 features, 

achieving an 87.41% reduction in feature 

redundancy. 

Hossain et al., (2021) compared the 

efficiency of three different neural networks. 

Convolutional Neural Networks (CNNs), Long-

Short Term Memory Networks (LSTM), Gated 

Recurrent Units (GRU), etc., are some of the 

methods used by authors to identify malware. 

Malwares are obtained from virus share.com, 

portableapps.com, and the windows 7 x86 folder. 

Upon comparing the methods used by the authors, 

CNN managed to find the highest accuracy (83%) in 

identifying malware compared to LSTM (66%) and 

GRU methods (76%). 

Naway& Nguyen, (2022), presented a 

novel hybrid model that combined Convolutional 

Neural Networks (CNN) with Long Short-Term 

Memory (LSTM) networks to effectively capture 

both spatial and temporal patterns of malware 

behavior. CNNs excel in learning spatial features, 

while LSTMs are particularly effective in modeling 

sequential or temporal data, making this 

combination ideal for malware detection. The hybrid 

model demonstrated impressive performance, 

achieving a detection accuracy exceeding 95% on 

benchmark datasets. 

Autoencoder along with deep learning for 

the detection of malware was utilized by (Xing et 

al., 2022). For developing the dataset, the 

researchers used VirusShare for their malicious 

applications while benign applications were taken 

from the Google Play store. In addition, the 

autoencoder network along with the grey-scale 

visual representation of the malware was used for 

the development of the proposed detection model. 

As a result of the usage of the autoencoder's feature 

for reducing dimensions, the researchers are able to 

classify the malicious and safe applications. The 

proposed model's detection accuracy is 96%, along 

with a 96% F-score for its stability. 

 

III. Research Method Framework 
In this research, a quantitative research 

design was used in order to construct and evaluate 

the performance of a machine learning-based 

malware detection system using CLAMP malware 

samples collected from Kaggle ML repository. 

These data were preprocessed for model 

construction where data encoding, normalization 

using Standard Scaler, feature extraction and 

partitioning into training and testing sets took place. 

For overcoming the problem of class imbalance in 

the training data, SMOTE technique was used to 

generate synthetic samples for the minority class 

data. Subsequently, a baseline machine learning 

model called the Multilayer Perceptron (MLP) was 

built and trained on the dataset. To further increase 

the accuracy of the MLP model, the Cheetah 

Optimization Algorithm (COA) was used. As 

suggested by its name, COA employs cheetah-

inspired approaches including search, sit-and-wait, 

attack, and retreat methods for hyperparameter 

optimization. Such parameters include the learning 

rate, number of hidden layers, activation function, 

and batch size. Finally, the optimized MLP was 

analyzed using the performance measures of 

accuracy, precision, recall, and F1-score. This 

process was repeated until the best results were 

obtained. Thus, the proposed research framework 

enabled building an efficient malware detection 

system using MLP and COA. 
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Figure 3.1: Research Design Framework 

 

3.2 Data Description 

The malware dataset utilized in this 

research is the CLaMP dataset that helps with 

classifying the malware samples based on Portable 

Executable (PE) file header field. This dataset 

comprises well-organized data from PE headers of 

different executable files that contain essential 

information like file size, number of sections, and 

timestamps (Kumar, 2020). Thus, through header 

fields, this dataset provides the groundwork for 

building models using machine learning to 

differentiate between harmful and non-harmful 

applications. The structure of data is highly 

consistent, making the analysis of information more 

accessible; hence, this dataset would be helpful for 

conducting experiments for classification 

algorithms, feature selection, and model ranking. 

There were 69 features including 54 raw and 15 

engineered features, and more than 5000 malware 

samples with class labels of Malware or Benign. 

 

3.3 Data Preprocessing 

Data pre-processing techniques were applied to the 

CLAMP dataset to increase the quality of the data 

set, thus improving the performance of the proposed 

MLP-COA malware detection algorithm. The 

CLAMP data set consists of PE headers 

characteristics for both benign and malicious 

software programs. The class labels were converted 

into numerical values using Label Encoding, where 

benign and malware samples were represented as: 

 
𝑦 = {

0, Benign

1, Malware
 

(3.1) 

Because the feature set in CLAMP includes 

attributes of various values, the dataset was 

standardized by Standard-Scaler, making sure that 

no features of high value dominated the model 

training process. Each feature was transformed as: 

 𝑧𝑖 =
𝑥𝑖 − 𝜇

𝜎
 (3.2) 

where 𝑥𝑖is the original feature value, 𝜇is the feature 

mean, and 𝜎is the standard deviation. This 

transformation produces features with zero mean 

and unit variance, improving MLP convergence. 

For mitigating the problem of classification bias due 

to class imbalance, Synthetic Minority 

Oversampling Technique (SMOTE) was used. 

SMOTE generates synthetic minority-class samples 

using: 

 𝑥𝑛𝑒𝑤

= 𝑥𝑖 + 𝜆(𝑥𝑛𝑛

− 𝑥𝑖) 

(3.3) 
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where 𝑥𝑖is a minority sample, 𝑥𝑛𝑛is one of its 

nearest neighbours, and 𝜆 ∈ [0,1]is a random value. 

This process improves class representation and 

enhances malware detection sensitivity. 

 

3.3 Classification Algorithm  

Multilayer Perceptron (MLP) is a feedforward 

artificial neural networks (ANNs) having an input 

layer, one or more hidden layers and an output layer. 

Survey conducted indicated that the MLP model 

was able to identify complex patterns through 

approximation of non-linear functions, and as such, 

it is very effective in solving problems associated 

with malware detection. Generally, malware 

detection models seek to classify the software 

sample, either malicious or benign, using feature 

vector generated in accordance with the nature of 

the file. Below is the structure of the proposed 

model for malware detection 

 

3.3.1 Structure of MLP in Malware Detection 

Input Layer: this layer consists of feature vectors 

extracted from the malware samples. In the CLAMP 

dataset, they comprise the statistical and behavioral 

feature such as sequence of opcodes, APIs calls or 

other characteristics found within the code of the 

files. In case the dataset holds d features, the input 

layer will have d neurons in which each neuron 

corresponds to a single feature. Mathematically, the 

input layer is given as: 

 𝑧(𝑙)

= 𝑊(𝑙)𝑥 +  𝑏(𝑙) 

(3.4) 

𝑎(𝑙) = 𝑓(𝑧(𝑙)) 

Where 𝑥 = [𝑥1, 𝑥2, … , 𝑥𝑑] defines the input vectors, 

𝑊(𝑙)is the weight matrix of layer 𝑙, 𝑏(𝑙)is the bias 

vector of layer 𝑙, 𝑧(𝑙) defines the linear combination 

at layer 𝑙, 𝑎(𝑙) is the activation output at layer 𝑙. 
Lastly 𝑓is the activation function as (RELU and 

Sigmoid). 

Hidden Layers: These layers have nonlinear 

transformations using the ReLU (Rectified Linear 

Unit) and sigmoid activation functions. Here, the 

number of hidden layers and the size of each layer is 

a hyperparameter that significantly affects the 

model's performance and hence proposed to be 

optimized using the COA algorithm.  

 𝑧(𝑙)

= 𝑊(𝑙)𝑎(𝑙−1) + 𝑏(𝑙) 

(3.5) 

Output Layer: For the binary classification of 

software packets as benign or malignant, the output 

layer here has one neuron with a sigmoid activation 

function for the output prediction. Mathematically 

the output layer is represented by: 

 𝑦⃖
=  𝜎(𝑊(𝑙)𝑎(𝑙−1)

+  𝑏(𝑙) 

(3.6) 

The output 𝑦⃖ is the probability that the input is 

malware. 

 
𝜎 =

1

1 + 𝑒−𝑧
 

(3.7) 

Loss Function and Backpropagation 

To train the MLP, a loss function such as binary 

cross-entropy is minimized: 

 𝐿 = −[𝑦𝑙𝑜𝑔(𝑦⃖) + (1
− 𝑦)log(1
− 𝑦⃖)] 

(3.8) 

Where 𝑦 actual label (0 for benign, 1 for malware) 

and 𝑦⃖ is the predicted probability. 

Gradients of the loss with respect to weights and 

biases are computed using backpropagation, and 

weights are updated via gradient descent or its 

variants (e.g., Adam): 

 
𝑊(𝑙) ← 𝑊(𝑙) − 𝜂

𝛿𝐿

𝛿𝑊(𝑙)
 

(3.9) 

where 𝜂is the learning rate.  

3.3.2 Parameter Optimization   

In this research, the Cheetah Optimization 

Algorithm (COA), a bio-inspired metaheuristic 

technique, was employed as a robust method for 

hyperparameter optimization of the Multilayer 

Perceptron (MLP) model designed for malware 

detection. MLP performance heavily depends on the 

correct tuning of its hyperparameters, such as the 

number of hidden layers, number of neurons per 

layer, activation function, learning rate, batch size, 

and number of epochs. Manual tuning or grid search 

often fails to capture the optimal combination due to 

the high-dimensional and non-linear nature of the 

search space. Hence, COA offers an intelligent and 

adaptive mechanism to identify near-optimal 

hyperparameters that maximize the MLP’s 

classification performance on malware datasets, 

specifically the CLAMP dataset. COA mimics the 

stealth, speed, and strategic hunting behavior of 

cheetahs. In this context, each candidate solution in 

the population represents a unique combination of 

MLP hyperparameters, and their fitness is evaluated 

based on the MLP's performance (e.g., classification 

accuracy, F1-score) on validation data. COA 

operates through four strategic behaviors: 
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i. Search strategy: In this phase, each 

cheetah represents a hyperparameter 

vector (e.g., [neurons=64, learning 

rate=0.01, activation='relu']). The 

cheetahs randomly explore the d-

dimensional hyperparameter space to 

discover promising regions. 

Mathematically, the position of 

cheetah 𝑖 in dimension 𝑗 at iteration  

𝑡 + 1 is updated using: 

 𝑋𝑖𝑗
𝑡+1 =  𝑋𝑖𝑗

𝑡 +  𝑟,𝑖𝑗
−1 . α𝑖𝑗

𝑡  (3.10) 

 

Where 𝑟𝑖𝑗  is a random vector 

simulating cheetah move, α𝑖𝑗
𝑡  is the 

adaptive step size for exploration, For 

the leader cheetahs, step size is: 

 α

= 0.001 ∗ 
𝑡

𝑇
𝑥𝑚𝑎𝑥𝑠𝑡𝑒𝑝𝑠𝑖𝑧𝑒 

(3.11) 

for the non-leaders: 

 α
= 0.001

∗  
𝑡

𝑇
(𝑐𝑐𝑝 − 𝑟𝑐𝑝) 

(3.12) 

where 𝑐𝑐𝑝 is the current cheetah’s position and 𝑟𝑐𝑝 

is a random cheetah position.  This encourages 

diverse exploration early on and refined search as 

the optimization progresses.  

Regarding the CLAMP dataset, this stage enables 

the optimizer to manipulate the network depths, 

number of neurons and learning rates so as to 

explore regions that may be able to identify and 

represent the complexities of the malware behaviors. 

Adaptive step sizes will be useful in ensuring that 

the optimizer is able to perform wide exploration 

during early stages and reduce the exploration as 

more convergence occurs. This is necessary in the 

case of CLAMP dataset because the pattern of the 

malware behaviors keeps varying. 

ii. Sit-and-Wait Strategy: Upon 

identifying a potentially optimal 

hyperparameter setting (i.e., high 

classification accuracy), the cheetah 

conserves energy by staying in place to 

refine the solution locally. 

Mathematically, this can be can written 

as:  

 𝑋𝑖𝑗
𝑡+1 =  𝑋𝑖𝑗

𝑡  (3.13) 

This strategy slows down convergence, reducing the 

risk of premature convergence and allows the 

algorithm to exploit high-performing regions of the 

hyperparameter space. 

iii. Attacking Phase: When a promising 

configuration (prey) is identified, 

cheetahs (solutions) aggressively 

converge towards it, improving 

exploitation of the search space. 

 𝑋𝑖𝑗
𝑡+1

=  𝑋𝑝𝑗
𝑡 +  𝑟𝑖𝑗 . β𝑖𝑗

𝑡  

(3.14) 

where 𝑋𝑖𝑗
𝑡+1 is the position of the best-known 

solution (prey), 

𝑟𝑖𝑗is a 𝐭𝐮𝐫𝐧𝐢𝐧𝐠 𝐟𝐚𝐜𝐭𝐨𝐫 defined by𝑟 =

 𝑟exp(0.5𝑟)𝑠𝑖𝑛2𝜋𝑟 with 𝑟~ℵ(0,1)(normally 

distributed), β𝑖𝑗
𝑡 =  𝑋𝑘𝑗

𝑡 − 𝑋𝑖𝑗
𝑡 is the interaction factor 

between cheetahs 𝑖 and 𝑘. 

This allows the algorithm to fine-tune 

hyperparameters with high exploitation intensity 

around the best solutions found. In the CLAMP 

dataset context, this implies fine-tuning neuron 

counts, adjusting learning rates, and refining batch 

sizes. This phase enhances the MLP’s ability to 

detect subtle malware signatures embedded in 

opcode or API-call patterns. 

iv. Retreating: If a cheetah fails to 

improve (i.e., a hyperparameter setting 

leads to overfitting or poor validation 

performance), it retreats to the best-

known position to regain strength for a 

better attack. Mathematically 

 𝑋𝑖𝑗
𝑡+1 =  𝑋𝑝𝑗

𝑡  (3.15) 

This ensures that poor solutions are quickly 

discarded in favor of better-performing ones, 

maintaining the convergence speed of the optimizer.  

Essentially, algorithm 3.1 shows the afore-discussed 

COA stepwise application on the CLAMP dataset.
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Algorithm 3.1: Parameter Optimization via COA 

INPUT: 

    Search space of hyperparameters: 

        - Number of hidden layers 

        - Number of neurons 

        - Learning rate 

        - Activation function 

        - Batch size 

        - Epochs 

 

    Population size N 

    Maximum iterations T 

OUTPUT: 

    Best hyperparameter configuration 

BEGIN 

1. Initialize population of N cheetahs 

       Each cheetah 𝑋𝑖 represents a hyperparameter vector 

 

2. Evaluate fitness of each 𝑋𝑖: 
       Train MLP using 𝑋𝑖 
       Compute validation accuracy or F1-score 

       Assign fitness value 

3. Identify best solution 𝑋𝑝 (prey) 

4. FOR𝑡 =  1 𝑡𝑜 𝑇 𝑫𝑶 

FOR each cheetah Xi DO 

            IF exploration phase THEN 

                 Update position using: 

𝑋𝑖(𝑡 + 1) = 𝑋𝑖(𝑡)  +  𝑟 ∗  𝛼 

ELSE IF sit-and-wait phase THEN 

𝑋𝑖(𝑡 + 1) = 𝑋𝑖(𝑡) 

ELSE IF attacking phase THEN 

𝑋𝑖(𝑡 + 1) = 𝑋𝑝 +  𝑟 ∗  𝛽 

ELSE IF retreat phase THEN 

𝑋𝑖(𝑡 + 1) = 𝑋𝑝 

END IF 

            Enforce boundary constraints 

            Evaluate new fitness of 𝑋𝑖 
 

END FOR 

       Update best solution 𝑋𝑝 

   END FOR 

RETURN best hyperparameter set 𝑋𝑝 

END 

 

3.6 Performance Evaluation  

In order to evaluate the effectiveness of the MLP 

models on the malware dataset, this research 

employed viability of the precision, F-measure, 

recall, and accuracy metrics. 

Precision:is a metric that focuses on the positive 

class and assesses how many of the predicted 

positives were actually true. Equation 3.14 depicts 

the mathematical expression for the precision 

metrics. 

 𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

=  
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

(3.16) 

Recall: Recall, also known as sensitivity or true 

positive rate, evaluates how many of the actual 

positives were correctly predicted. It answers the 

question: "Of all the actual positives, how many 

were correctly predicted as positive?" The formula 

is shown in equation 3.15: 

 𝑅𝑒𝑐𝑎𝑙𝑙

=  
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

(3.17) 
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F-measure (or F-score): The F1 score is the 

harmonic mean of precision and recall. It provides a 

balanced evaluation of a classification model, taking 

into account both false positives and false negatives. 

It is particularly useful when dealing with 

imbalanced datasets. Equation 3.16 shows the 

mathematical formular for the F-score. 

 𝐹 − 𝑀𝑒𝑎𝑠𝑢𝑟𝑒
= 2 

×  
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

(3.18) 

Accuracy: is a commonly used metric to evaluate 

the overall performance of a classification model. It 

measures the proportion of correctly classified 

instances (both true positives and true negatives) out 

of the total number of instances as shown in 

equation 3.17: 

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦

=  
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

(3.19) 

 

4.1 Overview of Experimental Performance 

The experimental analysis involved the 

comparison between the base MLP classifier and the 

COA-based optimized MLP to establish any 

enhancement that could be made in terms of 

accuracy, precision, recall, and the F1-score in 

malware classification. The base MLP acted as the 

control mechanism where no adaptive tuning was 

applied to the default hyperparameters during 

training. Conversely, the COA-optimized MLP 

applied a nature-inspired search technique to tune 

key hyperparameters like the learning rate, number 

of hidden layers, and batch sizes. 

 

4.2 Environmental Setup 

The malware detection model 

implementation was executed using the Python 

programming language within the Anaconda 

programming environment using the Windows 

operating system and the Intel Core I5 processor 

along with 4 GB of RAM. The Python modules used 

include the use of Tensor API to design and 

implement deep learning algorithms, NumPy 

modules to perform numerical and vector operations 

across multiple dimensions, Panda's library to read 

the ClaMP malware datasets and internet traffic 

data, as well as seaborn and Matplotlib, which are 

machine learning algorithms to graphically represent 

the implemented model performance. 

4.3 COA Fitness Progression Curve and 

Parameter Setup 

The COA optimization method was 

employed in the tuning of hyper-parameters of the 

MLP classifier used in the Android malware 

detection, and during the optimization, a definite 

convergence characteristic was observed, as 

illustrated in the COA Fitness Progression graph in 

Figure 4.1. It is important to mention that the red 

circles illustrate consistent best fitness values with 

low variations, illustrating the reliability of the COA 

optimization technique. In this case, the initial COA 

optimization involved a search stage in which the 

fitness value stayed unchanged at 0.9828 for the first 

two iterations, depicting wide exploration of the 

hyper-parameter space by the COA. The third 

iteration marked a breakthrough in that the fitness 

value increased abruptly to 0.9862. 

 

Figure 4.1: COA Fitness Progression 

From Iteration 3 up to Iteration 15, the 

fitness value was always stable and converged at 

0.9862. The constant flatness of the fitness graph 

implies that COA was able to perform efficient 

transition from exploration to exploitation by 

continuously improving its candidate solutions 

without sacrificing its performance. Since there is 

no oscillation or divergence from Iteration 3 up to 

Iteration 15, this means that the search process had 

already reached a global optimum or near-optimum 

region of the hyper-parameter space. Such 

phenomenon illustrates COA’s capability to 

converge fast to good search regions while being 

robust. This is an important aspect especially when 

optimizing complex multi-dimensional and non-

linear learning models such as the MLP. The 

consistency of the fitness value proves that the 

selected configuration (1 hidden layer, 32 neurons, 

learning rate 0.1, sigmoid activation, batch size 64) 

is both optimal and robust. 
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Table 4.1: COA Parameter Tuned 

Hyper-Parameter Optimized Value 

Number of Hidden Layers 1 

Neurons per Layer 32 

Learning Rate 0.1 

Activation Function Sigmoid 

Batch Size 64 

Best Fitness (Validation Accuracy) 0.9862 

Additionally, the optimum value of 0.9862 

obtained for the fitness function based on validation 

accuracy directly contributes to better malware 

detection efficiency. This shows that COA 

successfully selected configurations which 

generalize well to minimize overfitting while 

improving the discriminative power of the model 

between good and bad apps.  

4.4 Result Presentation  

Table 4.1 and Figure 4.2 compare the baseline MLP 

classifier with the COA-optimized MLP (MLP-

COA) using precision, recall, F1 score, and overall 

accuracy for both benign and malicious samples. 

Table 4.2: Models Result Presentation 

Model Precision Recall F1-Score Accuracy 

(B) (M) (B) (M) (B) (M) 

MLP 0.97 0.98 0.98 0.97 0.98 0.97 0.9752 

MLP-COA 0.98 0.98 0.98 0.98 0.98 0.98 0.9807 

 

Performance-wise, the base MLP 

performed remarkably well with precision scores of 

0.97 and 0.98, recall scores of 0.98 and 0.97, and 

F1-scores of 0.98 and 0.97 in identifying benign and 

malicious apps, respectively. In addition, the model 

demonstrated a high level of accuracy by achieving 

an overall accuracy score of 97.52%. With COA 

optimization, the performance increased in terms of 

all evaluation metrics used. The MLP-COA model 

had a precision score of 0.98, recall score of 0.98, 

and F1-score of 0.98 for benign and malicious apps, 

indicating a more balanced and reliable 

classification model with minimal misclassification. 

Overall accuracy rose from 97.52% to 98.07%, 

indicating COA's ability to improve the predictive 

power and reliability of the classification model. 

Even though this improvement is marginal 

quantitatively, this will be highly valuable in 

practice as more correctly classified apps would 

result from this increase. 

 

Figure 4.2: Result Comparison Chart 

 

Uniformity in values across classes in the 

COA-optimized model therefore reflects that COA 

does not only improve performance on specific 

metrics, but enhances the global robustness and 

generalization ability of the MLP. The symmetry in 

the classes shows that COA drove the MLP towards 
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an optimal set of hyper-parameters for the learning 

rate, number of neurons, batch size, activation 

functions which allowed it to learn more 

discriminative yet stable representations of malware 

behavioral patterns for Android. Such results are 

further supported by the removal of minor 

asymmetries in the baseline MLP, which 

characterizes an improved balancing of the model, 

reducing risks of class bias due to the possible 

dominance of malware samples or for any 

differences in their inherent complexity with respect 

to benign apps. 

4.4.2 Parameter Reduction  

To further understand the efficiency gained 

through optimization, this study examines the 

number of trainable parameters used in both the 

baseline MLP model and the COA-optimized MLP 

model. As illustrated in Figure 4.3, the baseline 

MLP architecture comprises 3,297 trainable 

parameters, derived from its dense layers and 

associated weight matrices. This parameter size 

reflects a moderately compact neural network 

suitable for lightweight deployment. 

 

 

Figure 4.3: Baseline MLP Parameter  

On the other hand, there is a considerable 

drop in the number of parameters in the optimized 

MLP-COA architecture while maintaining the 

ability of the model to perform efficiently. Figure 

4.4 below illustrates that the optimized model 

requires only 2,241 parameters for training, 

indicating a considerable reduction in the model 

complexity. This was accomplished without adding 

more layers or affecting prediction accuracy; rather, 

the optimization process identified and removed 

unnecessary parameters. 

 

 
Figure 4.4: Baseline MLP-COA Parameter  

This decrease of more than 30% in the 

total number of parameters shows how efficient the 

COA optimization technique is. By decreasing the 

number of parameters, the optimized model 

becomes more computationally efficient and easier 

to deploy in cybersecurity scenarios that are time- 

or resource-based. Despite this decrease in 
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parameters, the MLP-COA model performs better 

in terms of the evaluation criteria, indicating the 

benefits of parameter optimization. 

4.5 Comparison with Related Works  

Table 4.3 presents a comparative analysis between 

the proposed approach and existing studies in 

malware detection using deep learning techniques.  

Table 4.3: State of the Art Comparison 

Authors Dataset Used Algorithm Used  Best Algorithm  Accuracy 

(%)  

Hossain et al., 

(2021) 

Virusshare and 

portableapps 

malware dataset 

LSTM, GRU, and CNN CNN 83 

Naway& Nguyen, 

(2022), 

Clamp Dataset CNN and LSTM CNN 95% 

Xing et al.,  (2022) VirusShare and 

Google Play Store 

AE AE 96 

Current Study  Clamp Dataset MLP-COA, MLP MLP-COA 0.9807 

 

 

Figure 4.5: State of the Art Comparison   

 

As observed in earlier studies, deep 

learning architectures have been effective in 

detecting malicious code in Android. Hossain et al. 

found CNN to be more accurate than LSTM and 

GRU, yielding 83% accuracy on VirusShare and 

PortableApps dataset. Likewise, Naway and Nguyen 

found a 95% accuracy rate using CNN on CLAMP 

dataset while Xing et al. recorded a 96% accuracy 

level using Autoencoders on VirusShare and Google 

Play Store datasets. Conversely, MLP-COA attained 

an accuracy rate of 98.07% on CLAMP dataset, 

surpassing all cited works. The better accuracy 

could be associated with COA hyperparameter 

optimization, which ensures faster convergence and 

minimizes local minima occurrences. In summary, 

CNN and AE architectures have proven effective; 

however, the optimized MLP-COA yielded better 

results in terms of accuracy. 

 

V. Conclusion 

In this research, a novel method called 

Cheetah Optimization Algorithm-optimized MLP 

(MLP-COA) for detecting malware on Android 

phones has been investigated based on the CLAMP 

dataset. Firstly, the MLP-COA model included data 

pre-processing steps such as Label Encoding, 
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Normalization with Standard-Scaler and finally, 

balancing the classes via Synthetic Minority Over-

sampling Technique (SMOTE). Furthermore, the 

Cheetah Optimization Algorithm was applied to 

optimize the MLP parameters. As seen from the 

experimental results, the optimized MLP-COA 

model has achieved accuracy of 98.07%. Comparing 

to the MLP accuracy of 97.52%, it is obvious that 

COA increased the accuracy by 0.55%. Also, COA 

made the model more complex-efficacious in terms 

of balancing precision and recall and achieving 

higher F1 score. Moreover, COA managed to reduce 

the number of parameters required for model 

training to be performed from 3,297 to 2,241, which 

is equal to 32% less parameters without a decrease 

in accuracy. Thus, the paper concludes that the 

combination of COA and MLP proves to be an 

efficient and reliable approach for the identification 

of malware on the Android platform. The 

contribution of the suggested model in the field can 

be regarded as a step towards the creation of smart 

malware detection systems. 

Reference 
[1]. Ahvanooey, M. T., Li, Q., Rabbani, M., & 

Rajput, A. R. (2020). A survey on 

smartphones security: software 

vulnerabilities, malware, and attacks. 

International Journal of Advanced Computer 

Science and Applications, 8(10), 2017. 

[2]. Akbari, M. A., Zare, M., Azizipanah-

Abarghooee, R., Mirjalili, S., &Deriche, M. 

(2022). The cheetah optimizer: A nature-

inspired metaheuristic algorithm for large-

scale optimization problems. Scientific 

reports, 12(1), 10953. 

[3]. Ali, Y. A., Awwad, E. M., Al-Razgan, M., & 

Maarouf, A. (2023). Hyperparameter search 

for machine learning algorithms for 

optimizing the computational complexity. 

Procedia, 11(2), 349. 

[4]. Alzubaidi, L., Zhang, J., Humaidi, A. J., Al-

Dujaili, A., Duan, Y., Al-Shamma, O., 

Santamaría, J., Fadhel, M. A., Al-Amidie, M., 

& Farhan, L. (2021). Review of Deep 

Learning: Concepts, CNN Architectures, 

Challenges, Applications, Future Directions. 

Journal of Big Data, 8, 53. 

https://doi.org/10.1186/s40537-021-00444-8 

[5]. Arp, D., Spreitzenbarth, M., Hubner, M., 

Gascon, H., Rieck, K., & Siemens, C. E. R. 

T. (2014). Drebin: Effective and explainable 

detection of Android malware in your pocket. 

In Proceedings of the 2014 Network and 

Distributed System Security Symposium 

(NDSS 2014) 14, (1), 23–26. Internet 

Society. 

https://doi.org/10.14722/ndss.2014.23247  

[6]. Beştaş, M. Ş., & Dinler, Ö. B. (2025). 

Comparative analysis of malicious android-

based software detection with trending 

metaheuristic algorithms. 

PamukkaleÜniversitesiMühendislikBilimleri 

Dergisi, 31(1), 98-115. 

[7]. Hossain, H., Kayum, S. I., Paul, A., Rohan, 

A. A., Tasnim, N., & Hossain, M. I. (2021). 

Malware Detection Using Neural Networks. 

IEEE, 1-6. 

[8]. Hu, Y., Wang, Z., Li, T., & Xie, W. (2020). 

Deep Learning-Based Android Malware 

Detection Using Hybrid Feature Fusion. Soft 

Computing, 24, 11097–11110. 

[9]. Kumar, A. (2020). ClaMP (Classification of 

Malware with PE headers) (Version 1) [Data 

set]. Mendeley Data. 

https://doi.org/10.17632/xvyv59vwvz.1 

[10]. Meenakshi, P. G., & Shrivastava, P. (2021). 

Machine learning for mobile malware 

analysis. Cyber Crime and Forensic 

Computing: Modern Principles, Practices, 

and Algorithms, 11, 151. 

[11]. Mehra, A., Rajput, S., & Paul, J. (2022). 

Determinants of adoption of latest version 

smartphones: Theory and evidence. 

Technological Forecasting and Social 

Change, 175, 121410. 

[12]. Mirjalili, S., Saremi, S., Savalani, M. M., 

&Mirjalili, S. M. (2019). Metaheuristic 

Algorithms for Feature Selection and 

Optimization: A Review. Applied Soft 

Computing, 81, 105665. 

[13]. Naway, M., & Nguyen, D. M. (2022). Hybrid 

CNN-LSTM Deep Learning Model for 

Android Malware Detection. IEEE Access, 

10, 103456–103468. 

https://doi.org/10.1109/ACCESS.2022.32145

67 

[14]. Niveditha, S., Rr, P., Sathya, K., Shreyanth, 

S., Subramani, N., Deivasigamani, B., & 

Karthikeyan, S. (2024). Predicting malware 

classification and family using machine 

learning: a Cuckoo environment approach 

with automated feature selection. Procedia 

Computer Science, 235, 2434-2451. 

[15]. Pradhan, D., Nayak, J., Naik, B., Behera, H. 

S., & Panda, G. (2023). Cheetah 

Optimization Algorithm for Feature Selection 

in Medical Diagnosis. Applied Intelligence, 

53, 1215–1232. 

[16]. Sahay, S. K., & Sharma, A. (2019). A survey 

on the detection of android malicious apps. 

Springer Singapore, 437-446.  



 

 

International Journal of Advances in Engineering and Management (IJAEM) 

Volume 8, Issue 8 August. 2026, pp: 208-220   www.ijaem.net   ISSN: 2395-5252 

                                      

 

 

 

DOI: 10.5281/zenodo.22075386     | Impact Factor value 6.18 | ISO 9001: 2008 Certified Journal          Page 220 

[17]. Singh, J., & Singh, J. (2021). Malware 

classification using multi-layer perceptron 

model. In International Conference on 

Innovative Computing and Communications: 

Proceedings of ICICC  

[18]. Varma, R. K., Latha, P., Jhansi, K. S., & 

Reddy Mallidi, S. K. (2021). Bat optimization 

algorithm for wrapper-based feature selection 

and performance improvement of Android 

malware detection. IET Networks, 10(4), 

163–176. https://doi.org/10.1049/ntw2.12022 

[19]. Xing, X., Jin, X., Elahi, H., Jiang, H., & 

Wang, G. (2022). A malware detection 

approach using autoencoder in deep learning. 

IEEE Access, 10, 25696-25706. 

 

https://doi.org/10.1049/ntw2.12022


   Position  i  ( t ) =  Position  i  ( t − 1 ) +  Velocity  i  ( t )


   Position  i  ( t )


  i


  t ,


   Velocity  i  ( t )


   Velocity  i  ( t ) = c ∗ ( PreyPosition − Current   Position


  c


  y =  {    0 ,  Benign   1 ,  Malware


    z  i =     x  i − 𝜇  𝜎


    x  i


  𝜇


  𝜎


    x  n e w =   x  i + 𝜆 (   x  n n −   x  i )


    x  i


    x  n n


  𝜆 ∈ [ 0 , 1 ]


    z  ( l ) =   W  ( l ) x +     b  ( l )


    a  ( l ) =   f ( z  ( l ) )


  x =  [   x 1 ,   x 2 ,   … ,   x  d ]


    W  ( l )


  l


    b  ( l )


  l ,   z  ( l )


  l ,   a  ( l )


  l .


  f


    z  ( l ) =   W  ( l )   a  ( l − 1 ) +     b  ( l )


    y ⃖ =   𝜎 (   W  ( l )   a  ( l − 1 ) +     b  ( l )


    y ⃖


  𝜎 =  1  1 +   e  − z


  L = − [ y l o g  (   y ⃖ ) +  ( 1 − y ) log ⁡ ( 1 −   y ⃖ ) ]


  y  


    y ⃖


    W  ( l ) ←   W  ( l ) − 𝜂   𝛿 L  𝛿   W  ( l )


  𝜂


  i  


  j  


  t + 1  


    X  i j  t + 1 =     X  i j  t +       r → ,    i j  − 1 .  α  i j  t


      r →  i j 


   α  i j  t


  α = 0 . 001 ∗     t  T x m a x s t e p s i z e


  α = 0 . 001 ∗     t  T  ( c c p − r c p )


  c c p


  r c p


    X  i j  t + 1 =     X  i j  t


    X  i j  t + 1 =     X  p j  t +       r →  i j .  β  i j  t


    X  i j  t + 1


      r →  i j is   a   𝐭 𝐮 𝐫 𝐧 𝐢 𝐧 𝐠   𝐟 𝐚 𝐜 𝐭 𝐨 𝐫   defined   by   r → =     r  exp ⁡ ( 0 . 5 r ) s i n 2 𝜋 r


  r ~ ℵ ( 0 , 1 )


   β  i j  t =     X  k j  t −   X  i j  t


  i


  k


    X  i j  t + 1 =     X  p j  t


  X i  


  X i


  X i


  X p


  t   =   1   t o   T   𝑫 𝑶


  X i ( t + 1 )


  X i ( t )   +   r   ∗   𝛼


  X i ( t + 1 )  


  X i ( t )


  X i ( t + 1 )


  X p   +   r   ∗   𝛽


  X i ( t + 1 )


  X p


  X i


  X p


  X p


  p r e c i s i o n =     T P  T P + F P


  R e c a l l =     T P  T P + F N


  F − M e a s u r e = 2   ×     P r e c i s i o n   × R e c a l l  P r e c i s i o n + R e c a l l


  A c c u r a c y =     T P + T N  T P + T N + F P + F N

