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ABSTRACT  

This paper aims at discussing and analyzing ways 

in which artificial intelligence revolutionizes the 

approach to cybersecurity by focusing on data. This 

work indicates the incorporating of AI in 

cybersecurity strategies not only improves security 

but also minimizes expenditures and errors, all 

needed in modern-world cybersecurity. The 

expansion of various fields and industries, along 

with the integration of numerous smart devices that 

are connected to the internet, has resulted in a 

highly secured threat level. Cybersecurity is mainly 

about identifying threats and responding to them, 

but that is not possible today with traditional 

methods. Modern threats and their constant 

evolution are partially beyond the capacity of 

traditional security instruments to protect an 

organization or company  

Combining anomaly detection and machine 

learning (ML) techniques enables the system to 

adapt to changing security threats. The first phases 

involve gathering and analyzing data from 

numerous cloud sources to improve the system's 

capacity to spot problems. Supervised learning with 

Random Forest classifies known hazards, while 

unsupervised learning with Isolation Forest detects 

new abnormalities. Real-time monitoring and 

response considerably improve the system's threat 

detection rates (95%), anomaly detection (93%), 

and other performance indicators. The proposed 

system surpasses the existing system by 95% 

accuracy, 93% precision, and 96% recall. These 

findings demonstrate how effectively the 

framework enables cloud safety and its capacity to 

enhance overall digital safety and proactively 

prevent assaults.  

 

I. INTRODUCTION 
Cybersecurity draws its roots from the 

past few decades due to an increase in complexity 

and frequency of cyber threats in modern society. 

The patterns of protecting systems and networks 

are mainly constrictive of measures on how best to 

counter threats once they are detected. The methods 

using firewalls, anti-virus programs, and intrusion 

detection systems worked on the principle of 

pattern matching with the existing known attack 

patterns. Though these approaches offered a 

somewhat elementary level of security, they are 

ineffective in identifying novel or emergent risks. 

These approaches gradually lost efficiency as 

cybercriminals increased their levels of work, 

meaning that companies became more vulnerable 

(Brown & Patel, 2022). One phenomenon that 

revolutionized the concept of cybersecurity is the 

introduction of artificial intelligence. Machine 

learning and deep learning are kinds of artificial 

intelligence approaches that have the potential to 

analyze a huge amount of data, recognize 

interesting patterns, and detect possible threats 

more efficiently than manually. Through machine 

learning algorithms, one can train a system to 

analyze large quantities of data in the same way the 

human brain does and be able to perceive potential 

IT security threats such as a cyberattack. This 

makes it easier for the cybersecurity systems to 

identify new threats that are not there and handle 

new methods easier than rule-based systems, as 

suggested by Johnson & Smith (2023). This is 

perhaps one of the biggest strengths of AI in the 

field of cybersecurity because it means one can 

move from a reactive approach to the problem. In 

conventional security models, dealing with threats 

requires a reaction that might take time, hence no 

ability to prevent the impact yet. The autonomous 

systems have the abilities of foreseeing such 

attacks and even countering them, as the system is 

constantly analyzing the traffic produced and the 

behavioral patterns. This means that threats are 

detected way before they manifest themselves, and 

in the process of containing the threats, the impact 

is greatly reduced on the organization. Artificial 

intelligence can filter the compromised systems or 

prevent such activities and give a prompt to the 
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threats (Miller & Wright, 2021). Artificial 

intelligence seeks to analyze and make decisions 

based on large volumes of data in the field of 

cybersecurity, and the quality of the data is central 

to it. Big data is useful in training the AI models. It 

contains the information that is required in pattern 

and anomaly detection. AI systems are capable of 

amassing large amounts of data from various 

sources; hence, they have an added advantage in 

scoring a more general understanding of threats. 

The capability to indeed analyze large data sets and 

process this data in real-time makes AI-empowered 

cybersecurity systems adaptive to new threats and 

enhances their detection methods iteratively. The 

information of citizens has to be collected and 

used, which is a violation of their privacy rights 

(Zhang & Liu, 2022). Artificial intelligence can 

bring many advantages to cybersecurity; it can also 

produce new issues. One of them is adversarial 

attacks, the case when malicious individuals or 

groups change the data that the AI models learn 

from with the specific intent to deceive the AI. 

Artificial intelligence has some issues that provide 

discussion in the field of ethical standards. The use 

of artificial intelligence in decision-making for 

privacy or surveillance. This involves enhancing 

the stability of the AI algorithms to enhance their 

function, erecting proper measures for the ethical 

practice of artificial intelligence, and proper 

guarding measures against such adversarial attacks. 

That is why prospects of advancing artificial 

intelligence to the field of cybersecurity may have a 

significant influence on the protection of digital 

assets in the future (Williams & Dawson, 2023). 

The advancement of global industries to the digital 

platform has highly contributed to the generation 

and storage of large amounts of data, which has 

raised some concerns about the security of data 

among organizations. As the digital structures 

unfold, so does the sort and severity of threats, 

inclusive of cyber theft and cyber-blackmail, 

advanced cyber-spying by subordinates, and state-

sponsored hackers. Conventional concepts of 

security have endeavored to eliminate the use of 

signatures, where threats are detected with 

similarity we have recorded in the past. These 

traditional methods are ineffective in identifying 

emerging or dynamic threats; hence, systems 

remain exposed to exploitation (Brown & Patel, 

2022). The concept of integrating artificial 

intelligence into cybersecurity measures has 

become a viable solution. With the help of machine 

learning and deep learning, artificial intelligence 

has the function of real-time data analysis and 

detection of weak signs of emerging threats. 

Traditional cybersecurity solutions employ a set of 

fixed rules and processes that get applied in the 

course of a process, while AI-based systems use 

data and develop capabilities based on that 

learning. This change from reactive to proactive is 

a revolution in this approach to threat detection and 

helps organizations to be more secure in their 

virtual assets given the increasingly hostile nature 

of cyberspace (Johnson & Smith, 2023). The 

uptake of AI in cybersecurity solves the scalability 

question as well. With the constant increase of data 

being generated in digital form, there is increasing 

pressure on detecting and securing these assets. 

Artificial intelligence inspires solutions that are 

capable of analyzing big data sets in a shorter 

timeframe as compared to security analysts and 

conventional IT security systems. This scalability is 

critical in today’s organizations, as they have to 

safeguard extensive and complicated networks 

against various attacks. AI is capable of performing 

a set of routine cybersecurity operations, including 

the detection and response to threats on network 

traffic, so that cybersecurity specialists can free up 

their time by eliminating repetitive routine. There 

is still some discomfort in thinking about AI in 

cybersecurity. One major issue that can be seen as a 

threat is the reliability of the data used to train AI 

and ML algorithms. It expounds the increasing 

chances of adversarial attacks, which is a process 

by which AI is fed with wrong data with the aim of 

having the system make a particular decision. The 

resolution of these threats is only possible through 

continuous research and development of the AI 

algorithms, which makes them incorporate and then 

sort out the most efficient way of defending an 

organization’s cyberspace than just an AI 

(Williams & Dawson, 2023). The use of artificial 

intelligence in the field of cybersecurity is an 

important shift in organizations’ protection against 

cyber criminals. The use of AI in the aspects of big 

data processing and analyzing the likely risks that 

may occur, organizational security can improve on 

their defenses, reaction rates, and even tame the 

effects of cyber threats. The authors noted that as 

information threats and risks develop further, AI is 

projected to play a critical part in cybersecurity, 

which, as the field is characterized by rapid 

advancements, needs further development and 

innovation. Refocused to the analysis of Zinul et al. 

(2024), the authors provide information about the 

use of V2O5 as HTL as well as its effect on the 

efficiency of the Sb2Se3-based solar cells. This 

paper demonstrates that V2O5 is capable of 

integrating with the energy level of Sb2Se3, hence 

promoting whole transport while also minimizing 
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recombination losses at the back interface. It leads 

to improved VOC, JSC, and PCE values, showing 

that V2O5 could be used as a promising component 

for highperformance photovoltaic interface designs. 

According to Hajjiah&Gorji (2024), to maximize 

the efficiency of Sb2Se3-based solar cells, it is 

imperative to control the device structure at every 

layer. The study also employs SCAPS-1D 

simulations to optimize each layer of the 

photocathode: Al/FTO/SnS2/Sb2Se3/V2O5/Ni, 

each of which serves a unique purpose in charge 

carrier dynamics. It is equally clear from the results 

of this work that considerable effort has to be paid 

to the design and optimization of such layers. The 

SCAPS-1D simulation tool, which Park et al. 

(2024), among other scholars, have used as the 

main tool for analyzing the performance of 

photovoltaic devices, is quite vital. In this work, the 

prerequisite knowledge is given through SCAPS-

1D, by which the electrical performance of the 

Sb2Se3-based solar cells is simulated, where 

several effective parameters, including layer 

thickness, defect density, and carrier concentration, 

are considered. Justifying the use of the tool, the 

author notes that it is most useful in the tuning of a 

device when real-world conditions are closely 

approximated. In their recent work, Singh et al. 

(2023) discuss the effect of absorber layer 

thickness on Sb2Se3based solar cell efficiency. 

Here, they demonstrate that an absorber thickness 

of about 800 nm is optimal in terms of both light 

absorption and the avoidance of recombination 

losses. Thinner layers may receive inadequate light, 

while thicker layers may result in increased 

recombination losses, thereby making it an 

optimum parameter for device performance 

enhancement. In this regard, Duan et al. (2022) 

make use of Sb2Se3 as an absorber material since it 

has a bandgap of about 1. 2 eV and high absorption 

coefficient and thus could find its application in the 

sol (Hassan Nawaz, 2024) are cell devices. High 

nontoxicity and availability of constituent elements 

make Sb2Se3 suitable to replace toxic and scarce 

materials used in photovoltaic devices in favor of 

global sustainable development. This is due to the 

fact that the material’s properties allow energy-

conversion efficiency at levels that place it at the 

heart of the photovoltaic technologies of the future. 

The perception of risk associated with drugs during 

pregnancy indicated the sources of information 

sought most commonly were the doctors, printed 

information leaflets, and pharmacists. To the 

investigators’ knowledge, there is limited empirical 

work that examines the role of pharmacists for 

providing teratology information to pregnant 

women and healthcare practitioners (Nayem Uddin 

Prince, 2024). The protection of information must 

be realized that it has to be applied in every aspect 

of any project or program in the collection, 

analysis, and use of data, starting or during the 

conceptualization of any program. Many studies 

already underscoring this criticality were already 

mentioned (Nayem Uddin Prince, 2024). It was 

established that the proper usage of antipsychotics 

indicated by their rational prescription is necessary 

to manage schizophrenia in the long run. Data 

shows that the relapse rate among first-episode 

patients is as high as 80 percent within five years 

after developing resistance to treatment, so many 

others have to go back to receiving treatment in the 

following years (Nayem Uddin, 2024). AI-Powered 

Data-Driven Cybersecurity… Nayem Uddin Prince 

et al. 336 Nanotechnology Perceptions Vol. 20 No. 

S10 (2024) Schizophrenia is among the top ten 

illnesses causing the disease burden worldwide, 

according to the WHO, with a prevalence of 

twenty-six million, and of this, sixty percent of the 

patients suffer moderate to severe disabilities. 

(Uddin Prince, 2024). Pharmacists have a vital role 

in dealing with the issue of drugs for pregnant 

women (Nayem Uddin Prince, 2024). In this digital 

world, they use a number of techniques to lure their 

prey, and the most common but everevolving and 

dangerous are the phishing attacks. There are 

different views on what phish is because its nature 

and manifestation constantly change due to context, 

and experts have given numerous definitions based 

on current and past research of Nayem Uddin 

Prince (2024). Cybercrime is a threat to the world 

economy, every country's security, social order, 

and interests (Nayem Uddin Prince, 2024). 

According to the 2020 Official Annual Cybercrime 

Report, the global cybercrime rate has been 

identified as one of the most engaging activities 

that humanity will face in the next two decades by 

Nayem Uddin Prince (2024). The inconsistencies in 

prescriptive practices and in employing non-

potentially useful drugs make a positive change 

concerning misuse, overuse, and underuse of drugs 

that are helpful in reducing the disease 

consequences and the costs involved in disease 

impacts, higher in the patients. Below is the 

summary of the portfolio, including the work of the 

candidate (Nayem Uddin Prince, 2024). The 

banking sector is at one of the critical moments in 

its development as the experience in the field of 

digitalization is gradually deepening. quickly 

today. There is an urgent need for banks to 

transform to new generation methods of operation. 

Offer smooth, effective, and secure financial 
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services since they are facing two difficulties at 

once: they are able to meet the growing needs of 

their customers, as well as ensure well 

implemented securities for data (Hassan Nawaz, 

2024). The cloud solutions that it offers are quite 

unique and can be considered revolutionary in the 

near future. Revolutionarily changing the entire 

banking sector, Huawei Pakistan has stepped to a 

front-runner in this rapidly changing market. 

Today’s banking industry is characterized by a 

dependence on it, and at the same time, traditional 

physical banks are increasingly becoming 

outcompeted. Embracing the digital sphere. 

(Hassan Nawaz, 2024). Personalized and live, 

customized financial services for the clients as well 

as the sustenance of pillars data security. It is 

higher than ever in Pakistan, as the requirement for 

new ideas is normally higher than the need for 

routines. The banking industry is expanding and is 

experiencing greater competition year after year 

(Hassan Nawaz, 2024). Huawei Pakistan, which is 

a Huawei-affiliated multinational technology 

company. Has greatly contributed to this process 

by offering the most advanced cloud solutions 

meeting the client’s needs to fulfill the specific 

needs that are characteristic for the banking 

industry. Huawei Pakistan is at the forefront of 

assisting the banks to deal with the challenges and 

respond to the opportunities that the technological 

advancement brings. Challenges brought about by 

digitization areas due to its existence, Cloud Base 

will tackle till computing, artificial intelligence, 

and telecom sector with (%) as 42 for computing, 

31 for artificial intelligence, and 27 for computing 

(Hassan Nawaz, 2024).   

 

Overview of Legacy IT Systems:   
Disadvantages and Negative Aspects 

Related to an Outdated IT Environment Old 

hardware and pre-installed software is still present 

in proprietary IT systems, which are characterized 

by a high degree of tool commoditization. applied 

in organizations, and they bring with them a 

number of issues and concerns. Indeed, such 

systems, most of the time, are said not to possess 

the capabilities required to counter present-day 

security threats, hence making their networks more 

vulnerable to cyber threats (Hassan Nawaz, 2024). 

This leads to service incompatibilities, in which 

companies thus find themselves adopting and 

owning many systems, which only serves to 

increase the cost of. They also increase the skill 

required for proper maintenance and, at the same 

time, reduce efficiency (Hassan Nawaz, 2024). 

Further, the conventional systems are likely to have 

relatively higher failure rates, and they result in 

technological flaws that interfere with 

organizational operations and revenue (Hassan 

Nawaz, 2024).   

 

Problem Statement:  
The introduction of AI in cybersecurity 

presents several solutions to these challenges, given 

that the threats are detected and addressed more 

actively and efficiently. There are certain 

challenges and problems associated with the 

reinforcement of cybersecurity through the use of 

artificial intelligence. Traditional approaches to 

security, which mostly incorporate rulebased and 

signature-based approaches, are ill-equipped to 

handle the continuously evolving threat landscape. 

This inadequacy has contributed to an increase in 

successful breaches with severe losses in billions of 

dollars, harm to reputation, and leakage of sensitive 

information. The increased amount of data 

available in today’s digital world is another big 

problem for cybersecurity personnel, who have to 

be constantly vigilant and protect massive 

networks. These are involved in aspects such as 

accuracy of data used to train the AI models, 

security of the AI systems from adversarial 

tampering, and dealing with the ethical issues of 

privacy and AI decision-making authority. The 

purpose of this research is to determine whether the 

use of AI in protecting systems enhances threat 

detection and prevention. It looks at the limitations 

of incorporating artificial intelligence into practices 

in cybersecurity and possible ways of overcoming 

the problems. The Dual-Edged Sword of AI and 

ML in Cybersecurity Leveraging AI for Enhanced 

Threat Detection and Response. Artificial 

intelligence and machine learning have greatly 

impacted the cybersecurity field, adding more 

threat detection and mitigation. It allows 

organizations to process large amounts of data in 

real time and describe risks more effectively than 

conventional methods. Still, the same features 

ensure added security, while cyber attackers 

leverage artificial intelligence and machine 

learning in formulating better and more advanced 

tactics (Bhatia & Sharma, 2021; Zuech et al., 

2019). For example, adversarial machine learning 

can manipulate AI systems to produce wrong threat 

evaluations and, in effect, open security structures 

to exploit (Chio& Freeman, 2018). Even though 

artificial intelligence and machine learning bring 

about compelling opportunities for monitoring 

cyber threats’, they equally present novel risks that 

cybersecurity professionals have to learn to solve 

constantly (Sarker et al., 2021).  
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Research Objectives:   

• Evaluate the current capabilities of AI 

technologies in cybersecurity, focusing on 

their ability to detect and respond to threats in 

real time.   

• Identify and analyze various data sources (e.g., 

network traffic, user behavior, threat 

intelligence feeds) that can be leveraged to 

enhance AI-driven cybersecurity strategies.  • 

Investigate different AI algorithms (e.g., 

machine learning, deep learning) and their 

effectiveness in identifying vulnerabilities, 

detecting anomalies, and predicting potential 

threats.   

• Examine how AI can improve automated 

response mechanisms, reducing the time 

between threat detection and response to 

mitigate potential damage. 

• Study methods for integrating AI-driven 

strategies into existing cybersecurity 

frameworks and systems to enhance overall 

security posture.   

• Identify challenges and limitations associated 

with implementing AI in cybersecurity, 

including data privacy concerns, false 

positives, and the need for human oversight.   

• Establish metrics to measure the effectiveness 

and efficiency of AI-driven cybersecurity 

strategies in enhancing threat detection and 

response.   

• Analyze case studies that demonstrate 

successful implementations of AI in 

cybersecurity and identify best practices for 

organizations looking to adopt these strategies.   

• Explore future trends in AI and cybersecurity, 

including emerging technologies, evolving 

threat landscapes, and the potential impact of 

regulatory changes.   

• Provide actionable recommendations for 

organizations on how to effectively leverage 

AI for data-driven cybersecurity strategies, 

focusing on practical implementation and 

continuous improvement.  

 

II. LITERATURE REVIEW 
The cybersecurity domain has changed 

quite dramatically as to the volume and specifics of 

threats. In the Internet Security Threat Report by 

Symantec published in 2019, organizations are 

reported to undergo increased ransomware and, at 

the same time, phishing attacks, thus calling for 

more developed and flexible cybersecurity 

measures. The threats change constantly, and the 

methods used for countering threats change as well. 

There is an increasing use of artificial intelligence 

for threat detection and response. Machine learning 

and deep learning are becoming popular in the 

cybersecurity domain and are labeled as game-

changers. These technologies allow systems to 

gather large amounts of data in real-time, which 

makes it easier for the systems to detect signs that 

indicate that the security has been compromised. It 

is important to indicate that Kahn and Steinberg 

(2021) note that through machine learning 

algorithms, it is possible to train several ML 

algorithms using the experience that has been 

accrued in order to identify patterns of behavior 

that are likely indicators of would-be security 

breaches. Aside from improving threat 

identification, this capability also shortens the time 

organizations take to respond to threats, thus 

minimizing their impact on the organization. 

Artificial intelligence technologies can actually 

help to automate a number of tasks. For example, 

when analyzing a flow of traffic in the computer 

network, with the help of AI systems, security 

issues can be addressed with no intervention of 

people on a regular basis, and efficiently occurring 

dangers can be detected and counteracted. of 

processes, which is important given today’s amount 

of data generated daily. According to Dey et al. 

(2020), artificial intelligence can help secure 

operations more efficiently and allow the security 

personnel to pay attention to other, more critical 

issues instead of just observing the trends. For 

example, when analyzing a flow of traffic in the 

computer network, with the help of AI systems, 

security issues can be addressed without the 

intervention of people on a regular basis, and 

emerging dangers can be detected and 

counteracted. This is not only improving 

operational productivity but also helping 

cybersecurity personnel to focus on more important 

and unique tasks rather than spending a lot of their 

time on repetitive restoration work. There are 

various issues and drawbacks to implementing and 

utilizing AI in cybersecurity. Concerning false 

positives, which can be defined as the fact that 

benign activities might be classified as threats, their 

restoration is explained by Shafique et al. (2021). 

This challenge can put pressure on a security team 

with an enormous number of messages and thus 

overlook actual threats since almost everything 

looks like a threat. Moreover, the implementation 

of AI solutions into the curricula is questionable 

because an organization must pay attention to legal 

frameworks while applying AI-dand applications. 

These challenges accentuate the fact that artificial 

intelligence requires the integration of the use of 
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artificial intelligence in company operations while 

at the same time harnessing the capabilities of 

human personnel to monitor and, in some cases, 

correct some of the decisions made by the artificial 

intelligence systems. Artificial intelligence in 

cybersecurity as probable and eventual innovations 

in technology and methodology are possible. Xu et 

al. (2022) have considered future trends in artificial 

intelligence that are expected to define the future of 

cyberspace, including advancements in algorithms 

and the integration of artificial intelligence with 

others, namely blockchain technologies. 

Organizations in such areas will not only 

complement the use of AI in threat detection and 

response but will also spur more ideas for coming 

up with proactive actions in security. Given the 

growing awareness of the need for using AI in 

organizations’ cybersecurity systems, further 

studies are crucial to tackle the existing problems 

and to achieve the full effectiveness of AIbased 

systems.  

 

III. PROPOSED NETWORK THREATS 

DETECTION SYSTEM- AI@NTDS 
An intelligent threats detection system, 

called the AI@NTDS system, is designed to 

investigate network threats and analyze them using 

specific features and algorithms, primarily for SSH 

sessions. This section describes the automatic data 

acquisition process and defines the features. A 

multilabel classification model will also be 

introduced.  

 

A. System Architecture  

The proposed AI@NTDS system 

architecture that is shown in Figure 1 has five parts, 

which perform data collection, data preprocessing, 

feature-based analysis, model training, and model 

output.  

 

 
FIGURE 1. Proposed AI@NTDS system architecture. 

 

The dataset of Cowrie Honeypots was 

obtained from the CyberLab Honeypot-Zenodo. 

The various attack features are identified from 

variations among attacks. Fifty-two features were 

extracted from the Cowrie Honeypot dataset and 

then grouped into message-based, host-based, and 

geographicbased features. The data preprocessing 

part ensures that the labels and contents in the 

samples are correct. The algorithm is used to 

evaluate the importance of various feature 

combinations. To ensure the stability of an AI 

model and prevent overfitting, the model training 

process should not learn too closely with the result 

of the training dataset. The model is validated 

during the training process. The performance of the 

presented model is determined at various times, 

and the results thus obtained are presented in the 

following section.  

 

B. Data Collection  

The Cyberlab Honeypot collected 

attackers’ data from June 2019 to February 2020 

for use in this study. Cowrie Honeypots, with 

approximately 50 nodes mostly at universities and 

companies in the European Union and the United 

States were used. Each file in the dataset is based 

on reports of daily intrusions. Sessions are grouped 

according to the attacker invades and leaves. Each 

group of sessions contains various events and 

explicit intentions. This goal of this work is to 
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reduce the complexity and automatically to collect 

results daily. This system automates the process by 

applying the concept of a crawler. The data 

collection program automatically decompresses 

and converts the extracted JSON file into a CSV 

file. Figure 2 presents the flow chart.  

 

 
FIGURE 2. Flow chart of data collection. 

 

C. Data Processing  

Data processing firstly removes irrelevant 

information from the dataset to ensure data quality. 

The first step in this process is the removal of data 

associated with failed intrusions. Empty fields are 

deleted to save storage space and increase 

computing efficiency. Then, the cleaned data are 

labeled in a manner consistent with Enterprise 

Tactics in MITRE ATT&CK Enterprise Tactics 

comprise 14 groups of Tactics, of which those used 

herein are indicated below.  

Table 1 presents the results obtained using 

the indicated Tactics. Nine tactics in the dataset are 

labeled with ―no intention‖. They include No 

Action, Execution, Persistence, Privilege 

Escalation, Defense, Credential Access, Discovery, 

Command and Control, Impact. These tactics are 

associated with three malicious levels based on 

severity. Level 1 refers to actions that may damage 

the system, such as the execution of malicious files 

that stop the system. It is the most dangerous and 

malicious intention for a system, such as when a 

hacker inputs the command ―kill‖, or ―rm‖, or 

executes some unknown executable binaries. Level 

2 refers to setting file permissions for personal 

accounts. For example, a hacker may input the 

―chmod‖ command or ―chattr‖ command to change 

the file permission. Level 3 refers to the absence of 

action or scouting actions. For example, if a hacker 

inputs a command like ―cat/etc/passwd‖ and 

―lscpu‖ to obtain system information, the command 

will be assigned to level 3.  

 

 
TABLE 1 Enterprise Tactics in MITRE ATT&CK 
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Figure 3 presents the tactics distribution of 

labeled data. Defense Evasion is the most common 

tactics at Level 1. The attacker’s purpose is not to 

leave records of the removal of downloaded 

programs, to destroy files, and to obfuscate the 

system. Malicious programs are commonly used to 

run scripts to set permissions and perform other 

actions that are typical of attackers in Honeypots. 

The most common tactic in Level 2 is Persistence. 

The attacker’s purpose is to escalate privilege to an 

account. When a connection break occurs, an 

attacker maintains access to the system to support 

the malicious operations, or change the system 

configuration. The figure below shows that the 

most common attack following login at Level 3 is 

Discovery because when an attacker accesses the 

system, the first task is always to perform 

reconnaissance. The distribution of the tactics of an 

attacker when he enters a Honeypot can be 

identified from statistical data.  

 

 
FIGURE 3. Data distribution of aggressive behavior. 

 

The data in our work were collected from 

the 4th of June, 2019, to the 29th of February, 

2020. The data were automatically collected using 

a web crawler, which grabbed 153,665,690 

samples. After the invalid samples were removed, 

298,667 valid sample entries remained to undergo 

the following process. The data from 4th June 2019 

to 31th December 2019 formed the training dataset, 

while those from the 1st January 2020 to the 28th 

February 2020 formed the test dataset. Of the 

training data, 15% were allocated to the validation 

dataset that was used to evaluate the model. Table 

2 presents the applications of the split dataset.  

 

 
TABLE 2 Training, Validation and Test Datasets 

 

D. Feature Definition  

This subsection introduces and describes in detail 

52 groups of features.  

These groups were divided into message-

based, host-based, and geography-based types 

groups, as shown in Table 3. The algorithms that 

are used for machine learning focuses on the 

weights of feature data, so feature extraction is 

crucial. In addition, the features proposed by the 

authors are the use of red font marks.  
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TABLE 3 Fifty-Two Features 

 

1) Message-Based Features  

Features of F1 to F4 are observed an 

invalid instruction is generated. Features F5 to F7 

are accountrelated instructions. Features F8 to F13 

are instructions concerning executing files. 

Features F14 and F15 are directives concerning to 

promote permissions. Features F16 and F17 are 

instructions to delete the attack history. Features 

F18 to F27 are information about the attacker 

observing the system. Features F28 to F31 are the 

network-related instructions to download or 

transmit files. Features F32 and F33 are 

instructions that affect the state of the system. 

Features F34 and F35 are used to satisfy the 

requirements of an attack by obfuscation. Features 

F36 and F37 calculate the number of URLs in 

messages and the length of each messages, 

respectively. F38 is the number of characters 

entered per second. This study propose eight 

features. Features F11 to F13 are used to calculate 

the number of keywords perl [file], python [file], 

and /bin/ [file], respectively. The functions of 

Features F35 to F36 were given above. Features 34, 

37 and 38 are described below.  

F34 Count_base64: An attacker will 

always use base64 encoding to obfuscate malicious 

behavior. One of the most common features is that 

attack scripts are encoded and decoded at execution 

time. Therefore, this feature is used to determine 

whether the command Base64 is present in 

messages. Figure 4 indicates the results of 

comparison between Base64 encoding and 

decoding.  

 

 
FIGURE 4. Comparison of base64 encoding and decoding. 

 

F37 (Message_length) and F38 

(Messages/sec): These two features are used to 

calculate the total length of a message. A message 

without any intention is shorter in total than one 

with a particular intention. The essential purpose of 

these kinds of commands is to evade detection or to 

achieve multiple goals. The number of characters 

entered per second is used to determine whether the 

attacker is a robot or script execution.  
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Table 4 presents the details of the message-based features.  

 
TABLE 4 Message-Based Features 2) Host-Based Features 
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Features F39 to F41 are the 

communication protocol of the connection, 

information about the connection, and the version 

of the connection client, respectively. Features F42 

and F43 are related to login information. Features 

F44 to F46 are the duration, average string length 

of the response, and the presence or absence of a 

file during the connection. The authors proposed 

one feature, F45, in the file type.  

F45 Received_Size (AVG): The attacker 

will always query the content through the Linux 

command. For example, the user types ―uname‖ 

returning the string ―Linux‖. The size result is six. 

The act of stealing information is determined by 

the length of the string returned.  

 

Table 5 presents an example of the command calculation. Table 6 presents the details of the hostbased features. 

 
TABLE 5 An Example of Feature F45 

 

 
TABLE 6 Host-Based Features 

 

 

3) Geography-Based Features  

Features F47 to F50 are, city names that 

were analyzed globally. Latitude and longitude are 

used to determine the location of an attack. The 

corresponding geographic location can be used to 

determine whether an abnormal attack has 

occurred. Table 7 presents the details of the 

geographybased features.  

 



 

        
International Journal of Advances in Engineering and Management (IJAEM) 
Volume 7, Issue 02 Feb. 2025,  pp: 873-892  www.ijaem.net  ISSN: 2395-5252 

  

 

 

 

DOI: 10.35629/5252-0702873892          |Impact Factorvalue 6.18| ISO 9001: 2008 Certified Journal     Page 884 

 
TABLE 7 Geography-Based Features 

 

E. Model Training  

The proposed AI@NTDS system is 

designed using the LightGBM algorithm. XGBoost 

and LightGBM are based on the Tree Boosting 

mechanism. The LightGBM algorithm is well-

known for its better training efficiency and lower 

memory usage than the XGBoost algorithm. The 

LightGBM algorithm differs from the traditional 

Gradient Boosting Decision Tree (GBDT) 

algorithm and is optimized using various strategies. 

It has the following four main characteristics; a 

histogram algorithm, Gradient-based One-Side 

Sampling (GOSS), Exclusive Feature Bundling 

(EFB), and Leaf-Wise Tree Growth. The GOSS 

algorithm is described below Algorithm 1.  

 

Algorithm 1 Gradient-Based One-Side Sampling  

Input:  

I : training data, d : iterations Input:  

a : sampling ratio of large gradient data 

Input:  

b : sampling ratio of small gradient data 

Input:  

loss: loss function, L : weak learner  

1 models ← {}, fact ←1−ab  

2 topN ← a × len(I ), randN ← b × len(I )  

3 fori =1 to d do 

4 preds ← models.predict(I )  

5 g ← loss (I ,preds), w ← {1,1,...}  

6 sorted ← GetSortedIndices(abs(g))  

7 topSet ← sorted[1:topN]  

8 randSet ← RandPick(sorted[topN:len(I)], 

randN)  

9 usedSet ← topSet + randSet 

10 w[randSet] ×= fact  

11 newModel ← L(I[usedSet], - g[usedSet], 

w[usedSet])  

12 models.append(newModel)  

 

When the feature data have many 

dimensions, other GBDT algorithms have the 

greatest drawbacks like poor efficiency and 

scalability. In this study, LightGBM is used with 

GOSS algorithms to solve this problem. GOSS 

maintains the random sampling on the small 

gradient and introduces a small gradient constant 

weight. The asymptotic approximation ratio of 

GOSS is O(1nji(d)+1njr(d)+1n√) ,and the 

generalization performance in GOSS is 

ϵGOSSgen(d)=|Vj(d)+V (d)| . For fearure j, Vj(d) 

is the variance gain for a given decision tree 

algorithm.  

A sorting strategy can optimize the 

performance without a graph in many features. 

EFB algorithms reduce the number of dimensions 

consists two algorithms, which are Greedy Bunding 

and Merge Exclusive Features (MEF) algorithms. 

The MEF algorithms can merge multiple features 

in a bundle by adding the offset parameter. The 

EFB algorithm reduces the time complexly of 

original algorithms. It can reduce from 

O(#data×#feature) to O(#data×#bundle) if #bundle

#feature It accelerates the speed without 

reducing the accuracy.  

In LightGBM processing, feature analysis 

is performed based on the parameter settings that 

are shown in Table 8.  
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TABLE 8 The Learning Parameters of LightGBM Algorithm 

 

The concept of GBDT is used to calculate 

the residuals as a generation decision tree. The 

most effective learning rate in this work is 0.1. The 

iterative process revealed that the best number of 

LightGBM estimators was 100. Since LightGBM 

grows leaf by leaf based on the tree model, the 

number of leaves here is set to 31.  

 

IV. PERFORMANCE ANALYSIS 
This section concerns the performances of 

the machine learning (ML) mechanism, feature-

based analysis, and AI@NTDS system analysis. 

Features are analyzed and discussed. The most 

effective detection model algorithm is identified. 

The following section provides experimental proof 

of the result.  

 

A. Analysis of ML Mechanism  

Tables 2, 3, and 8 presents the used 

dataset, features, and learning parameters, 

respectively. The authors evaluate the AI prediction 

model with different multi-classification algorithms 

to assign malicious payloads to three levels.  

 

Table 9 provides various evaluation indexes and the operation time of each machine learning mechanism.  

 
TABLE 9 Performance of Different ML Mechanisms 

 

Many machine learning classification 

algorithms in the security domain use SVM and 

Random Forest. In previous works, a Decision Tree 

and naive Bayes algorithm are used to detect this 

issue .XGBoost and LightGBM are also well-

known classification algorithms. In this work, each 

algorithm with default parameters are compared in 

terms of accuracy, precision, recall, F1-score, and 

computation time metrics.  

Following a comprehensive evaluation, 

the LightGBM was used as the proposed 

AI@NTDS learning model because the values of 

any indicator in this study measured were better 

than average. It required the least computation 

time, making it easier to deploy in various devices 

for real-time detection.  

Naive Bayes and SVM perform poorly. 

Although these two algorithms are widely used, 

they are not suitable for the detection of malicious 

shell commands in this study.  

 

B. Analysis of Feature-Based  

The features of the AI@NTDS system are 

divided into host-based, message-based, and 

geographybased groups. One of the purposes of 

this group is to find the classification model and 

identify the essential features.  

Four case studies were performed, and the 

results of the relevant analysis are provided in 

Table 10. In Case 1, message-based features alone 

resulted in good performance of accuracy and 
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precision. An attacker may attack a target by such 

means as causing confusion, recon, and deletion.  

These actions cause the attacker’s input 

character to be more than a low-level threat. In 

Case 2, only host-based features are used. This 

study contributed significantly to the returned 

strings and SSH-related information. Case 3 

identified the essential features by observing the 

distribution of attackers based on geographical 

features. Latitude and longitude were the critical 

features, but the accuracy of the model using these 

features and other indicators combined with all of 

the features were not as high as in the preceding 

two case studies The results show that risks and 

hazards cannot be assessed using only the features 

that are associated with geographical location. In 

Case 4, all of the features were used, and the best 

values of all indicators were obtained.  

 

 
TABLE 10 Feature Analysis With 4 Studies 

 

Finally, 52 dimensions are used to analyze 

the three types of features to obtain the best model 

of the detecting system, based on the feature 

engineering with gradient boosting machine, as 

shown in Figure 5. The message-based features 

account for about 50% of the ten features; these are 

Message_length (F37) and  . w*(F5) features. 

The host-based features account for 40% of the top 

ten features; these are Received_size (F45) and 

duration (F41) features. A 99.75% precision, 

99.85% recall, and F1-score of 99.80% are 

achieved. Therefore, the evaluation of AI@NTDS 

model is based mainly on host-based and message-

based features. The proposed features are proved to 

be very effective.  

 

 
FIGURE 5 Feature importance analysis. 



 

        
International Journal of Advances in Engineering and Management (IJAEM) 
Volume 7, Issue 02 Feb. 2025,  pp: 873-892  www.ijaem.net  ISSN: 2395-5252 

  

 

 

 

DOI: 10.35629/5252-0702873892          |Impact Factorvalue 6.18| ISO 9001: 2008 Certified Journal     Page 887 

C. Analysis of AI@NTDS System  

The test dataset comprises 23% of the data 

in all experiment datasets. The training set 

comprises data from 2019, and the test set consists 

of data from 2020.  

The AI@NTDS classifier predicts the 

classification of each threat in the test dataset, 

yielding the results in Table 11. From the confusion 

matrix, the total misclassification ratio of the 

classifier for threat level 1 is 0.17%; that for threat 

level 2 is 0.37%, and that for threat level 3 is 

0.86%. The F1-score reaches 99.80%, indicating 

that the AI@NTDS effectively detected samples of 

various threats. The AUC (Area Under the Curve) 

reaches 98.53%; the precision rate can reaches 

99.75%, and the recall rate reaches 99.85%. 

Therefore, the detection model that is trained using 

the LightGBM algorithm can detect malicious 

sample changes in various periods of attack and has 

excellent efficiency and performance.  

 

 
TABLE 11 Performance of AI@NTDS System 

 

D. Comparison With Other Studies  

Table 12 compares the performance of the 

proposed AI@NTDS classifier with those of 

related methods and algorithms in previous studies. 

Since previous studies have not provided detailed 

parameter settings and features of each mechanism, 

the parameter settings of Random Forest and K-NN 

were those used in their closest methods when they 

were originally developed. These mechanisms were 

compared using the same dataset. The accuracy of 

the AI@NTDS model is 4% higher than those 

Random Forest and K-NN, and the F1-score is 1% 

better. Therefore, the AI@NTDS classifier with the 

LightGBM algorithm is the most effective in 

classifying threat levels and identifying the 

attacker’s intent. The difficulties of implementation 

and the number of data dimensions must be 

addressed are also compared. Although the model 

herein yielded better results than both of the other, 

it requires more features to be extracted from the 

dataset. Therefore, the proposed mechanism 

requires more time to spend in preprocessing data. 

All of the experiment datasets used in Table 12 use 

the Zenodo dataset, based on the Cowrie 

Honeypots. The proposed AI@NTDS in this study 

can be applied to any real-world scenario involves 

IoT devices and Linux server shell command 

analysis.  

 

 
TABLE 12 Comparison With Different Studies 
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Many studies of related issues have bee 

performed. Table 13 presents problem-solving 

mission with various features. The mechanisms that 

are listed in the first, fourth, and fifth columns have 

similar purposes and are analyzed in detail Table 

12 presents.  

 
TABLE 13 Comparison With Related Works 

 

V. CONCLUSION 
This study proposed an AI@NTDS 

detection system that incorporates the LightGBM 

machine learning algorithm for identifying and 

classifying threats. Attackers’ intentions are 

analyzed using collected data, and the degree of 

harm that is caused by malicious instructions is 

determined. Three types of attack are identified by 

threat levels of attack are identified using 

Enterprise Tactics of MITRE ATT&CK. A total of 

52 features of three types - message-based, host-

based, and geography-based features - are 

ultimately identified. The results of an analysis 

demonstrate that our model performed best when 

all features were used. Message-based features and 

host-based features accuracy for the model are 

largest.  
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