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ABSTRACT

The field of cybersecurity is experiencing
significant growth as our society becomes
increasingly reliant on technology. However, this
growth is accompanied by a rise in cyber threat
actors who are becoming more sophisticated and
organised. Despite efforts to combat cybercrime,
data breaches continue to occur at an alarming rate,
highlighting the need for a skilled cybersecurity
workforce.  Unfortunately, the cybersecurity
industry faces a critical shortage of professionals,
with a significant gender gap further exacerbating
the issue. Women remain  significantly
underrepresented in cybersecurity, comprising only
25% of the global  workforce.  This
underrepresentation is not due to a lack of available
talent but rather a range of barriers that prevent
women from pursuing careers in the field. These
barriers include cultural norms, gender stereotypes,
discrimination, and bias in recruitment and
workplace practices.

Efforts to address the gender gap in cybersecurity
are essential for closing the industry's skill shortage
and enhancing its effectiveness in combating cyber
threats. Encouraging more women to enter
cybersecurity careers can help diversify the
workforce and bring fresh perspectives and
innovative solutions to the field. However,
achieving gender parity in cybersecurity requires
comprehensive strategies that address the root
causes of gender inequality. This includes
promoting STEM education for girls, addressing
biases in recruitment and hiring processes, and
fostering inclusive workplace cultures that support
the advancement of women in cybersecurity.
Closing the gender gap in cybersecurity is crucial
for the industry's success and ability to address
evolving cyber threats. By removing barriers to
entry and creating a more inclusive and diverse
workforce, the cybersecurity industry can better
protect organisations and individuals from
cybercrime while driving innovation and growth in
the field.

Key words: Cybersecurity, industry, stem, cultural
norms, gender stereotypes, discrimination, bias in
recruitment and workplace, careers .

l. INTRODUCTION

The significant role of cybersecurity is
increasing. There is no indication that this trend
will reverse, as our culture is more reliant on
technology than ever before. Because of society's
growing reliance on computer technology,
particularly the Internet, a "market" for specialised
computer-related crimes has formed, and
cyberthreat actors have grown to be more clever,
persistent, and organised than ever before. The
"Identity Theft Resource Center™s 2022 annual
data breach report, the number of affected victims
(422.1 million) increased by about 41.5% over
2021 (ldentity Theft, 2023). In terms of our ability
to combat cybercrime in the future, the increase
suggests a concerning trend. Former IT business
leaders have stated that "there are only two types of
companies: those that have been hacked and those
that will be". The former FBI director made this
remark during the 2012 RSA conference, when the
threat presented by cyberspace was mostly of
attention to computer enthusiasts and geeks (Fai
and Goh, 2021). Eleven vyears later, in 2023,
cybersecurity is a shared duty for everyone. Threat
actors are constantly on the lookout for flaws or
exploitable vulnerabilities and will go to any extent
to discover them. Neglecting cybersecurity could
be incredibly expensive and detrimental,
particularly if personal or financial information is
pillaged.Thus, determining cybersecurity
knowledge is more important than ever, and it
should be at the top of everyone's priority list.
Particularly given that there aren't enough
professionals combating  cybercrime  today.
According to the (ISC)2 Cybersecurity Workforce
Study, the global cybersecurity workforce is
expected to reach 4.7 million in 2022, reflecting an
11.1% increase over the previous year and 464,000
new positions (ISC, 2022). Despite adding over

DOI: 10.35629/5252-0610627645

[Impact Factorvalue 6.18| ISO 9001: 2008 Certified Journal  Page 627



\_% International Journal of Advances in Engineering and Management (IJAEM)

—

JAEM

Volume 6, Issue 10 Oct. 2024, pp: 627-645 www.ijaem.net

464,000 additional personnel in the preceding year,
the cybersecurity workforce gap has increased by
more than twice as much as the overall workforce
(ISC, 2022). Encouraging young people to pursue
cybersecurity careers is a positive step towards
reducing the industry's global skill gap.The
disparity in abilities could be closed by tackling the
gender gap. Given that women remain
underrepresented in the cybersecurity industry, it
will be critical to encourage more of them to pursue
careers in this field. The IT industry has a long way
to go in comparison to other industries, so this is an
uncommon case that deserves its own research. The
gender disparity in cybersecurity is considerably
wider, with women accounting for only 25% of the
global workforce in 2022. This phenomenon is not
due to a lack of available employment or suitable
individuals; rather, women face a number of
barriers in this industry that prevent them from
pursuing this career. Despite the availability of
several concepts and enrichment activities, no
comprehensive solution with a consistent and long-
term impact on females has been given.

Overview of Cybersecurity Profession. The
fundamental goal of cybersecurity operations is to
protect commercial and public organisations' and
higher education's assets, important data,
information, and intellectual property from cyber-
attacks, cyber-breach, hacking, and cracking.

The cybersecurity profession is vital to
organisations and all individuals because of the
ongoing skills and experience required to defend
and maintain system security, availability,
integrity, authentication, confidentiality, and non-
repudiation activities.

An Overview: History of Cyber Security
Contrary to popular belief, cyber security
is not a new concept. If you believe that the origins
of cybersecurity can be traced back to when
computers first gained access to the internet, you
are mistaken, because preserving data that is solely
inside the computer and not via any network is also
considered cybersecurity. With the advent of the
internet, installing antivirus software became
important to protect your computer from threats.
Even if destructive attacks were not as common
back then as they are now, the history of cyber
security risks has evolved in tandem with the
evolution of information technology. Without
understanding the history of cybersecurity, one
cannot truly appreciate its significance. In this
essay, we will look at the historical context of
cybercrime and cybersecurity. To do so, we will
examine the history of cyber security risks.
Beginning of Cybersecurity, Since computers were

connected to the internet and began exchanging
messages, cybercrime has altered dramatically.
Even if the level of risk has increased significantly
since then, computer users have been properly
concerned about these risks for quite some time.
Cyber dangers may vary as technology advances.
Cybercriminals are always discovering new
methods for gaining access to networks and
stealing data.

Rationale and Motivation

This study serves to be pertinent because,
despite the increasing importance of cybersecurity,
women remain significantly underrepresented in
the sector. More women entering the cybersecurity
area not only helps to close the gender gap in the
labour shortage, but it also broadens the pool of
possible cybersecurity specialists, resulting in more
innovative solutions. To keep up with the ever-
changing danger landscape, one requires a diverse
skill set, which cannot be fully represented by a
homogeneous group. Along with technical
expertise, cybersecurity professionals must be able
to communicate effectively, think critically,
manage projects, and cooperate efficiently. When a
diverse group of people with different talents are
together, the likelihood that the team will possess
all of these skills increases. This shows that
increasing the number of female cybersecurity
specialists will assist the industry significantly.

1. LITERATURE REVIEW
1. Gender inequality, rooted in cultural norms
and gender assumptions, has been a historic
global issue that promotes the subordination
and exploitation of women. This harmful
discrimination is  prevalent  worldwide,
particularly in Indian society. Ignorance,
intolerance, and resistance to change are the
main factors behind gender stereotypes. India
ranks at 127 out of 152 countries in UNDP's
Gender Inequality Index-2014, just above
Afghanistan among SAARC countries. Gender
discrimination at home and work is a serious
concern, resulting in segregation in terms of
benefits, hours, leave, wages, opportunities,
and promotions. Although the proportion of
working women in urban areas increased from
11.9% in 2001 to 15.4% in 2011, domestic
housework remains the fastest growing
occupation. In 2011-12, only 5.08% of women
held director and chief executive positions
compared to 9.15% of men. Gender equality is
important not just for fairness but also for a
country's economic and social progress. This
study aims to understand and address
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workplace gender discrimination through
effective social work interventions.

2. Women make up only 11% of the global cyber
security workforce and 10% in the Asia-
Pacific region, with no women holding C-level
positions. In Australia, little information is
available about the gender makeup of the cyber
security  workforce, but women are
underrepresented in STEM and ICT fields that
feed into cyber security (Reed et al., 2017).
Discrimination and bias are prevalent issues
for women in this field, with 51% experiencing
some form of discrimination. The demanding
nature of cyber security, with its 24/7 work
culture, creates barriers for women with family
or caregiving responsibilities. The lack of part-
time or flexible hours contributes to women
leaving STEM and ICT careers (Department of
the Prime Minister and Cabinet, 2017,
Australian Cyber Security Centre, 2015) ..
Wage inequality is also a concern. The
underrepresentation of women in STEM and
ICT careers starts in primary school and
continues through university. Australia, like
the rest of the world, is facing a shortage of
cyber security professionals, and women's
underrepresentation in feeder fields limits
efforts to build a diverse workforce. The
Australian government has invested in
initiatives to encourage more women to pursue
STEM careers, but the lack of qualified
women hampers both their opportunities and
employers' ability to benefit from diversity
(Hewlett, et al, 2008; 2014; Hill, et al,
2010).(Baranyai et al., 2016).

3. The research consistently highlights the gender
disparity in cybersecurity leadership roles,
necessitating targeted interventions. Biassed
recruitment practices, limited STEM education
opportunities for girls, and workplace -culture
contribute to this gap. Proposed solutions include
addressing biassed recruitment through gender-
neutral language and blind processes, promoting
STEM education for girls to increase qualified
female candidates, and fostering inclusive
workplace  cultures  with  mentorship  and
sponsorship programs. Gender parity is crucial for
the industry’s success, as embracing diversity
enables the cybersecurity sector to leverage various
perspectives, drive innovation, and effectively
combat cyber threats. Achieving this balance is not
just about fairness but also a strategic imperative.
By embracing concerted efforts towards gender
parity, we can create a more resilient and impactful

cybersecurity landscape, benefiting industry and
society.

4. Gender imbalance in leadership positions in the
cybersecurity industry has become a significant
topic of discussion. With the increasing prevalence
of cybercrime, it is crucial to have a diverse and
skilled workforce to effectively combat these
challenges. Beveridge highlighted the gender
disparity within the field and emphasised the value
of gender diversity in organisations. Berrios
contributed to the discourse by presenting statistics
showing that women make up only 11% of
cybersecurity professionals globally, with even
fewer in leadership roles. This problem is not
limited to cybersecurity but is part of a broader
gender imbalance in the STEM sector. Society's
expectations, limited opportunities in education,
and biassed recruitment processes contribute to this
underrepresentation. Girls and women face
obstacles in pursuing STEM careers, resulting in a
smaller pool of female candidates for cybersecurity
positions. Gender biases in job postings and during
the selection process further perpetuate the gender
imbalance. Addressing these root causes is crucial
to achieving greater gender equality in
cybersecurity and the STEM sector as a whole.Y.
Asiry DOI: 10.4236/jis.2024.151002 17 Journal of
Information Security gender imbalance prevalent in
the entire science, technology, engineering, and
mathematics (STEM) sector.

5. Women are highly underrepresented in the field
of cybersecurity. In 2019, their share of the
worldwide cybersecurity workforce was 20%,
compared to 38.9% in the general workforce
(Figure 1). In all the economies presented in Figure
1, there are significantly lower proportions of
females in the cybersecurity workforce than in the
total labour force. Women have even less
representation in cybersecurity leadership roles at
larger U.S. corporations such as Fortune 500
companies.  For  instance, according to
Cybersecurity Ventures, only 70 of the Fortune 500
companies, or 14%, had female chief information
security officers in 2020, 1 which was lower than
the proportion of females in the cybersecurity
workforce (Figure 1). Likewise, while 27% of the
programmers in the lIsraeli army are women, the
proportion is 12% in cyber units and only about 3%
in the top cyber units. 2 Cybersecurity requires
strategies beyond technical solutions. Women’s
representation is important because they tend to
offer viewpoints and perspectives that are different
from men’s, and these underrepresented
perspectives are critical in addressing cyber-risks.
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This article highlights the causes of gender
asymmetry in cyber security discussion on how
women’s increased participation can strengthen the
field and improve business outcomes. It also looks
at some possible ways to attract and retain women
in cybersecurity.

6. Minorities, particularly women, are frequently
prepared and able to operate independently and
professionally with minimal supervision to fulfil
given jobs in the same way that their male
counterparts do, despite the disadvantages that
minorities face in cybersecurity professions.
Minorities who are denied equal treatment in
cyber-education face imminent hurdles in preparing
and inspiring the next generation to master cyber-
education, which tends to marginalise and
undermine women in terms of personal and
professional incentives for minority communities.
The solution to this disparity lies in business
partnership through cyber-education of the best
sector of society to defend and protect vulnerable
populations from cyber-attacks. During deeply
unbalanced approaches to minorities and women,
the international community is unable to properly
defend and protect enormous numbers of
defenceless persons. Cybersecurity experts are
actively encouraged to build a united front to
integrate minorities, particularly women, in all
aspects of cyber-education, intellectual stimulation,
and professional development. The cornerstone of
this imbalanced, lopsided approach, as well as the
unequal treatment of minorities and women, is
narrow-minded prejudice based on a gender
preference for male chauvinism. Fortunately, the
abundance of women who have been trailblazers in
cyber-activities,  scientific ~ education,  and
inventions has undermined male chauvinism. The
accomplishments of these women demonstrate the
presence of an unlimited reservoir of untapped
resources that might inevitably provide and
supplement the declining supply of cyber
specialists ready to combat cyber criminals and
attackers today.

7. The purpose of this article is to identify
approaches to attract, train, and retain women in the
cybersecurity pipeline. There are more than
1,000,000 open positions in the IT industry. The
capacity to recruit and educate workers to fill these
positions is difficult due to a lack of interest in the
subject, which begins while children are young.
The Science, Technology, Engineering, and
Mathematics (STEM) programme is attracting a
modest number of young women who want to
follow these occupations. The dearth of women in

the IT profession creates a diversity gap, fails to
capture women's perspectives, and results in a
paucity of mentors to train and coach the next
generation. To develop a pipeline for women, the
local and federal governments must continue to
provide greater funds for STEM education. The
funding can be used to recruit, train/retrain, and
establish mentorship programmes in the IT
profession, which is critical to the economy and
security of any organisation.

8.The Perceived Impact of Barriers to Retention on
Women in Cybersecurity by Carl D. Willis-Ford
2018 The cybersecurity business has a substantial
employment deficit, with over 301,000 unfilled
positions in the United States, up from 285,000 in
2017. The empty positions span the country and the
scope of cybersecurity activity.At the same time,
there is a gender disparity in the cybersecurity
profession,  with  women accounting for
approximately 10-15% of the US cybersecurity
workforce but accounting for over 50% of the
general population (LeClair, Shih, & Abraham,
2014). One of the reasons for women's
underrepresentation in the cybersecurity workforce
is that their retention rates are much lower than
those of men (LeClair et al., 2014). This study will
look into aspects that may influence a woman's
decision to stay in the cybersecurity business, such
as a lack of mentorship, the Impostor Phenomenon,
and a hostile workplace environment. Respondents
will evaluate the perceived impact of these
retention constraints on their willingness to stay in
the cybersecurity industry. The findings of this
study show that the selected barriers to retention
are noteworthy, and that there are strong
correlations  between  specific  demographic
parameters and the perceived impact of Impostor
Syndrome on women's retention in the
cybersecurity business. Furthermore, a significant
association was discovered between the composite
perceived impact of retention hurdles and
demographic time spent in the cybersecurity
industry.

9.Women  encounter  difficulties  entering
cybersecurity careers, including male-dominated
culture and norms, biassed recruitment methods,
and gender-exclusive branding. The presentation of
men as cybersecurity experts in the media promotes
this culture. Women are frequently marginalised in
educational settings, stifling their advancement. To
address recruiting bias, having both male and
female recruiters may be advantageous.
Organisations should also use gender-inclusive
marketing to recruit different candidates.
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According to a Kaspersky study, women's
underrepresentation stems from a lack of coding
skills, apathy in the sector, and poor knowledge of
cybersecurity. Increasing awareness  and
highlighting female role models in media can help
rectify this issue. Mentorship programmes are
critical for both male and female cybersecurity
professionals' retention. Female employees can
benefit from structured and informal mentorship
programmes, as well as mentors of the same gender
paired together. The lack of mentors leads to
women's low retention rates in STEM areas. While
gender may not be a deciding factor, having
mentors who sincerely want their mentees to
succeed is critical. Female mentors are especially
effective in retaining women in cybersecurity, but
their scarcity is a concern.

10.North America. Respondents in North America
reported interest in getting a cybersecurity degree
at 61%, but much higher numbers in other
regions—the Middle East and North Africa
(MENA, 94%), Europe (89%), Sub-Saharan Africa
(84%), Asia-Pacific (82%), and Latin America
(77%)—said they were interested. Only 45% of
North American women were aware of their
institutions' cybersecurity programmes, compared
to 88% in the Middle East and 73% in Europe.
Women in North America were also less likely to
participate in focused STEM programming in K-12
schooling (45%), compared to women in Europe
(72%), and MENA (79%). Meanwhile, 50% of
women in North America attended cybersecurity
training.

91% of women in the MENA region and
82% of women in Europe completed courses. Our
North American respondents were the most likely
to report having no awareness about cybersecurity,
with 32%. Europe. The results present several
dichotomies.

11. Our European respondents reported the highest
levels of involvement in targeted K-12 STEM
education (72%) and cybersecurity courses (82%).
They expressed the greatest interest in earning a
cybersecurity degree (89%). They were also the
geographic group with the highest rate of
mentorship from role models (82%). At the same
time, our European respondents were the most
likely to believe that STEM is dominated by men
(77%), that women in cybersecurity are "nerds" or
"techies" (28%), and that the sector is difficult for
women to establish a work-life balance.

12. Middle East and North Africa (MENA). This
region stands out on a number of levels.

Respondents expressed the most interest in
cybersecurity education (94%) and awareness of
these programmes (88%). They are more likely
than others in their region to participate in targeted
STEM  (79%) and  cybersecurity  (91%)
programmes. Only 3% of MENA respondents say
they have no awareness of cybersecurity. However,
they are more likely to have negative attitudes
about  cybersecurity  workers, to regard
cybersecurity as a field related to the military or
intelligence industries, and to expect challenges in
establishing a healthy work-life balance if pursuing
a career in the field.

13. Asia-Pacific. Our Asia-Pacific respondents
were the least likely to perceive cybersecurity as a
male-dominated field—35%, compared to 76% to
77% of women in Europe and MENA. They were
also less inclined than most other regions to regard
women working in the industry as nerds or hackers
(11% wversus 16% to 30% in Sub-Saharan Africa,
North America, Europe, and MENA). As a result,
they were more likely than many others to consider
women working in cybersecurity as "cool
coders"—41% of respondents from Asia-Pacific
reported this perception, followed by those in
MENA (46%) and Europe (50%).

14. Latin America. Women in Latin America
appear to have fewer negative impressions about
cybersecurity workers than the rest of the world.
However, only 9% of Latin American respondents
reported having a high level of cybersecurity
expertise, the lowest rate in our study. Latin
American respondents have the highest level of
cybersecurity knowledge—70%, compared to 54%
to 56% of women in Europe, MENA, Sub-Saharan
Africa, and North America.

15. Sub-Saharan Africa. Fewer women in Sub-
Saharan Africa than anyplace else acquired an
interest in STEM in primary school (7% versus a
high of 27% in North America). However, 73% of
Sub-Saharan Africans expressed interest in high
school, which is higher than in other regions.
Finally, the percentage of respondents who
developed an interest after entering university was
lower (21%), compared to Asia-Pacific (23%), and
MENA (33%). Sub-Saharan Africans were also
relatively likely (76%) to say they had a role model
who encouraged them to learn more about
cybersecurity.

16. The social barrier refers to women who may be
socially isolated or separated from the information
technology area, as opposed to men who are
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regarded as experts, particularly those who are
more experienced with hacking. In addition, the
cybersecurity industry may necessitate late hours in
computer laboratories. Even working on weekends
could be a requirement for the job profile, which
many patriarchal cultures may not tolerate for
women because it could jeopardise their safety,
reputation, and family time. The patriarchal culture
of Bahrain adds to the domination of men in this
profession. Women's participation in computer
science may rise when abilities are developed
through higher education.  However, women
working in this profession, particularly married
women, may experience greater challenges in
balancing work with household responsibilities at
home, which are frequently less burdensome for
men (Bagchi-Sen et al., 2010; Al-Alawi et al.,
2021).

17. The second barrier is based on education,
personal qualities, and culturally influenced
personal interests. Most information technology
enthusiasts are classified as "nerds" because they
enjoy working with complex IT systems, and these
attributes are stereotypically associated with men
rather than women. Entering the cybersecurity
career necessitates knowledge in a variety of
subjects, including  mathematics,  science,
engineering, and decision-making. Furthermore, to
succeed in this profession, various characteristics
must be met, including a strong technical expertise
in these fields and a willingness to apply
knowledge to suggest changes to laws and
regulations (Bagchi-Sen et al., 2010).

18. Shumba et al. (2013) analysed cybersecurity
experts and investigated women's hurdles in the
sector. One of the barriers they noticed was
women's lack of awareness. 3 Al-Alawi et al.:
Women in Cybersecurity: A Study of the Digital
Banking Sector in Published by Virtual Commons -
Bridgewater ~State University, 2023 of the
cybersecurity field; lack of encouragement from
family and community; the structure of the courses
appealing to male interests; and the belief that
cybersecurity is a future career for people with
degrees in computer science and information
technology, all of which limit women's entry into
this field.

19. According to the report "Women in
Cybersecurity 2017" [4], there is a significant
gender gap; women only account for 11% of the
total cybersecurity workforce (Women's Society of
Cyberjutsu). One of the most basic questions is,
"Where are the women in cybersecurity?" Women

are underrepresented in  technology and
cybersecurity, despite the fact that women typically
possess attributes such as creativity, tenacity, and
sensitivity to human issues [5]. The absence of
women in this field could be attributed to a variety
of factors, including widespread ignorance, a lack
of inspiration, motivation, awareness, knowledge,
and skills (education), among others. What is
genuinely hurting their participation appears to go
beyond the assumptions of a lack of broad
acceptance of women in sector.

20. The demographics of the United States of
America have become substantially varied,
however data suggests that there is a major
disparity in gender and race representation in the
cybersecurity sector. Zippia (2023) found that there
are 14,796 cybersecurity analysts employed in the
United States. Only 21.5% are women, with the
remaining 78.5% being men. In terms of ethnicity,
72.6% are White, 9.1% Hispanic or Latino, 8.0%
Black, and 7.3% Asian. Another study validated
this finding by demonstrating that women are
underrepresented among cybersecurity experts
(Withanaarachchi & Vithana, 2022). Because of
these numbers, |1 am interested in identifying the
impediments that contribute to these three
discrepancies, particularly among Black/African
American women. The insights could help us
develop solutions to closing the gap.

21. According to Brin (2017), one of the primary
causes for the paucity of Black females in these
professions is a "brogrammer culture" that has
created a male-dominated cybersecurity workforce.
Brogrammer culture promotes a stereotyped picture
of men and women. Men are praised for their
alleged technical talents, whilst women are
severely undervalued for their alleged lack of
capabilities. This leads to men being viewed as a
better match for the computer business than
women, resulting in less overall diversity (Thébaud
& Charles, 2018).

22. Lack of role models and representation. A
paucity of role models and representation for
African American women exists in the
cybersecurity field. African American women are
less likely to see people who resemble them in
cybersecurity professions, making it difficult for
them to envisage themselves in the area. Without
role models and representation, African American
girls may be less inclined to seek a profession in
cybersecurity (Williams-Denton, 2022).
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23. Stereotypes & Biases Other challenges include
prejudices and biases that make it more difficult for
Black women to excel in cybersecurity. Females,
for example, may be seen as less competent or
qualified than males despite having the same skills
and experience (William-Denton, 2022; Anderson,
2022). This gap in how women are seen makes it
difficult for females to enter or remain in the
profession.

24. In addition to misconceptions and biases,
African American women may have limited access
to tools and networks that can help them enter and
grow in the cybersecurity field. For example,
because the majority of their peers are White
males, they may lack access to mentorship
possibilities.  Furthermore, they may feel
unwelcome at industry events, which frequently
result in relationships and exposure to new career
chances. This lack of exposure precludes them
from accessing field resources and networks
(Anderson, 2022).

25. Cultural norms and expectations. Cultural
norms and expectations might also contribute to the
underrepresentation of women in cybersecurity.
Females, for example, may be pressured by society
and communities to seek jobs in fields that are
perceived as more "traditional™ or "feminine,” such
as healthcare or teaching, rather than fields like
cybersecurity, which are frequently viewed as more
technical and male-dominated.

26. The Glass Ceiling Male-dominated sectors have
either low female representation or aggressive,
engineering-intensive,  competitive,  'up-or-out'
corporate cultures (Dworkin, Maurer, & Schipani,
2012). The glass ceiling is an invisible barrier
based on 22 attitudinal or organisational biases that
prevents women from advancing their careers or
reaching the upper echelons of leadership in an
organisation (Buckalew et al., 2012; Dahlvig &
Longman, 2010; Delmont, 2016; Weidenfeller,
2012; Woszczynski and Shade, 2010).

27. Women are more likely to be recruited to head
firms "in a crisis" because they are typically
regarded to possess "soft skills" or expertise in
dealing with circumstances affecting other people
(Hurley & Choudhary, 2016, p. 253). According to
glass cliff scholars like as Ryan and Haslam
(2009), women's leadership styles and attributes
may be better suited for demanding management or
crisis situations. The assumption that women have
different leadership characteristics than males is
stereotyped, yet women leaders can be termed

"transformational,” which is "characterised by
consideration, motivation, stimulation, and trust"
(Bruckmdller et al., 2014, p. 210). According to
Hurley and Choudhary (2016), women are also
thought to be relational and engaging. Women with
transformational and interactive leadership styles
excel with varied teams in large businesses where
collaboration ~ and  communication  across
departments and teams will benefit the organisation
(Hurley & Choudhary, 2016).

28. Too many organisations underestimate the
importance of women and other minorities in
cybersecurity, particularly at the executive and
senior management levels (Burrell & Nobles,
2018). There is little research on the experience of
successful women C-level executives in general,
and even less research on women executives who
have achieved executive roles in cybersecurity
organisations to  better  understand their
contributions to their organisations and the barriers
they faced. Implementing targeted mentorship
programmes can help overcome organisational
hurdles (Dworkin et al., 2012). Corporations can
benefit from providing women intern chances to
get real-world job experience while also
highlighting the invaluable characteristics and
talents of women interested in cybersecurity careers
(Burrell and Nobles, 2018).

29. Women working in the information security
profession may also face considerable isolation. "In
the workplace, more women than men report
experiencing institutional hurdles. Many criticise
IT's 'hacker culture' and social norms for separating
women from the industry” (Bagchisen et al., 2010,
p. 25). Mentors are critical to organisational
success because they can give a mechanism to
counteract workplace isolation and reduce its
consequences on the few women who choose this
career route (Woszczynski & Shade, 2010).

30.Because of the industry's underrepresentation of
women, women are forced to take male mentors
instead, as there are few, if any, female mentors to
provide guidance. According to Bagchi-sen et al.
(2010), women frequently take a passive role in
developing relationships with mentors, and they
have less opportunities than males to build
relationships with them. They claim that social
identity influences how mentorships develop,
namely if a person identifies with another
individual based on their perceived connection with
a shared social group.
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31. Sponsorship is another phrase used to describe
the assistance of a more powerful individual in the
advancement of a professional in a sector. A
sponsor goes beyond offering mentor criticism and
advice, utilising influence with senior executives to
progress the protégé (Helms et al., 2016). Sponsors
can advocate for protégés by introducing them to
key people, pressing for assignments that will help
them advance, and protecting them from those who
will work against them (Helms et al., 2016; Ibarra
etal., 2010).

Hypothesis:

1. Organisations with higher levels of women's
representation and leadership in cybersecurity will
exhibit greater resilience to cyber threats due to the
incorporation of diverse perspectives in threat
assessment and mitigation strategies.

2. Increased women's representation and leadership
in cybersecurity teams will correlate positively
with higher rates of innovation in developing novel
approaches to cyber defence and risk management.
3. Organisations with a higher proportion of
women in cybersecurity leadership roles will
demonstrate superior adaptability to evolving cyber
threats, attributed to a culture of inclusivity and
collaboration in decision-making processes.

4. Enhanced women's representation and leadership
in cybersecurity will lead to more effective
communication and coordination  within
cybersecurity teams, resulting in quicker response
times to security incidents and reduced impact on
organisational operations.

5. Higher levels of women's representation and
leadership in cybersecurity will contribute to
improved organisational performance metrics, such
as reduced financial losses from cyber incidents
and enhanced customer trust, due to a more holistic
and proactive approach to cyber defence.

Research Questions:

1. What is the current status of women's
representation in the cybersecurity field at
various organisational levels?

2. What are the key barriers and challenges
preventing women from entering and
advancing in cybersecurity roles?

3. How do organisational cultures and policies
impact the inclusion and leadership
opportunities for women in cybersecurity?

4. What initiatives, strategies, or interventions
have been effective in promoting women's
participation and  leadership in  the
cybersecurity sector?

5. To what extent does a diverse and gender-
inclusive cybersecurity workforce contribute to
improved organisational cybersecurity
outcomes?

Research Objectives:

1. To assess the current demographic landscape
of women in cybersecurity, examining
representation across different roles and
organisational levels.

2. To identify and analyse the barriers and
challenges that hinder women's entry and
advancement in the cybersecurity field.

3. To examine the influence of organisational
cultures and policies on the inclusivity and
leadership opportunities available for women
in cybersecurity.

4. To evaluate existing initiatives, strategies, and
interventions aimed at promoting women's
participation and leadership in cybersecurity,
highlighting successful case studies.

5. To investigate the impact of a diverse and
gender-inclusive cybersecurity workforce on
organisational cybersecurity outcomes,
considering factors such as innovation,
problem-solving, and overall effectiveness.

Research gaps:

1. Investigate how family dynamics, such as
parental expectations and support structures,
influence women's decisions to pursue careers
in cybersecurity.

2. Explore the impact of cultural adaptation of
STEM education approaches on women's
participation and retention in cybersecurity
fields.

3. Identify how religious beliefs and cultural
norms intersect to influence perceptions of
gender roles and career choices for women in
cybersecurity.

4. Glass Ceiling in Cybersecurity: Research lacks
specific focus on the glass ceiling phenomenon
within the cybersecurity sector, hindering
insights into attitudinal and organisational
biases impeding women's career progression.

Research Methodology

e Research Design:

e A mixed-methods research design
incorporating structured surveys and semi-
structured interviews will be employed to
provide a comprehensive exploration of the
topic. This approach allows for a nuanced
understanding of the challenges and
opportunities faced by women in cybersecurity
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and the impact of increasing their
representation and leadership within the field.

Research Type:

e This study utilises a mixed-methods approach,
combining quantitative and qualitative data
collection techniques. The quantitative phase
involves  structured surveys, while the
qualitative phase entails semi-structured
interviews.

e Sampling:

e A purposive sampling technique will be
employed to select participants from various
sectors and organisational levels within the
cybersecurity domain. This method ensures the
inclusion of diverse perspectives and
experiences relevant to women's representation
and leadership in cybersecurity.

e Data Collection:

e Quantitative Phase:

e Instruments/Tools:

A structured questionnaire containing both closed-
ended and Likert scale questions.

Survey topics include demographics, current roles
and  responsibilities  in  cybersecurity,
perceptions of gender diversity, and
organisational support for women in leadership
positions.

e Procedures:

The survey will be administered electronically to
participants.

Informed consent will be obtained before
participants complete the survey.

e  Primary Data:

Survey and interview : structured survey and in
depth interviews with selected Cybersecurity
students and professionals

e Secondary Data: Government records:
analysing existing reports on Asha’ role.

e Heath acre records: reviewing existing records
on women in cybersecurity.

e Qualitative Phase:

e Instruments/Tools:

Semi-structured interviews with  open-ended
questions.

e Interview topics include personal experiences
in  cybersecurity, perceived barriers to
advancement,  strategies  for increasing
women's representation and leadership, and the
impact of diversity on organisational
effectiveness.

e  Procedures:

Interviews will be conducted either in-person or via
video conferencing, based on participant
preferences.

e Informed consent will be obtained prior to
conducting interviews.

e Population Size:

e The study aims to include a diverse sample of
professionals working in cybersecurity, with a
target sample size of 30 participants. This
sample size allows for in-depth exploration of
individual experiences and perspectives while
ensuring a manageable data collection process.

e Location:

e The research will be conducted in major
cybersecurity Manav  Rachna university,
Manav  Rachna International  Research
Institute, Delhi University will be considered
for interviews to provide a broad perspective
on the topic.

e Data Analysis:

Quantitative Analysis:

Descriptive and inferential statistical analyses will
be conducted to examine survey responses
regarding women's representation, leadership
opportunities, and perceived organisational
support in cybersecurity.

e Qualitative Analysis:
Thematic analysis will be employed to identify
patterns and themes within interview transcripts
related to women's experiences, barriers to
advancement, and strategies for promoting gender
diversity in cybersecurity.

e Ethical Considerations:

e Informed consent will be obtained from all
participants, and anonymity and confidentiality
will be maintained throughout the study.
Participants will be informed of their right to
withdraw from the study at any time without
consequences.

e Limitations:

e The study's findings may be limited by the
perspectives of participants and the specific
organisational contexts represented in the
sample. Additionally, self-reporting biases and
the potential exclusion of marginalised voices
within the cybersecurity community may
impact the study's generalizability.
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1. FINDINGS
1. Investigate how family dynamics, such as parental expectations and support structures, influence

women's decisions to pursue careers in cybersecurity.

1. Were you encouraged or discouraged by your parents/guardians to pursue a career in

cybersecurity?
30 responses

Influence of Family Support on Confidence and
Determination in Cybersecurity:

Family support plays a pivotal role in
shaping an  individual's  confidence and
determination to succeed in their chosen career
path, especially in male-dominated fields like
cybersecurity. For  many  women, the
encouragement and backing received from family
members can significantly influence their decision-
making process and bolster their resolve to
overcome obstacles and achieve their professional
goals. Research Findings:

Our study aimed to investigate how family
dynamics, particularly parental expectations and
support structures, influence women's decisions to
pursue careers in cybersecurity. Through a survey
conducted among 30 Indian girls, we sought to

@ Encouraged
® Discouraged
@ Neutral

understand their experiences and perceptions
regarding familial influence on their career choices.

The findings reveal a significant impact of
family dynamics on women's decisions regarding
cybersecurity careers. Among the participants, a
staggering 80% reported being discouraged by their
families from choosing cybersecurity as a career
path. This discouragement often stemmed from
prevalent societal norms and stereotypes
surrounding gender roles, which portrayed
cybersecurity as a male-dominated and unsuitable
field for women. Many participants recounted
instances where they faced resistance or skepticism
from family members, who expressed concerns
about the appropriateness and feasibility of
pursuing such a career.

DOI: 10.35629/5252-0610627645

[Impact Factorvalue 6.18| ISO 9001: 2008 Certified Journal Page 636



’fﬁi International Journal of Advances in Engineering and Management (IJAEM)

—_—

JAEM

Volume 6, Issue 10 Oct. 2024, pp: 627-645 www.ijaem.net

3. How did your family's support influence your confidence and determination to succeed in the

cybersecurity field?

30 responses

Furthermore, the research uncovered that
63% of the participants did not receive adequate
support from their families in pursuing
cybersecurity careers. This lack of support
manifested in various forms, including limited
encouragement, absence of guidance or
mentorship, and outright opposition to their career
aspirations. Several participants shared experiences
of feeling isolated or misunderstood within their
families, as they struggled to navigate conflicting
expectations and perceptions regarding their career
choices.

The study identified several factors
contributing to the discouragement and lack of
support experienced by women in the context of
cybersecurity careers. Firstly, societal stereotypes
and cultural norms play a pivotal role in shaping
parental attitudes and expectations regarding
suitable career paths for women. Traditional gender
roles dictate that women should pursue caregiving
or service-oriented professions, while male-
dominated fields like cybersecurity are often
viewed as off-limits or unsuitable for women.

Additionally, participants highlighted the
influence of parental fears and concerns about the
perceived challenges and risks associated with
cybersecurity careers. Many parents expressed
apprehension about the demanding nature of the
field, including long working hours, exposure to
cyber threats, and limited job opportunities for
women. These concerns reflected a broader societal
perception of cybersecurity as a high-risk and
male-dominated domain, further reinforcing
negative attitudes towards women's participation in
the field.

Moreover, the study underscored the role
of educational and career guidance in shaping

@ Sightly Increased
@® Somewhat increased
No impact

@ Decreased confidence

women's perceptions of cybersecurity careers.
Participants who received positive reinforcement
and support from educational institutions or career
counselors were more likely to express interest in
pursuing cybersecurity as a viable career option.
Conversely, those who lacked access to such
guidance often felt discouraged or uncertain about
their prospects in the field.

Despite these challenges, the research also
identified pockets of resilience and determination
among the participants. Several women shared
stories of overcoming familial opposition and
societal expectations to pursue their passion for
cybersecurity. These individuals demonstrated a
strong sense of agency and resilience in navigating
familial pressures and pursuing their career goals
despite the odds.

In , our research findings highlight the
significant  influence of family dynamics,
particularly parental expectations and support
structures, on women's decisions to pursue careers
in cybersecurity. The prevalence of discouragement
and lack of support reported by participants
underscores the need for broader societal change to
challenge gender stereotypes and create a more
inclusive and supportive environment for women in
STEM fields. By addressing systemic barriers and
fostering a culture of encouragement and
empowerment  within ~ families,  educational
institutions, and society at large, we can create
pathways for women to thrive and succeed in
cybersecurity careers.
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2. Explore the impact of cultural adaptation of STEM education approaches on women's participation

and retention in cybersecurity fields.
Influence of Female Role Models:

4. How did the presence or absence of female role models within your family impact your

perception of cybersecurity as a career choice?

30 responses

1. Lack of Women Representation in
Cybersecurity:

The research findings reveal a concerning
trend regarding the negative influence of the lack of
women representation in cybersecurity in India. A
significant majority, accounting for 76% of the
surveyed women, reported being negatively
impacted by this underrepresentation. The absence
of women in prominent roles within the
cybersecurity sector appears to have profound
implications for aspiring female professionals in
the field.

Several key themes emerged from the
findings, shedding light on the experiences and
perceptions of women navigating the cybersecurity
domain in India. Firstly, participants expressed
feelings of isolation and marginalization resulting
from the stark gender disparity prevalent in the
industry. The absence of female role models and
mentors was cited as a significant barrier, with
many women feeling discouraged and disheartened
by the lack of visible representation.

Moreover, the findings suggest that the
dearth of women in cybersecurity leadership
positions contributes to a pervasive glass ceiling
phenomenon, hindering women's career
progression and  professional  development.
Participants expressed frustration with the limited
opportunities for advancement and recognition
within organizations, often attributing these
disparities to entrenched biases and discriminatory
practices.

Additionally, the research findings
highlight the broader societal implications of

@ Positively Influenced

@ Negatively influenced
No impact

@ Not applicable

gender imbalance in cybersecurity. Participants
emphasized the need for greater diversity and
inclusion in the industry, arguing that diverse
perspectives and experiences are essential for
addressing complex cyber threats effectively. The
findings underscore the urgency of addressing
systemic barriers and biases that perpetuate gender
disparities in cybersecurity, both at organizational
and societal levels.

2. Impact of Cultural Adaptation of STEM
Education Approaches:

The research findings also delve into the
impact of cultural adaptation of STEM education
approaches on women's participation and retention
in cybersecurity fields. Participants offered insights
into the various cultural factors and societal norms
influencing women's engagement with STEM
education and cybersecurity careers in India.

One of the key findings is the significant
role of cultural attitudes and expectations in
shaping women's educational and career choices.
Participants highlighted the pervasive influence of
gender stereotypes and societal perceptions of
women's capabilities in technical fields. Many
women reported facing discouragement and
resistance from family members and community
members when expressing interest in pursuing
STEM education and cybersecurity careers.

However, despite these challenges, the
findings also point to promising cultural
adaptations and initiatives aimed at promoting
women's participation in cybersecurity fields.
Participants identified the growing recognition of
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the importance of diversity and inclusion in STEM
education and the workforce, leading to efforts to
address gender disparities and create more
supportive environments for women.

Moreover, participants highlighted the
role of mentorship and support networks in
facilitating women's entry and retention in
cybersecurity fields. Cultural adaptations such as
targeted outreach programs, awareness campaigns,
and mentorship initiatives were cited as effective
strategies for encouraging women to pursue STEM
education and careers in cybersecurity.

Overall, the research findings underscore
the complex interplay between cultural factors,
educational approaches, and women's participation
in cybersecurity fields. While cultural norms and
expectations may present significant challenges for
women, there is also growing momentum towards
cultural adaptation and inclusivity in STEM
education and cybersecurity, offering hope for
greater gender equity and representation in the
future.

3. Identify how religious beliefs and cultural norms intersect to influence perceptions of gender roles and

career choices for women in cybersecurity.

Balancing Family and Career:

4. How did the presence or absence of female role models within your family impact your

perception of cybersecurity as a career choice?

30 responses

Research Findings on Women's Perspectives in
Cybersecurity and STEM Education:

The research findings reveal significant
insights into the challenges and barriers faced by
women in cybersecurity and STEM education,
shedding light on the multifaceted factors
influencing their career choices and experiences.
Based on the survey responses:

1. Impact of Lack of Women Representation:

A staggering 76% of women expressed
that the lack of women representation in the
cybersecurity field negatively impacted them. This
finding underscores the profound effect of
underrepresentation on women's career aspirations
and sense of belonging within the industry. The
absence of visible role models and mentors can
contribute to feelings of isolation and hinder

@ Positively Influenced

@ Negatively influenced
No impact

@ Not applicable

professional growth opportunities for women in
cybersecurity.

3. Religious Beliefs and Cultural Norms in Gender
Roles and Career Choices:

Religious beliefs and cultural norms
intersect in complex ways to influence perceptions
of gender roles and career choices for women in
cybersecurity. In many societies, traditional gender
norms dictate specific roles and expectations for
men and women, shaping their educational and
career trajectories from an early age. Religious
teachings and cultural practices may further
reinforce these gendered expectations, perpetuating
stereotypes and limiting women's opportunities for
advancement in male-dominated fields, the
research findings highlight the pervasive influence
of religious beliefs, cultural norms, and societal
pressures on women's perceptions of gender roles
and career choices in cybersecurity. Addressing
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these systemic barriers requires concerted efforts to
challenge  stereotypes, promote  inclusive
educational environments, and foster supportive
workplace cultures that value diversity and equity.
By recognizing the intersectional nature of
women's  experiences and advocating for

meaningful change at individual, institutional, and
societal levels, we can create a more inclusive and
equitable cybersecurity landscape that harnesses
the full potential of women's talents and
contributions.

5. How do you perceive the current STEM education approaches in terms of their inclusivity and

effectiveness in encouraging women's participation in cybersecurity fields?

30 responses

2. Effectiveness of STEM Course Inclusivity:

An overwhelming 83% of women
highlighted the lack of inclusivity and effectiveness
in STEM courses as significant barriers to
encouraging women's participation. This finding
underscores the importance of creating supportive
and inclusive learning environments that actively
promote diversity and gender equity in STEM
education. Addressing implicit biases, stereotypes,
and  systemic  barriers  within  educational
institutions is crucial for attracting and retaining
women in cybersecurity and related fields.

1. The underrepresentation of women in
cybersecurity and STEM courses can be attributed
to several prevailing reasons. Firstly, societal

@ Highty Inclusive and sfficiant
® Somawhat inclusive and afficiant
® Not inclusive or sufficient

norms and cultural expectations often steer women
away from pursuing careers in these fields. From a
young age, girls may be subtly discouraged from
showing interest in math and science subjects or
may lack exposure to role models and opportunities
in STEM fields. Additionally, stereotypes
surrounding gender roles may perpetuate the
misconception that certain professions are better
suited for men, leading to a lack of confidence and
interest among women in pursuing cybersecurity
and STEM careers. Furthermore, the male-
dominated culture within these industries may
create an intimidating or  unwelcoming
environment for women, further deterring them
from entering these fields.

7. What cultural factors or societal norms do you think influence women's decisions to pursue or
remain in cybersecurity careers, and how do these factors interact with STEM education approaches?

30 responses

Family axpectabons

Gonder stereatype

Soaetal pressure

Others

26 (86.7%)

DOI: 10.35629/5252-0610627645

[Impact Factorvalue 6.18| ISO 9001: 2008 Certified Journal  Page 640



\’mi , International Journal of Advances in Engineering and Management (IJAEM)

-~

JAEM

Volume 6, Issue 10 Oct. 2024, pp: 627-645 www.ijaem.net

Impact of Gender Stereotypes:

A substantial 26% of respondents
identified gender stereotypes as a key factor
contributing to the lack of women in cybersecurity
and STEM courses. Gendered perceptions of
technical aptitude and career suitability can create
barriers for women seeking to enter male-
dominated fields, perpetuating the cycle of
underrepresentation and reinforcing societal biases.
Challenging stereotypes and promoting positive
representations of women in cybersecurity is
essential for breaking down these barriers and
fostering gender diversity.

4. Societal Pressure and Cultural Factors:

Additionally, 23% of participants cited
societal pressure as a cultural factor influencing
women's reluctance to choose cybersecurity and
STEM careers. Cultural norms surrounding gender
roles and career expectations can exert significant
influence on women's decision-making processes,
shaping their perceptions of suitable career paths
and limiting their professional opportunities.
Addressing cultural barriers and promoting
awareness of diverse career options is essential for
empowering women to pursue their interests and
aspirations in cybersecurity.

8. How do you think educational institutions and cybersecurity organizations can better adapt STEM
education approaches to create a more inclusive and...ation and retention rates in cybersecurity fields?

30 responses

implementing mentorshep
programs

Promoting gender diversity

nitatives

Addressing biases in curriculum

and leaching methbds

The research findings provide valuable
insights into strategies that educational institutions
and cybersecurity organizations can adopt to create
a more inclusive and supportive environment for
women, thereby improving their participation and
retention rates in cybersecurity fields. Based on the
responses from participants:

a) Implementing Mentorship Programs (23%):
Mentorship programs emerged as a key
strategy endorsed by 23% of respondents. These
programs pair women students or professionals
with experienced mentors who can provide
guidance, support, and career advice. Mentorship
relationships offer opportunities for knowledge
sharing, skill development, and networking,
empowering women to navigate challenges and
advance their careers in cybersecurity. By fostering
supportive  mentorship  networks, educational
institutions and cybersecurity organizations can
cultivate a culture of collaboration and

23 (76.7%)

24 (B0%)

19 (63.3%)

empowerment, enhancing women's participation
and retention in the field.

b) Promoting Gender Diversity Initiatives (24%):

Gender  diversity initiatives  were
identified as another essential strategy by 24% of
participants. These initiatives encompass a range of
efforts aimed at promoting gender equity and
inclusion in STEM education and cybersecurity
workplaces. Examples may include targeted
recruitment efforts to attract more women students
to cybersecurity programs, advocacy for inclusive
policies and practices, and visibility campaigns
showcasing the achievements of women in the
field. By actively promoting gender diversity and
inclusion, educational institutions and
cybersecurity organizations can create a welcoming
and supportive environment that values diverse
perspectives and  contributions,  ultimately
enhancing women's engagement and retention in
cybersecurity fields.
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c) Addressing Biases in Curriculum and Teaching
Methods (19%):

Addressing biases in curriculum and
teaching methods was highlighted as a critical
strategy by 19% of respondents. This approach
involves critically examining educational materials,
course content, and instructional methods to
identify and mitigate implicit biases that may
perpetuate gender stereotypes or exclude women's
perspectives. By incorporating diverse

perspectives, examples, and role models into the
curriculum, educators can create more inclusive
learning experiences that resonate with women
students and inspire their interest and confidence in
cybersecurity.  Additionally, adopting active
learning strategies, collaborative projects, and
hands-on experiences can enhance engagement and
retention among women learners, fostering a
supportive and inclusive learning environment.

4. Glass Ceiling in Cybersecurity: Research lacks specific focus on the glass ceiling phenomenon within
the cybersecurity sector, hindering insights into attitudinal and organisational biases impeding women's

career progression.

11. Have you personally experienced or observed any barriers to career advancement for women

within the cybersecurity sector?

30 responses

Research findings indicate that barriers to
career advancement for women within the
cybersecurity sector are prevalent, with a
significant portion of respondents acknowledging
their existence. A notable 43% reported
encountering such barriers frequently, while 36%
stated experiencing them occasionally. These
barriers can manifest in various forms, including
gender discrimination, lack of support networks,
and work-life balance issues, as highlighted by
survey responses.

To address the glass ceiling phenomenon
and promote gender equity in cybersecurity career
progression,  respondents  proposed  several
strategies and initiatives.  Mentorship  and
sponsorship programs were identified as key, with
21% endorsing their effectiveness. Additionally,
20% emphasized the importance of diversity and

® Yes, frequently

@ Yes, occasionally
No, not at all

@ Not sure

inclusion initiatives, while 22% advocated for
equal opportunities for advancement. These
findings underscore the need for comprehensive
measures to dismantle barriers and foster a more
inclusive environment within the cybersecurity
field.

Furthermore, beyond career advancement,
women in cybersecurity face additional challenges.
Gender discrimination was cited by 21% of
respondents as a significant obstacle, indicating the
persistence of bias within the industry. Lack of
support networks and work-life balance issues were
also highlighted, reflecting broader systemic
challenges that impact women's experiences in the
workforce. Addressing these challenges requires a
multifaceted approach that addresses both systemic
barriers and cultural norms within the cybersecurity
sector
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13. What strategies or initiatives do you think could effectively address the glass celling
phenomenon and promote gender equity in cybersecurity career progression?

30 responses

Mentorship and Sponsorship
programs

Diversity and inclusion initiatives

Equal opportunities for
advancement

21 (70%)

20 (66.7%)

22 (73.3%)

14. what are the other challenges that you face as a women working or educating in the field of

cybersecurity?
30 responses

Gender discrimination

Lack of support

Work life balance

Policy Suggestions:

1. Establish Gender Diversity Targets: Implement
policies requiring cybersecurity organisations to set
specific gender diversity targets and publicly report
progress towards achieving them.

2. Promote STEM Education for Girls: Develop
initiatives to encourage girls to pursue STEM
education from an early age, including targeted
outreach programs, mentorship opportunities, and
scholarships.

3. Revise Recruitment Practices: Implement
gender-neutral language and blind recruitment
processes to mitigate bias in hiring and promote
equal opportunities for women in cybersecurity
roles.

4. Create Inclusive Work Environments:
Implement policies and practices that foster
inclusive workplace cultures, such as zero-

21 (70%)

19 (83.3%)

17 (66.7%)

tolerance  policies for  discrimination and
harassment, flexible work arrangements, and
parental leave policies.

5. Offer Professional Development Opportunities:
Provide training, mentorship, and leadership
development programs specifically tailored to
women in cybersecurity to support their career
advancement and retention.

6. Establish Employee Resource Groups: Create
employee resource groups or affinity networks for
women in cybersecurity to provide support,
networking opportunities, and advocacy within
organizations.

7. Collaborate with Educational Institutions:
Partner with schools, colleges, and universities to
develop cybersecurity curriculum that is inclusive
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and accessible to women, and provide guest
lectures, internships, and job placement programs.

8. Promote Female Role Models: Highlight the
achievements and contributions of women in
cybersecurity through public recognition, awards,
and visibility campaigns to inspire the next
generation of female professionals.

9. Offer Returnship Programs: Develop returnship
programs for women re-entering the cybersecurity
workforce after a career break, providing training,
mentorship, and support to facilitate their
transition.

10. Support Entrepreneurship: Provide funding,
resources, and  mentorship  for  women
entrepreneurs in cybersecurity to start and grow
their own businesses, fostering innovation and
diversity in the industry.

11. Invest in Research: Allocate funding for
research on gender disparities in cybersecurity and
the effectiveness of interventions, informing
evidence-based policy decisions and best practices.
12. Engage Male Allies: Encourage male allies to
actively support gender diversity initiatives and
advocate for women's inclusion and advancement
in cybersecurity through mentorship, sponsorship,
and allyship programs.

13. Promote Work-Life Balance: Implement
policies that support work-life balance, such as
flexible schedules, remote work options, and
childcare support, to attract and retain women in
cybersecurity roles.

14. Address Wage Inequality: Conduct regular pay
equity audits and address wage gaps between men
and women in cybersecurity roles, ensuring equal
compensation for equal work.

15. Expand Access to Networking Opportunities:
Provide women in cybersecurity with access to
networking events, conferences, and professional
associations to facilitate connections, mentorship,
and career development.

16. Encourage Cross-Sector Collaboration: Foster
collaboration between cybersecurity organizations,
government agencies, non-profits, and academia to
share best practices, resources, and initiatives for
promoting gender diversity.

17. Incorporate Diversity Training: Integrate
diversity, equity, and inclusion training into
cybersecurity  education and  professional
development programs to raise awareness of
unconscious bias and promote inclusive behaviors.
18. Promote Gender-Responsive Policy Making:
Ensure that cybersecurity policies and initiatives
consider the unique needs and perspectives of
women, including their safety, privacy, and
participation in decision-making processes.

19. Provide Accessible Role Models: Create
platforms for women from diverse backgrounds
and experiences to share their stories and insights,
providing accessible role models and inspiration
for aspiring women in cybersecurity.

20. Monitor and Evaluate Progress: Establish
mechanisms to monitor and evaluate the
effectiveness of gender diversity initiatives in
cybersecurity, regularly reviewing progress,
identifying challenges, and adapting strategies as
needed to achieve meaningful change.

V. CONCLUSION:

The cybersecurity industry plays a vital
role in protecting organizations and individuals
from cyber threats in an increasingly digital world.
However, the industry faces significant challenges,
including a critical shortage of skilled professionals
and a persistent gender gap. Efforts to address these
challenges are essential for enhancing the industry's
effectiveness and  resilience in  combating
cybercrime.

One of the key challenges facing the
cybersecurity industry is the shortage of skilled
professionals. Despite efforts to recruit and train
new talent, the demand for cybersecurity
professionals continues to outpace supply, leading
to unfilled positions and increased vulnerability to
cyber threats. Closing the cybersecurity skills gap
requires a concerted effort from industry
stakeholders,  educational institutions, and
policymakers to expand training programs,
promote STEM education, and attract a diverse
pool of talent to the field.

Another significant challenge facing the
cybersecurity industry is the gender gap, with
women significantly underrepresented in the
workforce. Gender inequality, cultural norms, and
biases in recruitment and workplace practices
contribute to this disparity, limiting the industry's
ability to benefit from diverse perspectives and
talent. Addressing the gender gap in cybersecurity
requires systemic changes to promote inclusivity,
diversity, and equal opportunity for women in the
field.

Efforts to promote gender diversity and
inclusion in cybersecurity must begin at an early
age, with initiatives to encourage girls to pursue
STEM education and careers. By providing
mentorship, support, and opportunities for skill
development, we can empower more women to
enter and succeed in cybersecurity roles.
Additionally, addressing biases in recruitment and
workplace practices is essential for creating a more
equitable and inclusive environment where women
can thrive.
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