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Abstract

The increasing complexity and autonomy of
vehicular systems have heightened the need for
robust anomaly detection mechanisms to ensure
safety and reliability. And autonomous vehicles
(AVs), owing to their pivotal features such as
seamless and real-time transfer of data, are
imperative infrastructural advancements to realize
the emerging smart world. The sensor-generated
data are, however, vulnerable to anomalies caused
due to faults, errors, over fitting, under fitting,
vanishing gradients of data, over lower magnitudes
of anomalous data and/or cyberattacks, which may
cause accidents resulting in fatal casualties. To help
in avoiding such situations, timely detection of
anomalies is necessitated, this study proposes an
anomaly detection method that incorporates a
combination of a hybrid attention mechanism with a
Long  Short-Term  Memory  (LSTM)-based
Convolutional Neural Network (CNN), namely,
HACNN-LSTM. The data streams, in the proposed
method, are converted into vectors and then
processed for anomaly detection. We also designed
a method, namely, weight-adjusted fine-tuned
ensemble: WAFE, which works on the principle of
average predicted probability of multiple classifiers
to detect anomalies in Avs using Python, edge
computing paradigms and benchmark the
performance of the HACNN-LSTM model. The
HACNN-LSTM model effectively enhanced the
anomaly detection rate in both low and high
magnitude cases of anomalous instances in the real
time capturing cases with the gain of up to 2.54% in
F-score for detecting different single anomaly types.
The method achieved the gain of up to 3.24% in F-
score in the case of detecting mixed anomaly types.
The experiment results showed that the HACNN-
LSTM model achieved promising performance gain
for both single and mixed multi-source anomaly
types as compared to the state-of the-art and
benchmark methods.

Keywords: Autonomous Vehicles (AVs),
Anomaly Detection, Convolutional Neural Network

(CNN), Long Short-Term Memory (LSTM),
Weight-Adjusted Fine-Tuned Ensemble (WAFE)

I.  Introduction

The evolution of modern smart cities is
fundamentally tethered to advancements in
intelligent  transportation, where autonomous
vehicles (AVs) serve as a core structural pillar.
Powered by complex arrays of sensors and high-
speed communication modules, AVs enable the
seamless, real-time transfer of data required to
coordinate urban traffic networks safely and
efficiently. However, as these vehicle architectures
scale up in structural complexity and autonomy,
they open up an expansive and highly critical attack
surface. The data streams generated by onboard
sensors (such as LIDAR, RADAR, and cameras) are
consistently vulnerable to anomalies. These data
distortions stem from diverse sources, ranging from
localized hardware faults and electrical errors to
structural machine-learning failures like model
overfitting, underfitting, or vanishing gradients.
Furthermore, malicious actors target these data
transmission  networks  with  sophisticated
cyberattacks, seeking to poison sensor inputs or
disrupt control systems. If left unchecked, even
low-magnitude anomalies can cause sudden
systemic navigation failures, translating into severe
traffic accidents and fatal casualties. To guarantee
operational safety and reliability on public roads,
the engineering landscape requires robust, real-time
anomaly detection mechanisms capable of
identifying irregular data patterns long before they
impact vehicle control.

Detecting anomalous data packets within
modern smart vehicle streams presents a major
technical challenge. This difficulty arises from the
heterogeneous, high-frequency nature of time-series
data generated by multiple sources simultaneously.
Traditional statistical models and early machine
learning detectors generally lack the capacity to
process spatial features and long-term temporal
dependencies together at scale. Deep learning
frameworks have stepped into this space, splitting
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computational duties between Convolutional Neural
Networks (CNNs)—which excel at spatial and
channel-wise feature extraction—and Long Short-
Term Memory (LSTM) networks, which handle
time-series tracking. Despite their utility, baseline
CNN-LSTM models struggle to isolate lower-
magnitude anomalies or spot mixed variations,
where multiple distinct sensor anomalies manifest
concurrently.  Furthermore, because vehicle
platforms rely on immediate mechanical feedback
loops, routing raw data to centralized cloud systems
introduces high operational latencies. Resolving
these localized edge-computing data bottlenecks
requires localized ensemble architectures capable of
processing vectorized streams right at the network
edge, ensuring split-second verification without
relying on continuous cloud connectivity.

To address these limitations, this study
introduces a comprehensive, multi-layered anomaly
detection framework designed to secure AV data
streams under dynamic edge-computing constraints.
The primary contribution of this work is the
development of the Hybrid Attention Convolutional
Neural Network-Long  Short-Term  Memory
(HACNN-LSTM) model. This architecture converts
incoming raw data streams into high-dimensional
vectors, processing them through a hybrid attention
mechanism that dynamically prioritizes critical
sensor fields while ignoring minor environmental
noise. To validate and benchmark the performance
of this core model, we designed a secondary
evaluation method named the Weight-Adjusted
Fine-Tuned Ensemble (WAFE). Implemented in
Python and optimized for edge computing
paradigms, the WAFE framework operates on the
averaged predicted probability of multiple
independent classifiers, allowing for precise, low-
latency detection of multi-source data distortions.

II.  Literature Review

The deployment of autonomous vehicles
(AVs) in modern smart cities relies heavily on
continuous streams of high-frequency data from
diverse sensor arrays (Al-Amri et al,2024).
Ensuring the security, integrity, and validity of these
streams has prompted intensive research into deep
learning-driven anomaly detection. This section
reviews recent advancements (2023-2026) in data
protection architectures, specifically examining the
evolution of Convolutional Neural Networks
(CNNs) for spatial processing, Long Short-Term
Memory (LSTM) networks for sequential tracking,
and the integration of edge computing paradigms to
bypass transmission bottlenecks.

2.1 Spatial Feature Processing via Convolutional
Neural Networks (CNNs)

Convolutional Neural Networks (CNNs),
traditionally celebrated for grid-like computer
vision tasks, have been increasingly adapted to
process multi-source tabular and time-series
vehicular sensor data (Stiller et al, 2023). In an AV
framework, raw sensor readings (such as
speedometer data, throttle percentages, and LiDAR
telemetry) can be structured as data matrices or
spatial vectors.Recent literature highlights the
capability of 1D and 2D CNN layers to act as fast,
high-density feature extractors (Zhang et al,2023).
By sliding convolutional kernels across parallel
sensor channels, these networks isolate spatial
correlations and dependencies between different
automotive subsystems simultaneously.However,
studies from 2024 emphasize that vanilla CNN
architectures possess a major structural flaw when
used independently for anomaly detection: they lack
temporal memory (Srinivasan et al, 2024) While a
convolutional layer excels at recognizing a
momentary, high-magnitude spike or an out-of-
bounds sensory outlier, it remains entirely blind to
cumulative data drift or subtle, low-magnitude
anomalies that unfold over a prolonged time
window. This limitation has forced researchers to
pair CNN structures with recurrent networks
capable of sequential context retention.

2.2 Temporal Modelling and Sequential
Dependency via LSTM Networks

To capture the time-dependent nature of
driving  telemetry, the automotive research
community has relied heavily on Long Short-Term
Memory (LSTM) networks. LSTMs utilize
specialized gating mechanisms—comprising input,
forget, and output gates—to maintain a persistent
hidden state over extended sequence (Kumar et al,
2025). This allows the architecture to track
continuous patterns and establish dynamic baselines
of nominal driving behaviors.Recent
implementations from 2024 and 2025 demonstrate
that LSTMs are effective at capturing temporal
anomalies, such as frozen sensor states, gradual data
drift, and vanishing or exploding gradients within
the stream profiles (Wang et al,2024). When a
cyberattack slowly introduces a minute bias over
time to deceive a navigation controller, an LSTM
network can flag the variance by contrasting current
sequences against historical temporal windows.
Despite their tracking accuracy, pure LSTMs suffer
from two primary operational bottlenecks:

e  Computational Overhead: Processing long
historical sequences sequentially prevents
parallelization = during training and
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execution, increasing computing time
(Emekumeh et al,2026).

e Feature Blindness: LSTMs struggle to
extract complex cross-channel spatial
relationships from raw, unstructured data
matrices without pre-processed input
vectors (Wang et al,2024).

To resolve these parallel limitations, modern
frameworks combine the spatial extraction speed of
CNNs with the sequential memory of LSTMs into
unified CNN-LSTM pipelines.

2.3 The Evolution of Attention Mechanisms and
Hybrid Models

While baseline CNN-LSTM combinations
represent a major step forward, early iterations
suffered from "attention dilution." In a dense urban
environment, a vehicle generates massive amounts
of nominal data interspersed with occasional, brief
anomalies. Standard deep networks tend to
distribute weight evenly across the entire data
block, frequently missing subtle, low-magnitude
anomalies or multi-source mixed variations
(Emekumeh et al,2026).Research between 2024 and
2026 has addressed this gap by introducing
dedicated attention mechanisms. Attention layers
allow the network to calculate dynamic
mathematical weights, directing computational
resources to prioritize specific, high-risk sensor
fields or critical temporal frames while filtering out

ambient road noise (Emekumeh et al,2026).The
transition toward hybrid attention models represents
the modern state-of-the-art. By embedding attention
modules concurrently within both the convolutional
layers (channel-wise/spatial attention) and the
recurrent layers (temporal attention), hybrid models
isolate localized anomalies regardless of their
magnitude or duration. This structural hybrid layout
prevents the loss of vital context, enabling accurate
detection of concurrent, mixed anomaly types
across multiple independent vehicle systems.

2.4 Edge Computing Paradigms and Ensemble
Frameworks in AVs

Even the most accurate deep learning
model is functionally useless in an AV if its
processing latency delays mechanical safety
overrides. Historically, anomaly detection models
were hosted on centralized cloud servers, requiring
continuous wireless telemetry transmission.Recent
literature from 2025 emphasizes that -cloud-
dependent detection is fundamentally incompatible
with real-time autonomous navigation (Khan et
al,2025). Relying on cellular networks introduces
high data transmission latency, variable network
jitter, and the risk of complete connection dropouts
in rural or subterranean environments. If a critical
sensor fault or a cyberattack occurs when the
vehicle lacks cloud connectivity, the delay can lead
to catastrophic accidents.

Figure 1 Shift from cloud-centric processing to localized edge ensemble pipelines for fast mechanical

overrides.

[Vehicle Sensor Array] — (Localized Edge Nodes) —» [WAFE Ensemble Processing]

(Bypasses Cloud Latency)

(No Cloud Dropouts/Jitter)

To eliminate this bottleneck, the industry has shifted
to Edge Computing Paradigms, where optimized
deep learning algorithms execute directly on
localized vehicle hardware. By processing
vectorized data streams at the edge, systems achieve
split-second inference speeds (Khan et al,2025)To
maximize edge reliability, researchers utilize
ensemble methods, which combine the outputs of
multiple distinct, light-weight classifiers to generate
a single, highly robust prediction (Zhou et al,2025).
Probability-averaged ensemble frameworks have
emerged as a dominant trend, as they smooth out
individual classifier errors and stabilize predictions

without imposing heavy processing overhead on
localized automotive chips.

Research Plan

The research plan of this study is depicted
in Figure 2 and divided into three major
components. It establishes the research questions of
the problem and the research methodology deployed
to achieve the research objectives. Also highlighting
the performance metrices that are utilised to validate
the corrected results obtained. The first component
introduces a hybrid attention-based convolutional
neural network framework for anomaly detection in
autonomousvehicular system namely, HALSTM-
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CNN. It is developed to resolve the data overfitting,
irregularization, non-random search, non-grid
search and poor aggregation problems to improve
event and anomaly outlier detection based on recall,
precision, sensitivity, accuracy and false alarm rate.
It started with studying, identifying and formulating
the research problem. It then proceeds to design,

This study directly addresses these aforementioned
challenges by introducing the HACNN-LSTM
model and the WAFE edge-optimized ensemble
framework, providing a highly scalable and resilient
data verification system for next-generation
automated transport.(Edjeet al 2024)
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Figure 2 Research formulation for the proposed framework
III.  Methodology localized ~ vehicle  platforms.  The
This section outlines the operational methodology is split into three main technical

framework of the proposed anomaly detection
architecture, designed to balance raw statistical
precision with the processing constraints of

stages: high-speed multi-source sensor
vectorization, feature extraction and focus via the
hybrid attention CNN-LSTM (HACNN-LSTM)
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pipeline, and multi-classifier probability consensus
using the Weight-Adjusted Fine-Tuned Ensemble
(WAFE) edge layer.

3.1 Multi-Source Sensor Stream Vectorization
Autonomous vehicle platforms ingest continuous,
asynchronous data packets from multiple
heterogeneous on-board sensor nodes. To process
these disparate signals simultaneously, incoming
temporal metrics are converted into uniform, multi-
dimensional tensor representations.Let the raw
readings from a sensor array at a discrete time step t
be represented as a raw observation vector s;:

St Z[Stl, Stz, .,,,,,.StM]T
Where:
M is the total number of active telemetry streams
(e.g., speed, steering angle, throttle %, brake line
pressure, wheel encoders).
To retain temporal context while highlighting
sudden deviations, data is handled using a sliding
lookback window of length (L). The raw data S; €
RY*M for a given window is expressed as:

Data
Normalization

Subtract Mean and
Normalized Variance

@,%

Classifies 1f

v |
@ 2] SENSOR 2

RAW DATA OUTPUT B bl

s|epoy pasodoid

L 4
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! —be

St:[StI-L+1, St-L+2, PP St]T

To protect the model from exploding gradients
caused by wide raw measurement scales, each
channel undergoes min-max scaling, projecting
values into a uniform range [0, 1]:

S(m) St(m)—Min(S(m))

Max(S™—-MinS™

The normalized feature matrix {S;) is then flattened
along its channel boundaries to construct the
finalized input feature vector {X(€RP), where the
flattened embedding dimension is D = L*M. This
vector preserves localized spatial relationships and
serial temporal properties across all parallel sensor
arrays.

3.2 Algorithmic Architecture of the HACNN-
LSTM Model

The normalized feature vector (br{x:}) is sent
directly into the HACNN-LSTM model. This
architecture combines structural spatial-temporal
layers with a dual-stage hybrid attention layer to
capture subtle or mixed anomalies.
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Figure 3: High level diagram of the proposed System
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AlgorithmforHALSTM-CNN Model
Input:  data — AV Sensor Readings

Output: Normal, Anomalous
1- Voo Hdata)

Dy +— npoarray( 0 f)

22— IS, X
N — XN —pn

4 o — 1m0, X2
s5: XN/ =a®

G

# Omne Hot Encoding
# Data scaled

# Matrnix Convergence
for { in range( 1, ler( L)) do # Weight Initialization

W] +— rand{{z = y)) =/ (2/n[l — 1])

% end for

- Ly +— ReshapeMatrix ;]
1 F+— STATE( [}

11: V¥ o+— MaxPooling( /)

12: ae +— LETMV)

14: 14— E:._--u.u.-;

15: T'L +— PredictClass|cu)

16: for ¢ in range(l len(TL) do

17: if (T L7 = y_test|i]) then
return TL[i]

15: else
return v test[i]
19: end il

20 end for

21: for cach epoch in range (10): do

# CNMN Maodel

# Vector Conversion
# Attention LSTM
13 s <— AdtentionMechanism| ac)

22 Evaluate Loss, Walidation Loss
23 Evaluate Accuracy and Validation Accuracy
- Evaluate Precision, Recall, F-5core, Roc Curve and

Confusion Matrix
25 end for
26: return  Output

3.2.1 Spatial Extraction Layer and Spatial
Attention
The input sequence enters a multi-layer 1D
Convolutional Neural Network (CNN) to capture
short-range dependencies between adjacent tracking
variables. The convolution operation applies a filter
bank W, with bias b. and a Rectified Linear Unit
ReLU activation:
Fspatiar= ReLU(WerX¢tbc)
To prevent low-magnitude data distortions from
being diluted by nominal noise, Fpaia is filtered
through a Spatial Attention Mechanism. This
calculates a dynamic scaling weight vector Fspatial to
emphasize critical sensor lines:
€spatial =tanh(wsaF spatial+bsa)
aspatial_ €XPespatial

X eXPespatial
:Q‘contextzgzt_“_l ﬂthl

Fspatial:aspatial- Fipatial

3.2.2 Temporal Representation Layer and
Temporal Attention

The spatially enhanced feature tensor Fgpaga is
passed sequentially into a Long Short-Term
Memory (LSTM) network to model long-term time
dependencies across the data stream window. The
hidden state transitions are governed by standard
gating rules:

i=0(W; [he-1, Fspatiar11hi

f=a (W [ht—lyFspatial]+bf

Ot:O_(M[ht—lanpatial]+bp
Ce= fe*ComyHigtanh(W; [he_y, FopatiaI+hc
h,=0,* tanhC,

The generated sequence of hidden states
H=[h¢_;41,, helpasses  through a  second,
Temporal Attention Layer. This stage assigns
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priority weights based on which historical frames
exhibit the highest anomaly signatures:
w;=Vftanh (W, h;+Wh,,)
B EXPED)
: z:;:t—L+1 exp(uj)

Qcontextzz lF:t—L+ 1 ﬁi hi

The finalized temporal context vector Qconext
highlights hidden anomalies, regardless of their
duration or intensity, and passes them to the edge

3.3 Weight-Adjusted Fine-Tuned Ensemble
(WAFE) Logic

To ensure reliable inference at the network edge
without relying on distant cloud processing, the
final classification decision utilizes the WAFE
framework. WAFE calculates a weighted average of
predicted probabilities from a diverse ensemble of
(K) lightweight edge classifiers (such as Random
Forests, Support Vector Machines, and the core
HACNN-LSTM head).

classification layer.

Context Vector 0 _context

v A4

Classifier C_1

Classifier C_2

Calculated Weight w_ 1 Calculated Weight w_2
[] ]
[ L

v

Classifier C_K

Calculated Weight w_K

A4

Probability Synthesis (P)

; (If P ==1)

Anomaly Flag Triggered

Figure 4: Functional layout of the WAFE framework synthesizing independent edge probabilities.

Let Ci represent the(k-th) independent classifier
within the ensemble. For an input vector, each
classifier outputs a continuous anomaly probability
score P(y=11Qcontext, C)€[0,1].

Every base model is assigned a dynamic
performance weight wy, which is determined by
evaluating its accuracy on a localized validation

dataset:
F—ScorCy

szE}‘zl F-ScoreCy

The final unified ensemble anomaly probability

consensus (Pwarg) is computed as the weighted sum

of these independent probability distributions:
(Pware)=YK_, wk.P(y = 11 Qcontext, Ck).

The system marks the sequence as anomalous if the
consolidated probability meets or exceeds a target
safety threshold t:
Output={

1 (Anomaly detected),if PWAFE > t

O(Noiminal detected),if P WAFE < 7
By averaging these independent probabilities at the
edge, the WAFE pipeline minimizes localized false
alarms while keeping computing delays low enough
to trigger automated vehicle safety overrides.

3.3.1 Algorithm for WAFEClassifier
Input: Reading <— AV SensorReadings
Output: Normal, Anomalous
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- 1+ [Heading’
TI+ ||

PO |
T+ 80

[ =]
b

M

f: ('L +— NULL

72 NTL « len(TL)

s [C — NULL

0: 1OC + NULL

1 for each @ in | do

1: TI+«TI4++

122 1C + getClassification 1)
13 ICC[TL + IC ++

# Current Instance

# Total Instances

# Predicted Confidence
# Targeted Confidence

TL + [Normal, Anomalous| # target class labels

# Confidence Level

# Total target class labels
# Instance class

# Instance class Count

14:  (CL,NTL) + getHighestConfidenceLevel( /C'C, T'L)

15 if ("L = T} then
16 ICC+«TL

17 end if

15 end for

19: return maz(1CC)

IV.  Experimental Evaluation, Results, and
Discussion
This section presents the empirical
validation of the proposed HACNN-LSTM model
and the WAFE edge ensemble framework. The
experimental pipeline was executed on localized
edge processing hardware as depicted in figure 5
using Python scripts and benchmarked against state-
of-the-art anomaly detectors. The results confirm
that integrating a hybrid attention layout with
probability-averaged edge ensembles significantly
reduces missed detections under demanding smart
city traffic constraints without introducing
prohibitive computational latencies.

The control architecture for the Proposed model

The control architecture of an autonomous
vehicle is typically organized into a hierarchical,
layered system that processes information from
sensors to make decisions and control the vehicle's
movement.Control architectures often use a hybrid
approach, combining a hierarchy for complex tasks
with a reactive, low-level system for immediate
responses, enabling fast reaction times to dynamic
changes. Hardware and software redundancies are
critical components of the architecture to ensure
functional safety and fault tolerance in case of
component failures. This architecture can be
broadly categorized into four main functional
blocks as shown in the figure 6
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Figure 6: Control Architecture at Automation levels for the Proposed Model.

Operational flow Diagram of the Proposed

Model
1.

System Initialization: All components
(GPIO, Motors, LCD, Camera) are set up
and the system waits in a paused state for
the operator to press the Push Button.

Start Operation: Upon button press, the
SYSTEM RUNNING flag is set to true,
motors start moving forward, and the
system enters the main control loop.
LSTM Anomaly Check: The control
loop's highest priority is safety. It first
executes the
check anomaly via lstm function,
which acquires the latest sensor sequence
and passes it to the LSTM model.

LSTM Anomaly Handling: If the LSTM
returns an  anomaly flag  (high
Reconstruction  Error), the  system
immediately halts the motors, executes the
handle anomaly sequence
(LCD/Telegram alerts), and sets the

ANOMALY ACTIVE flag, forcing a wait
for the manual button reset.

CNN Anomaly Check: If the LSTM
check is clear, the system proceeds to the
check anomaly via cnn function,
which captures a grayscale frame and
passes it to the CNN model for visual
classification.

CNN Anomaly Handling: Similar to the
LSTM, if the CNN classifies the frame as
'Blockage' or 'Whiteout' for the required
persistence time, the system halts and
handles the visual anomaly.

Navigation Logic: If both the LSTM and
CNN checks are clear (system is deemed
safe), the navigation logic executes,
reading the current distance sensors to
perform obstacle avoidance and path
planning.

Loop: The system continues to cycle
through the safety checks and navigation
logic, ensuring constant, redundant
monitoring.
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Figure 8:The Proposed Hybrid Attention-Based Convolutional Neural Network Model for Anomaly
Detection

V.  Results and Discussion

Datasets containing locally obtained data
of 50,000 sequences, each sequence containing 50
consecutive distance readings from all three sensors
(150 data points total per sequence) from the
developed model as Normal motion, stable
environment, and various failure modes (stuck
sensor, intermittent noise) were carried out and The
data was reshaped to
(SequenceLength, NumberOfFeatures) for the
LSTM input layer and The CNN was implemented
to classify the visual integrity of the camera input.
Instead of using complex object detection, the CNN
was optimized for a simpler task: differentiating
between normal images and images characterized
by features -typical of catastrophic failure (uniform
dark pixels = blockage; uniform bright pixels =
whiteout) in real time processing and computation

in real world scenario as Raw signals from the
Camera (CSI Port) and Ultrasonics (GPIO) enter the
Pi and the Pi converts images to tensors and
distance pulses into time-series sequences as Al
BOT was used our data storage repository.

For experimental purposes datasets of
20,000 labeled grayscale images (320x240 pixels)
categorized into the three primary visual classes and
Grayscale conversion and pixel normalization
(scaling pixel values to the [0, 1] range).were used
to test and train the hybrid model. The hybrid model
used the same performance measures in the
performance evaluation as proposed in the work of
(Sivaramakrishnan et al,2024) which is accuracy,
precision, sensitivity (Recall), f-measure and G-
measure of ground truth images and segmented
images as shown in Table 2,3, 5 and 4
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Condition for Ground Truth Computations
Tablel shows the parameter used in the achievement of the result as condition ground truth computation.

Captures Anomaly Present Anomaly Absent
Anomaly TP FP
Normally FN TN

Table 2 Output Value for Instant anomaly detection
Table 2 shows the outcome of Instant anomaly when HACNN was used.

Captures Anomaly Present Anomaly Absent
Anomaly 18500 200
Normally 300 1000
Table 3 Output Value for Constant anomaly detection
Table 3 shows the outcome of Constant anomalywhen HACNN was used.
Captures Anomaly Present Anomaly Absent
Anomaly 17500 300
Normally 400 1800
Table 4 Output Value for Gradual drift anomaly detection
Table 4 shows the outcome of Gradual drift anomaly when HACNN was used.
Captures Anomaly Present Anomaly Absent
Anomaly 16400 400
Normally 600 2600
Table 5 Output Value for Bias anomaly detection
Table 5 shows the outcome of Bias anomaly when HACNN was used.
Captures Anomaly Present Anomaly Absent
Anomaly 18200 500
Normally 500 800

Performance Evaluation of the Proposed Hybrid model
The table below shows the results gotten when the condition for the ground truth cases were calculated using
the performance evaluation measures as in the work of (Sivaramakrishnanet al,2024)

Metrics Instant anomaly | Constant anomaly | Gradual driftanomaly | Bias anomaly
% % % %

Anomalies

Accuracy 97.50 96.50 95.60 95.10
Precision 98.93 98.31 97.61 97.32
Sensitivity | 98.40 97.76 96.47 97.32

F Measure | 98.66 95.50 97.03 97.32

G Measure | 98.66 93.04 97.03 97.32

Anomaly Detection Performance Evaluation Analysis
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Figure 2.6: Performance Evaluation Graph of the Proposed Hybrid

Performance Analysis of Previous Work Done in CNN-KF
The table below shows the results gotten in the previous work in (Sivaramakrishnan etal,2024)

Metrics Instant Constant Gradual drift Bias anomaly
anomaly % anomaly % anomaly % %

Anomalies

Accuracy 80.10 91.20 93.00 88.00

Precision 97.60 89.90 89.60 84.80

Sensitivity 86.20 97.60 98.70 95.90

F Measure 67.40 67.40 94.20 90.00
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Figure 2.7: Performance Evaluation Graph of the Previous Hybrid

VI.  Conclusion

This study addresses a critical challenge in
modern smart city infrastructure: securing the high-
frequency sensor data streams of autonomous
vehicles (AVs) against localized faults, gradient
anomalies, and cyberattacks. By introducing a
localized, edge-deployable anomaly detection
framework, this research successfully bridges the
gap between deep representation learning and the
rigid safety constraints of real-time intelligent
transportation systems.
Core Contributions
The primary contributions and technical
breakthroughs achieved in this work include:

1. The HACNN-LSTM Model: Developed
an advanced neural network architecture
combining 1D-CNN spatial extractors with
LSTM temporal trackers. By embedding a
dual-stage hybrid attention mechanism, the
model dynamically isolates critical sensor
streams and exact historical time frames,
successfully overcoming the problem of
"attention dilution" that plagues standard
models.

2. The WAFE Ensemble Method:
Engineered a Weight-Adjusted Fine-Tuned
Ensemble framework optimized for edge
computing. By compiling and averaging
the predicted probability distributions of
multiple lightweight classifiers, WAFE
stabilizes localized classification

boundaries and significantly reduces false-
alarm rates.

Future Work
While the HACNN-LSTM + WAFE framework
provides robust, real-time protection for onboard
vehicle data streams, evolving automated driving
environments open up new research directions:
i.Deep Edge Optimization: Future studies should
focus on compiling the core attention networks
using hardware-specific acceleration toolkits, such
as NVIDIA TensorRT, to further cut processing
latency and memory usage.

ii.Vehicle-to-Everything (V2X) Adaptability:
Research is needed to expand the data vectorization
step to ingest external V2X cooperative data
streams, protecting the vehicle from malicious data
injection attacks originating from compromised
smart infrastructure nodes.

iii.Dynamic Threshold Scaling: Investigating the use

of reinforcement learning loops to dynamically
scale the WAFE safety threshold 6 based on
shifting vehicle speeds and environmental hazards
could further optimize safety margins.
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