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ABSTRACT 
With the rapid development of internet of things 

(iot) devices, the frequency and intensity of cyber 

attacks is increasing. Recently, Denial of Service 

(DoS) and distributed denial of service (DDoS) 

attacks have been reported to be the most common 

attacks against iot networks. Firewalls, intrusion 

detection systems, and traditional security solutions 

cannot detect DoS and DDoS attacks because they 

usually filter both and block traffic according to the 

rules listed first. But these solutions can be 

effective and efficient when combined with 

artificial intelligence-based technology. 

In recent years, deep learning models, especially 

neural networks, have received great attention due 

to their excellent performance in image processing. 

The capability of this convolutional neural network 

(rnn) model can be used to identify complex DoS 

and DDoS and other attacks. Therefore, in this 

study, we propose a method for analysing network 

data containing negative data and training the RNN 

state model, which is a form of neural network 

data. 

In case of dual deployment, the plan achieves 

99.99% accuracy in DoS and DDoS detection. In 

addition, the proposed method achieved an 

accuracy of 98% in identifying various DoS and 

DDoS attack patterns, which is higher compared to 

the latest technology. 

Keywords: DoS, DDoS, IoT, IoT Security, IoT 

Devices, Machine Learning, Neural Network, 

RNN. 

 

I. INTRODUCTION 
The Internet of Things (IoT) is a network 

of interconnected sensors and actuators is 

connected to the internet allowing them to send and 

receive data from the authenticated devices. Some 

major advantages of using IoT is we can empower 

our computers to gather information about 

environment without depending on human and by 

processing the data received we can decrease the 

effort, loss, and cost. The Internet of Things allows 

for communication between the physical world and 

the digital world. The digital world interacts with 

the physical world through sensors and actuators. 

These sensors collect data that must be stored and 

processed in secure environment. The Data 

processing can take place at the edge of the 

network or at a remote server or cloud. Internet of 

Things offers various benefits to organizations 

which encourage companies to have different 

approaches to their business and gives them 

necessary tools to business growth. It is most 

widely used in manufacturing, transportation, home 

automation industries, agriculture, infrastructure 

and .IoT provides in field of agriculture by 

measuring physical quantity like humidity, soil 

content, and temperature, automate forming 

techniques with the help of sensors. IoT can be 

used in home automation to manipulate and 

monitor mechanical and electrical systems in a 

building which would help to reduce waste and 

energy consumption on a broader scale in cities. 

IoT can be used in various industries, including 

businesses within healthcare, finance, retail and 

manufacturing. These are the benefits which lead to 

mass consumption of IoT device in the world right 

now. In IoT threats, security requirements, 

challenges, and the attack vectors pertinent to IoT 

networks [1]. This proposed architecture involves 

the creation of vulnerability scanner tool for IoT 

device which can be run in the system to detect 

vulnerability. The configuration of the IoT devices 

, which can lead to Brute force attack and with the 

help of attacks script we are able to find out if there 

are any open ports which could be used to exploit 

the system and also perform Dos & DDoS attack to 

check if the system is vulnerable for it. Once the 

scan is complete a detailed report is sent to the 

authenticated user Email. 
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The principle of the Internet of things 

depends on the abundance of many vital 

components, which are smart devices supporting 

the Web to harness them to process data, sensors, 

and communication devices of various kinds to 

collect data from the private environment and 

transmit it to its beneficiaries. Connect all internet 

devices to individual sensors to attract data and 

web-supported tools. Possible to track the 

movement of the individual daily over the Internet 

and find out what he is doing. Moreover, obstruct 

his work and get information through DDOS 

attacks. The simple example of this method is to 

continue pressing the ENTER button on a terminal 

that has not yet logged in to the login network to a 

particular type of IWAN or workstations. The 

reason that this method cans a denial-of-service 

attack method is that the input button often initiates 

a routine to identify the tool within the operating 

system. This habit is usually of high 

implementation priority. By continuing to press this 

button, there is a high demand for the processing 

needed to identify the tool (the keyboard in this 

case), resulting in 100% of the processor's power 

be consumed and unable to receive additional 

processing requests. This causes paralysis in the 

operating system, which does not usually have the 

intelligence to distinguish between legitimate entry 

requests and abusive entry requests. In this case, 

there is no mechanism to respond to this attack. 

Another method of this type of attack is the 

targeting of other fixed resources in infrastructure, 

such as SYN dumping attacks.  

 

TABLE 1 includes some obvious vulnerability for 

IOT layer. 

IOT layer Vulnerability 

Physical Layer. Malicious code injection. 

Software layer DDOS attack 

Network layer Traffic Analysis 

TABLE 1: The most common types of 

vulnerability IOT layer [2]. 

 

II. LITERATURE REVIEW 
2.1 DDoS Attack 

Denial of service (DoS) attacks and 

distributed denial of service (DDoS) attacks have 

been reported as the most common attacks on IoT 

devices and network [3]. A DoS attack is a 

malicious attempt done by an attacker using a 

single source to make a service or network 

resources inaccessible to legitimate users. When a 

DoS attack is launched using multiple distributed 

sources, it is called a DDoS attack. The DoS and 

DDoS attacks are increasing rapidly both in 

frequency and intensity with an average of 28.7K 

attacks per day [4], [5]. Recently, Neustar’s report 

of cyber threats and trends [6] revealed that the 

DDoS attacks have been increased 200% in 

frequency while 73% increased in volume during 

the first six months of 2019 as compared to the 

same period in 2018 [7]. Fig. 1 depicts the surging 

trend of DDoS attacks as anticipated in Cisco’s 

annual Internet report, 2018–2023 [8]. It can be 

observed that by 2023, the total count of DDoS 

attacks would become double, i.e., 15.4 million as 

compared to 2018. Hence, there is a crucial need 

for developing such solutions which can effectively 

detect and devastate the DoS and DDoS attempts. 

So far, firewalls, intrusion detection systems (IDS) 

and intrusion prevention systems (IPS) are used as 

major security shields to protect the IoT devices 

and network from the cyber attacks. However, the 

traditional firewalls, IDS and IPS cannot defend 

against the complex DDoS attacks, [9]–[11] as 

most of them filter the normal and suspicious 

traffic based upon the static predefined rules. 

However, the IDS and IPS that filter the intrusive 

attempts using artificial intelligence (AI) 

techniques are more reliable and effective as 

compared to the static predefined rules. 

The traditional IDS use signatures or deep 

packet inspection (DPI) techniques for detecting 

malicious activities in the network. These 

techniques filter the packets based upon the packet 

content and header information. Unfortunately, 

such techniques have poor performance and 

become a bottleneck when deployed on high 

bandwidth and high-speed backbone links [9]. 

Moreover, these techniques fail to check packet 

contents when the encrypted traffic flows over the 

network [12]. Although many machine learning 

(ML) based solutions have been proposed for IoT 

attack detection, the prediction power of a well-

tuned deep learning model especially convolutional 

neural network (CNN) is much better and effective 

as compared to the ML models [13]. During the 

past few years, deep residual network (ResNet) 

drastically captivated the attention of researchers 

due to its tremendous performance. 

 
Figure 2.1: IoT Network Attacks. 
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No matter, the deep learning models 

especially CNN models have achieved high 

significance to their efficient performance in image 

processing and computer vision field. However, 

these CNN models are also being used for 

detecting the network attacks. Liu et al. [12], 

proposed a CNN-based approach to detect the 

malicious traffic from NetFlow data. The authors 

first encoded the features then applied feature 

correlation and converted the data into images 

through surrounding correlation matrix. Finally, 

they fed these generated images to the deep 

learning models. Among these models, residual 

network (ResNet) [14] outperformed the other 

models. Likewise, Salman et al. [15] devised a 

framework for IoT device identification and attack 

detection. The authors used a self-generated dataset 

of seven IoT devices and evaluated the processed 

framework using two machine learning and three 

deep learning networks out of which a machine 

learning model, i.e., Random Forest outperformed. 

The authors in [15] revealed that ResNet [14] is 

prone to overfit in case of low dimensional and 

small size dataset due to which ResNetbased IDS 

do not perform well. To combat this challenge, the 

authors reconstructed the ResNet model by 

simplifying the residual block. The experiments 

proved that the simplified ResNet performed better 

as compared to the actual ResNet for low 

dimensional data. 

The authors in [16] claimed that CNN best 

performs on images while the network traffic 

datasets are in nonimage form. In order to 

efficiently use the potential CNNs for detecting the 

network intrusions, the authors proposed a 

methodology to convert the network traffic into a 

three dimensional (3D) image. For this, the authors 

used a publicly available dataset, i.e., NSL-KDD 

dataset, applied fast Fourier transformation (FFT) 

onto it, converted it into 3D images and then 

passed it to a state-of-the-art CNN model to detect 

the network intrusions. Likewise, Li et al. [17] 

converted NSL-KDD dataset feature values into 

binary vectors using a binary encoding scheme then 

transformed these vectors into images. These 

images were fed into two deep neural networks. 

The authors concluded that CNN models show 

better performance as compared to the machine 

learning methods. Although the potential of CNN 

models is being used for developing intrusion 

detection systems, these CNN models do not 

perform efficiently when trained on non-image 

dataset. Hence, there is a need for developing such 

a mechanism that transforms the network traffic 

into a representable form on which CNN models 

perform efficiently. Usually, the network traffic 

datasets are in low dimensional form, i.e., either in 

.pcap format or in .csv or .txt format. While the 

CNN models are designed and widely known for 

solving image processing and computer vision 

problems.  

 

2.2 Machine Learning and Cyber Security 

The more devices are connected, the more 

devices can be attacked and used by botnets or 

other threats. With the increasing amount of 

connected devices in a network, it is very difficult 

for a non-technical user to determine the level of 

security of the network [18]. Especially with 

Ambient Assisted Living (AAL) devices and 

digital assistants, security is extremely important, 

because highly personal data are collected by such 

devices. In private households and especially 

bathrooms are connected sensors that help older 

people or detect if they fell down [19]. Assistants 

like Google Home Mini [20] are used to make life 

easier and control other devices with voice input. 

The microphones are active all the time to receive 

voice commands. However, this can be also used to 

monitor third parties, such as visitors. To improve 

the security of the networks, security software like 

firewalls is needed. Current firewalls are getting 

extended with intelligent algorithms to keep up 

with the increasing development of attacks. But 

there are still new, growing botnets, like Ares [21]. 

To improve the security level further, Intrusion 

Detection Systems (IDS) are used. Network based 

IDS can detect attacks without any additional 

software on single devices. However, these systems 

cannot detect every attack. With current artificial 

intelligence (AI) algorithms, the detection rates can 

be improved above eighty to ninety percent. 

Without AI they are just detecting below seventy to 

eighty-five percent [22]. This difference shows the 

importance of IDS with AI. 

AI and machine learning (ML) algorithms 

are part of many software and research projects. 

Therefore, a lot of approaches for IDS with 

different kind of AI integration can be found, too. 

The methods in [23] and [24] are both using ML 

algorithms to improve the detection rate of their 

IDS. Autonomous machine learning and deep 

learning algorithms improve the detection rate. 

However, we are trying to get no false positive 

results. To achieve this, we need to combine more 

approaches. There are existing hybrid methods, like 

the hybrid IDS from [25]. They are using this 

approach, because of the high false alarm rate of 

the neural network. The rule-based component 

should reduce this rate. Our goal is quite similar, 

but we are using different AI algorithms. One 

algorithm for a low false positive rate and the other 
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for the classification of the attack, combined with 

the classic components. We found no similar 

combination of AI algorithms and rule based 

components for our zero false positive goals, but a 

lot of work, evaluating single AI algorithms for 

IDS, e.g. [26]. 

 

The Software-Defined Networking (SDN) 

paradigm provides a way to control IoT devices 

securely. For the IoT paradigm, K. M. Shayshab 

Azad et al. [27] suggested a general system for 

detecting and mitigating Distributed Denial-of-

Service (DDoS) attacks using an SDN. The 

proposed architecture consists of a pool of 

controllers comprising SDN controllers, IoT 

gateway-integrated. Also, we have offered an IoT 

DDoS attack detection and mitigation algorithm 

attached to the proposed SDN IoT platform. 

Finally, the proposed algorithm shows the 

experimental results that have improved 

performance and the proposed architecture adapts 

to heterogeneous and fragile devices to enhance 

IoT security. 

 

To ensure that the information system can 

provide services for users normally, it is important 

to detect the occurrence of DDoS attacks quickly 

and accurately. Therefore, keeping in view the 

author’s H. -C. Chu and C. -Y. Yan [28] proposes a 

system based on packet continuity to detect DDoS 

attacks. On average, it only takes a few 

milliseconds to collect a certain number of 

consecutive packets, and then DDoS attacks can be 

detected. Experimental results show that the 

accuracy of detecting DDoS attacks based on 

packet continuity is higher than 99.9% and the 

system response time is about 5 milliseconds. 

 

It can be seen that the accuracy of the DoS 

detection systems are still low. This study [29] 

aims to provide a solution to the above problems by 

proposing an Intrusion Detection System based on 

Artificial Intelligence (AI, AdaBoost) for IoT 

system. The method used in this study is supervised 

learning which measures the accuracy of 

predictions in detecting DoS on IoT network data. 

The experiments have been carried out on 130223 

DoS attack data and 130284 normal data. The 

detection accuracy of the DoS detection is 95.84 % 

and the F1-Score is 95.72 %. Recall and precision 

have achieved 93.28% and 98.29%, respectively. 

 

A Distributed Denial of Service (DDoS) 

attack is a lethal threat to web-based services and 

applications. These attacks can cripple down these 

services in no time and deny legitimate users from 

using these services. The problem has further 

prevailed with the massive usage of unsecured 

Internet of Things (IoT) devices across the Internet. 

Moreover, many existing rule-based detection 

systems are easily vulnerable to attacks. In paper 

[30] A. Chopra et al. performed a comparative 

analysis of Machine Learning (ML) algorithms to 

detect and classify DDoS attacks. As part of the 

work, various machine learning algorithms such as 

Naive Bayes, J48, Random Forest ML classifiers 

are compared. Principal Component Analysis 

(PCA) method has been used to select the optimal 

number of features. WEKA tool has been used to 

implement ML algorithms. 

 

The routing protocol for low power and 

lossy networks (RPL) is the safest alternative for 

WSN and it is mostly used at the network layer. 

DOS attacks are the most serious attacks that have 

arisen in all levels of the IoT. In study [31], 

author’s S. Sinha and K. G determined the 

effectiveness of a selective forward attack which is 

a network layer DoS attack and on the basis of 

energy consumption and received packets by the 

nodes identifies the attacker location. 

With help of software and system 

configuration threats are detected. Which can lead 

to possible vulnerability and we also wrote attack 

script which performs an attack on the system to 

detect if the attack can be done on the system by 

using software tool configuration error identified. 

The method [32] identify the vulnerability of the 

architecture leads to Brute force attack and with the 

help of attacks script are able to find out if there are 

any open ports which could be used to exploit the 

system and also perform Dos & DDoS attack to 

check if the system is vulnerable for it along with it 

we also check if the data stored in the IoT device is 

encrypted or not.  

 

III. PROPOSED WORK 
The proposed methodology consists of 

four key steps which include: data acquisition, data 

cleaning, data conversion and attack pattern 

recognition. Figure 4.1 below provides an overview 

of the proposed methodology. 
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Figure 4.1: Architecture of Proposed Model. 

 

A. Data Acquisition: The data acquisition is the 

first step of the proposed methodology to 

acquire both normal and attack traffic. 

Generating extensive normal and attack traffic 

by setting up a real-time network is an onerous 

task as it requires significant network 

resources, diversity of network normal and 

attacks traffic captures, etc. Moreover, it is 

also a time and money consuming process to 

set up a huge network. However, one can get 

rid of this laborious job by using a publicly 

available network traffic dataset. In order to 

get a quality dataset, we analysed some 

publicly available datasets based upon the 

following criteria:  

• The dataset must consist of real-time network 

traffic.  

• The dataset must be extensive and versatile.  

• The dataset must comprise of the latest DoS and 

DDoS, Normal and Reconnaissance attacks.  

• The dataset should cover a variety of attack 

vectors.  

Based on the above-mentioned criteria for this 

thesis, we used a publicly available datasets which 

include UNSW-NB15. 

 

B. Data Pre-processing:  Once the data is 

acquired, the next stage is to pre-process the 

data in order to bring it in a refined form. 

During this stage, we performed three major 

steps, i.e., data cleaning, data conversion, and 

train test and validation split. This is the 

second step that we perform for the cleaning of 

the dataset. In the data processing different 

methods are implemented. The methods that 

are implemented are shown above in the 

figure. The methods that are implemented are:  

 

Following steps are applied for data cleaning or 

pre-processing. 

 Looking for null values in test data 

 Dropping pkSeqID and seq. 

 Dropping 

subcategory because we are already dealing wi

th the column 'category'. 

 Replacing the string '0x' with relevant numbers

 from the data. 

 Converting the cell values into integer. 

 Finding the number of the string '0x' in the col

umn dport. 

 Converting the values consisted with '0x' into i

nteger. 

 Counting the number of values in 'dport'. 

 Performing label encoding in train and test dat

a. 

 

After pre-processing, apply feature engineering 

and select the most important features from the all 

feature sets. 

For applying feature engineering we use 

Standardizing and separating feature columns from 

train and test data. After this balance the dataset by 

applying over sampling and under sampling 

techniques. 

 

 

C. Feature Engineering 

In this step we apply feature selection 

techniques for selecting important features. Feature 

selection is done on the basis of Pearson Co-

relation matrix. The value of Pearson correlation 

matrix is used to calculate the value of features that 

are more important for the matrix to be decided. 

For applying feature engineering we use 

Standardizing and separating feature columns from 

train and test data. After this balance the dataset by 

applying over sampling and under sampling 

techniques. 

Apply Adam optimizer for hyper-tuning and 

learning rate. 

 

D. Apply the model for training and Evaluating. 

Following models are applied for results 

calculation: 

 RNN with four dense layers. 

 LSTM. 

 SVM. 

 

The first step of the proposed 

methodology is to acquire network traffic data. 

Once the data is acquired, it is preprocessed in 

order to get the refined data. During the 

preprocessing, we will perform two major steps, 

i.e., data cleaning and conversion of cleaned data 

into numerical forms. The final step is to train and 
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test the RNN model over the preprocessed data in 

order to evaluate the performance for detecting the 

DoS and DDoS attack patterns. 

In this thesis a classification as well as 

detection model of various types of attack on IoT 

network traffic has been proposed and 

implemented. We have compared two deep 

learning models like LSTM and RNN along with 

one Machine Learning Model SVM. For all the 

three algorithms the results are calculated like 

Accuracy Score, Precision Score, F1-Score and 

ROC AUC Score. The comparisons are shown 

below in the table: 

 

IV. RESULTS AND EVALUATIONS 
The acquired network traffic data was in 

.csv format which includes more than 80 flow 

features. In order to better train our model for 

attack pattern detection, we removed the unwanted 

features from the data set which are not useful for 

classifying the attack and normal traffic. These 

features include Flow ID, Source IP, Source Port, 

Destination IP, Destination Port, Protocol and 

Timestamp. As based upon these static features, 

one cannot decide whether a certain flowid, srcIP, 

etc., whenever found will always generate 

malicious or normal packets. That’s why we 

dropped such unwanted features and excluded them 

from our training set. Thereafter, we analyzed the 

whole dataset in order to deal with missing or 

malformed data. For this purpose, we first checked 

that which samples contain missing values, which 

samples have inadequate values like Nan, -inf, 

+inf, etc. As we had a large number of samples in 

the dataset, so we dropped all those samples which 

comprise of missing or malformed values. 

 

Table 4.1 below shows the accuracy comparison of 

all the three algorithms. 

Algorithms Accuracy 

RNN 98.96 

LSTM 97.69 

SVM 98.65 

Table 4.1: Accuracy comparison. 

 
Figure 4.1: Accuracy Chart. 

From the above chart it is clear that RNN 

outperforms over SVM and LSTM in Terms of 

accuracy.  Table 4.2 below shows the AUC Score 

comparison of all the three algorithms. 

Algorithms AUC Score 

RNN 99.21 

LSTM 98.95 

SVM 99.85 

Table 4.2: AUC Score Comparison. 

 

V. CONCLUSION 
The performance of the proposed 

methodology is evaluated based on four commonly 

used performance metrics which include precision, 

recall, accuracy and F1-measure. These parameters 

are defined as: Precision - It defines the ratio truly 

detected attacks and all packets that are classified 

as attacks.  

Mathematically, it is expressed in (2): Precision = 

TP/(TP + FP)   

(2) Recall - It is the ability of the system to 

correctly detecting the attack upon the occurrence 

of the security breach. It is also called as the true 

positive rate.  

Mathematically, it is described in (3) Recall = TP/ 

(TP + FN)  

(3) Accuracy - It is defined as the ability of the 

system to correctly classify the attack packet as an 

“attack packet” and normal packet as a “normal 

packet”. It tells about the ratio of correct 

predictions with respect to all samples.  

Mathematically, it is expressed as: Accuracy = (TP 

+ TN)/ (TP + FN + TN + FP) 

(4) F1-Score - It is defined as the harmonic mean 

of precision and recall.  

Mathematically, it is represented as:  

F1-Score = 2 (Precision × Recall)/ (Precision + 

Recall) 

 

 evaluated the proposed methodology for 

DoS and DDoS attack detection based on the 

above-mentioned parameters during the training 

and testing phase for both detecting and 

recognizing DoS and DDoS attacks in IoT 

networks.  

For classification, the proposed methodology 

achieved 99.99% accuracy for detecting the DoS 

and DDoS attacks.  

Overall, the proposed methodology using RNN 

model for multi-class classification, showed 

99.99% accuracy with a loss of 0.003 during the 

testing phase. 
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