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Abstract 
Post-quantum lattice-based cryptography is one of 

the solutions designed to protect Wi-Fi networks 

from attacks that can be performed with quantum 

computers. Traditional cryptographic algorithms like 

Rivest Shamir Adleman (RSA) and Elliptic Curve 

Cryptography (ECC) are susceptible to quantum 

attacks. A post-quantum cryptographic algorithm 

called Kyber, which provides quantum-resistant 

authentication and key exchange, can be used to 

secure Wi-Fi communications. The proposed 

algorithm was implemented by means of the Open 

Quantum Safe (liboqs) library using the OMNeT++ 

simulation software. Kyber512, Kyber768, and 

Kyber1024 were compared by means of key 

generation latency, encapsulation/decapsulation 

latency, handshake time, overhead, and attack 

resilience. The experiments demonstrated that all 

implementations managed to resist brute force, 

replay, man-in-the-middle, and quantum attacks and 

perform key exchange in less than 0.15 ms. The best 

results were provided by Kyber768, which required 

0.0978 ms for authentication.  

 

Keywords: Post-quantum cryptography, lattice 

cryptography, Kyber, WiFi security, quantum 

computing 

 

I. INTRODUCTION 
Wireless Fidelity (Wi-Fi) has emerged as a 

crucial communication backbone for home, business, 

educational, healthcare, and governmental services. 

The rise in dependence on wireless communication 

has increased the amount of confidential information 

shared through Wi-Fi, thus making these networks 

more susceptible to cyber-attacks (Tom et al., 2023; 

Alagic et al., 2022). Even though modern-day 

security measures, such as Wi-Fi Protected Access 2 

(WPA2) and Wi-Fi Protected Access 3 (WPA3), use 

cryptography algorithms to provide confidentiality, 

integrity, and authentication services, they are still 

susceptible to brute force, replay, key installation, 

and man-in-the-middle attacks (Aslan et al., 2023; 

Despotopoulos, 2024; Martínez et al., 2024). 

The emergence of quantum computing 

further threatens existing wireless security by 

undermining widely used public-key cryptographic 

algorithms such as Rivest Shamir Adleman (RSA) 

and Elliptic Curve Cryptography (ECC). Quantum 

algorithms, particularly Shor's algorithm, can 

efficiently solve the mathematical problems on which 

these cryptographic schemes are based, rendering 

conventional Wi-Fi authentication and key exchange 

mechanisms vulnerable (Sood, 2024). This 

development necessitates the adoption of quantum-

resistant cryptographic solutions capable of 

protecting future wireless communication systems. 

Lattice-based post-quantum cryptography 

has emerged as a promising solution because its 

security relies on computationally hard problems, 

including Learning With Errors (LWE), Ring 

Learning With Errors (Ring-LWE), and the Shortest 

Vector Problem (SVP), which currently have no 

known efficient quantum solutions (Balbás, 2021; 

Ravi et al., 2021; Bandara et al., 2022). 

Consequently, the National Institute of Standards and 

Technology (NIST) selected the Kyber Key 

Encapsulation Mechanism (KEM) as a standardized 

post-quantum algorithm for secure key establishment 

(Sood, 2024). 

Even with these developments, previous 

studies have mainly covered theoretical aspects of 

lattice cryptography or its implementation in IoT, 

wireless sensor networks, and next-generation 

communication technologies but with little 

experimental analysis in the context of Wi-Fi 

communications (Asif, 2021; Seyhan et al., 2021; 

Zeydan et al., 2022; Shahidinejad et al., 2024). To fill 

this void, this paper implements and analyzes the 

performance of a post-quantum cryptographic system 

based on the Kyber algorithm in Wi-Fi 

communications within the OMNeT++ simulation 

environment through the use of the Open Quantum 

Safe (liboqs) library (Cheng et al., 2021; Sabani et 

al., 2024). The results show that incorporating the 

Kyber algorithm in Wi-Fi authentication is 
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achievable with little performance cost but with much 

enhanced resilience against both classical and 

quantum-enabled cyber attacks. 

II. RELATED WORK 
The speedy evolution of quantum 

computing has given rise to major worries about the 

safety of current cryptographic methods employed in 

communication networks. Classical public key 

cryptography schemes, including RSA and ECC, 

depend upon mathematical problems that include 

integer factorization and discrete logarithms, which 

can easily be solved by quantum algorithms such as 

Shor's Algorithm (Fakhruldeen et al., 2023; Nguyen 

et al., 2025). This issue has resulted in efforts made 

to develop post-quantum cryptographic (PQC) 

methods that are resistant to attacks in classical as 

well as quantum settings (Sood, 2024; Zeydan et al., 

2022). 

Of all the various PQC methods being 

developed, lattice-based cryptography has attracted 

substantial interest owing to its inherent strength of 

security and efficiency. It is based on 

computationally hard problems that include Learning 

with Errors (LWE), Ring Learning with Errors (Ring-

LWE), and the Shortest Vector Problem (SVP). 

These problems have been proven to be resistant to 

any known quantum attack (Balbás, 2021; Ravi et al., 

2021; Bandara et al., 2022). Various lattice-based 

methods have been examined for encryption, 

signatures, and secure key exchange, with Kyber 

receiving even more interest after its adoption as a 

NIST PQC standard. 

Various works have been carried out 

regarding lattice-based cryptography in diverse 

communication settings. For instance, Asif (2021), 

and Seyhan et al. (2021) studied the adoption of 

PQCs in IoT-based devices, emphasizing the 

necessity to strike a balance between security and 

efficiency of computations. Moreover, Lara-Nino et 

al. (2021) considered difficulties related to 

implementing PQC within the framework of wireless 

sensor networks. In their turn, Singh and Mishra 

(2023) suggested an algorithm for authenticated key 

exchange using lattice-based cryptography which is 

resistant to quantum attacks. 

Recent studies have further examined PQC 

adoption in networking and communication 

infrastructures. Zeydan et al. (2022) emphasized the 

importance of migrating toward quantum-resistant 

cryptographic mechanisms, while Bhatt et al. (2023), 

Chawla and Mehra (2023), Shahidinejad et al. 

(2024), and Hoque et al. (2024) investigated lattice-

based security solutions in 5G, vehicular, fog 

computing, and IoT environments. Although these 

studies demonstrate the potential of lattice 

cryptography, limited empirical evidence exists 

regarding its practical integration into Wi-Fi 

authentication protocols. 

Therefore, this study addresses the 

identified gap by implementing and evaluating a 

Kyber-based lattice post-quantum cryptographic 

framework within an OMNeT++ simulated Wi-Fi 

environment. The research examines key 

performance indicators, including authentication 

latency, key exchange efficiency, communication 

overhead, and resilience against practical Wi-Fi 

attack scenarios, thereby providing empirical 

evidence on the feasibility of deploying lattice-based 

cryptography for future wireless security. 

 

Table 1: Summary of Related Studies and Identified Research Gap 

Author(s) Year Study Focus Method/Approach Key Findings Research Gap 

Ravi et al. 2021 Lattice-based 

cryptography and 

quantum-resistant 

encryption 

Review of lattice 

cryptographic 

algorithms 

Demonstrated 

that lattice-

based 

cryptography 

provides strong 

resistance 

against 

quantum 

attacks and is 

suitable for 

secure 

communication

. 

Did not evaluate 

implementation 

within Wi-Fi 

environments or 

network 

performance. 

Asif 2021 Post-quantum 

cryptography for 

Internet of Things 

(IoT) security 

Performance and 

security evaluation of 

PQC algorithms 

Reported that 

lattice-based 

algorithms 

provide 

Focused on IoT 

systems without 

assessing Wi-Fi 
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enhanced 

security for 

resource-

constrained 

devices. 

authentication 

mechanisms. 

Seyhan et al. 2021 Lightweight post-

quantum 

cryptography for 

constrained devices 

Comparative analysis of 

PQC algorithms 

Highlighted the 

importance of 

balancing 

computational 

efficiency and 

security in 

constrained 

networks. 

Did not investigate 

deployment in 

IEEE 802.11 Wi-Fi 

networks. 

Zeydan et al. 2022 Post-quantum 

cryptography for 

networking and 

telecommunications 

Systematic review Identified 

lattice-based 

cryptography as 

a promising 

solution for 

future 

communication 

systems. 

No experimental 

validation using 

Wi-Fi simulation 

platforms. 

Bandara et 

al. 

2022 Lattice-based 

cryptographic 

algorithms 

Security analysis Confirmed that 

lattice problems 

remain resistant 

to known 

quantum 

algorithms. 

Did not evaluate 

practical 

implementation in 

wireless 

communication 

systems. 

Bhatt et al. 2023 Post-quantum 

security in 5G and 

beyond 

Survey of quantum-

resistant 

communication 

protocols 

Emphasized the 

need for 

migration to 

post-quantum 

cryptography in 

future 

communication 

networks. 

Limited focus on 

Wi-Fi 

communication 

security. 

Singh and 

Mishra 

2023 Lattice-based 

authenticated key 

agreement for 

wireless sensor 

networks 

Ring-LWE 

authentication protocol 

Demonstrated 

improved 

resistance to 

quantum 

attacks in 

sensor 

networks. 

Protocol was 

designed for 

wireless sensor 

networks rather 

than Wi-Fi systems. 

Chawla and 

Mehra 

2023 Secure authentication 

in vehicular 

communication 

Lattice-based 

authentication protocol 

Improved 

authentication 

and privacy 

protection for 

vehicular 

communication

. 

Findings were not 

evaluated in Wi-Fi 

communication 

environments. 

Shahidineja

d et al. 

2024 Lattice-based 

security for fog 

computing 

Secure communication 

framework 

Demonstrated 

enhanced 

protection 

against cyber 

attacks using 

Did not analyze 

authentication 

latency or 

communication 

overhead in Wi-Fi 

networks. 
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lattice 

cryptography. 

Hoque et al. 2024 Lattice-based 

encryption for IoT 

applications 

Comparative 

performance evaluation 

Reported that 

lattice-based 

algorithms 

outperform 

RSA and ECC 

in quantum 

resistance. 

No assessment of 

practical Wi-Fi 

deployment or 

authentication 

performance. 

Prayesi et al. 2025 Advances in lattice-

based cryptographic 

protocols 

Comprehensive review Summarized 

recent 

developments 

in lattice-based 

encryption, 

signatures, and 

key exchange 

mechanisms. 

Lacked empirical 

implementation and 

performance 

evaluation in Wi-Fi 

environments. 

Ghosh et al. 2025 Post-quantum 

cryptography and 

secure 

implementation 

Review of PQC 

deployment challenges 

Highlighted the 

importance of 

secure 

implementation

, key 

management, 

and algorithm 

optimization. 

Did not provide 

experimental 

evidence for lattice-

based Wi-Fi 

security. 

Present 

Study 

2026 Kyber-based lattice 

post-quantum 

cryptography for 

mitigating data 

breaches in Wi-Fi 

networks 

Design, 

implementation, and 

simulation using 

OMNeT++ integrated 

with the Open Quantum 

Safe (liboqs) library 

Demonstrated 

efficient 

quantum-

resistant Wi-Fi 

authentication 

through 

Kyber512, 

Kyber768, and 

Kyber1024, 

evaluated 

computational 

performance, 

communication 

overhead, and 

resistance to 

classical and 

quantum 

attacks. 

Kyber768 

achieved the 

best balance 

between 

security and 

efficiency. 

Addresses the 

identified gap by 

providing practical 

implementation and 

empirical 

evaluation of 

lattice-based post-

quantum 

cryptography in 

Wi-Fi networks. 

 

III. METHODOLOGY 
3.1 Research Framework 

In this research paper, the design, 

development, and evaluation of a post-quantum 

cryptographic lattice-based system for Wi-Fi security 

will be achieved using Object-Oriented Analysis and 

Design Methodology (OOADM). OOADM is the 

right methodology to use for the design of this system 

due to its object-oriented nature and the involvement 

of many components that interact in the process, 
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which includes the Wi-Fi clients, access points, 

cryptographic modules, and adversaries. 

Five key phases have been identified for the 

methodology of research, namely: Algorithm 

selection; System modelling; Cryptographic module 

development; Simulation-based evaluation; 

Comparative analysis. At the onset, lattice-based 

post-quantum cryptographic algorithms have been 

considered, and Kyber algorithm was chosen on the 

basis of its strong security basis, efficiency and 

presence in the NIST standardization process of post-

quantum cryptography. Kyber algorithm variants, 

Kyber512, Kyber768 and Kyber1024, have been 

embedded into the simulated Wi-Fi environment in 

order to replace classical public-key cryptographic 

techniques. 
 

Figure 1: Research Methodology Framework for 

Kyber-Based Wi-Fi Security Evaluation 

 

3.2 System Design and Experimental 

Environment 

The suggested framework is based on a 

secure Wi-Fi communication framework integrated 

with a post-quantum cryptography scheme using a 

lattice-based approach. The architecture of the 

system at a high level is shown in the diagram below 

and shows the interaction between wireless clients, 

access points, cryptography components, and the 

adversary in the virtual world. 

 

 
Figure 2: High-Level System Model for Kyber-Based Post-Quantum Wi-Fi Security Framework 
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The proposed architecture consists of four major 

components: 

1. Wireless Client Layer: This component 

represents user devices connected through the Wi-Fi 

network. The client initiates communication requests 

and participates in the Kyber-based key 

establishment process. 

2. Wi-Fi Access Point Layer: The access point 

serves as the central communication controller 

responsible for authentication, connection 

management, and secure session establishment. 

3. Kyber Cryptographic Processing Layer: This 

layer performs the post-quantum cryptographic 

operations through the Open Quantum Safe (liboqs) 

library. It includes: Key generation, Encapsulation, 

Decapsulation and Shared secret establishment. The 

generated shared secret is used to secure subsequent 

communication sessions. 

4. Adversarial Layer: This represents potential 

attackers attempting to compromise wireless 

communication through: Brute-force attacks, Replay 

attacks, Man-in-the-middle attacks, Quantum-

enabled attacks. The framework evaluates whether 

the Kyber-based mechanism can maintain 

confidentiality, authentication, and integrity under 

these attack conditions. 

The presented framework was developed using the 

simulation environment OMNeT++ that includes the 

Open Quantum Safe (liboqs) cryptographic library. 

This simulation model is a representation of a Wi-Fi 

communication environment, which consists of 

wireless clients, access points, communication 

channels, and adversarial nodes. The presented 

architecture allows testing the efficiency of the 

Kyber-based authentication and key exchange 

protocols in a controlled network environment. 

In the simulation environment, the following 

cryptographic operations such as key generation, 

encapsulation, decapsulation, encryption, and 

decryption were incorporated into the 

communication process. The baseline scenario is a 

Wi-Fi security protocol, which is based on the 

classical cryptography methods, while the presented 

scenario uses the Kyber-based post-quantum 

cryptographic operations instead of the classical key 

exchange protocol. 

The experimental environment consisted of two 

major configurations; Baseline Configuration: A 

conventional Wi-Fi security model representing 

existing cryptographic approaches such as RSA and 

ECC-based authentication mechanisms. And Post-

Quantum Configuration: A Kyber-enabled Wi-Fi 

security model implementing lattice-based key 

encapsulation mechanisms for secure 

communication. 

 

3.3 Kyber-Based Cryptographic Implementation 

This framework will utilize Kyber as the main post-

quantum cryptographic algorithm. The way Kyber 

works is through the Key Encapsulation Mechanism 

(KEM) that includes three key steps; the process 

begins with key generation, where participating 

entities create their respective public and private key 

pairs essential for establishing confidentiality and 

authenticity. Next, during encapsulation, the sender 

employs the recipient’s public key to produce a 

ciphertext and a shared secret, ensuring that only the 

intended recipient can interpret the message. Finally, 

in decapsulation, the recipient utilizes their private 

key to extract and recover the shared secret from the 

received ciphertext, completing the secure exchange 

and enabling trusted communication. 

The established shared secret is subsequently used for 

secure communication between Wi-Fi devices. The 

implementation evaluates three Kyber security 

levels: 

• Kyber512 (128-bit security level)  

• Kyber768 (192-bit security level)  

• Kyber1024 (256-bit security level) 

 

3.4 Simulation Data Generation and Performance 

Evaluation 

As opposed to typical data that are collected 

through observation in reality, this study collects 

experimental data using simulation within controlled 

scenarios of a network using OMNeT++. This data 

includes the logs of cryptic operations, authentication 

process, encrypted packet transfers, attacks, and 

performance. 

The evaluation process encompassed a 

comprehensive set of performance metrics to assess 

system efficiency and resilience. The collected 

metrics included key generation time, encapsulation 

and decapsulation latency, total handshake duration, 

ciphertext and key sizes, communication overhead, 

encryption and decryption performance, and attack 

resistance capability. These parameters provided a 

holistic view of the cryptographic protocol’s 

operational effectiveness. 

For the security evaluation, multiple Wi-Fi 

attack scenarios were considered to validate 

robustness under real-world threats. The assessment 

included brute-force attacks, man-in-the-middle 

attacks, replay attacks, and quantum-based 

cryptanalytic attacks. This multi-layered analysis 

ensured that the system’s design could withstand both 

classical and emerging security challenges. 
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Table 2: Simulation Dataset Characteristics and Experimental Parameters 

Dataset 

Component 

Description Data Generated/Collected Purpose of Evaluation 

Simulation 

Environment 

OMNeT++ network 

simulation framework 

integrated with INET 

framework and liboqs 

cryptographic library 

Simulated Wi-Fi 

communication scenarios 

To evaluate the 

feasibility of Kyber-

based post-quantum 

cryptography in wireless 

networks 

Network 

Topology 

Simulated Wi-Fi 

environment consisting of 

wireless clients, access 

points, routers, and 

adversarial nodes 

Network communication events 

and packet exchanges 

To model realistic Wi-Fi 

security conditions 

Cryptographic 

Algorithms 

Kyber512, Kyber768, and 

Kyber1024 lattice-based 

Key Encapsulation 

Mechanisms 

Key generation, encapsulation, 

and decapsulation records 

To measure 

cryptographic 

performance and 

security levels 

Baseline 

Cryptographic 

Systems 

Classical cryptographic 

approaches including 

RSA-2048 and ECC-256 

Key exchange and handshake 

performance records 

To compare post-

quantum and 

conventional 

cryptographic 

approaches 

Authentication 

Data 

Wi-Fi authentication and 

key exchange transactions 

Handshake messages, session 

keys, and authentication 

outcomes 

To evaluate secure key 

establishment 

Encryption Data Encrypted packet 

transmission records 

Plaintext, ciphertext, packet 

size, encryption/decryption time 

To verify confidentiality 

and communication 

efficiency 

Attack 

Simulation Data 

Simulated brute-force, 

man-in-the-middle, 

replay, and quantum 

attacks 

Attack attempts, success/failure 

status, and security responses 

To evaluate resistance 

against cyber threats 

Performance 

Metrics 

Cryptographic and 

network performance 

measurements 

Key generation time, 

encapsulation time, 

decapsulation time, latency, 

overhead, CPU and memory 

usage 

To assess efficiency and 

deployment feasibility 

Simulation 

Output Files 

OMNeT++ generated .sca 

and .vec files 

Event logs, statistical 

measurements, and time-series 

records 

To support quantitative 

analysis and 

visualization 

 

Given that this work assesses the 

cryptographic system and not a dataset that is already 

available, the experimental dataset was produced 

using simulation scenarios carried out in the 

OMNeT++ environment. The experimental dataset 

includes logs of cryptographic operations, logs of 

network communications, results of attack 

simulations, and performance metrics obtained from 

experiments. The details about the experimental 

dataset generated are summarized in Table 2. 

 

3.5 Comparative Evaluation 

Comparison of the performance of Kyber based 

cryptographic techniques was done with traditional 

cryptographic methods to check their effectiveness in 

future Wi-Fi security implementations. The 

parameters taken into account included efficiency in 

computations, communication cost, security, and 

robustness against quantum attacks. 

The results obtained from the simulation experiments 

provide empirical evidence regarding the feasibility 

of integrating lattice-based post-quantum 

cryptography into future Wi-Fi security standards. 

 

IV. RESULTS 

4.1 Cryptographic Operation Timing 

The performance evaluation of Kyber algorithms was 

conducted through 100 iterations of each 
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cryptographic operation to ensure statistical validity. 

Table 3 presents the average timing results for key 

generation, encapsulation, and decapsulation 

operations across all three Kyber variants. 

 

Table 3: Performance Metrics of Kyber Variants (Average of 100 Iterations) 

Algorithm 
Key Generation 

(ms) 

Encapsulation 

(ms) 

Decapsulation 

(ms) 

Total Handshake 

(ms) 

Security Level 

(bits)  

Kyber512 0.0665 0.0296 0.0197 0.1158 128 

Kyber768 0.0328 0.0361 0.0289 0.0978 192 

Kyber1024 0.0447 0.0564 0.0461 0.1471 256 

 

The results demonstrate that all three Kyber 

variants complete the entire key exchange process in 

under 0.15 milliseconds, with Kyber768 achieving 

the fastest overall performance at 0.0978 ms. Key 

generation times range from 0.0328 ms (Kyber768) 

to 0.0665 ms (Kyber512), while encapsulation 

operations vary between 0.0296 ms and 0.0564 ms. 

Decapsulation, being the most computationally 

intensive operation in classical cryptographic 

systems, remains remarkably efficient in Kyber 

implementations, ranging from 0.0197 ms to 0.0461 

ms 

 

 
Figure 3. Performance Comparison of Kyber Variants 

 

4.2 Total Key Exchange Time Analysis 

The total key exchange time, calculated as the sum of key generation, encapsulation, and decapsulation operations, 

represents the complete overhead introduced during the Wi-Fi authentication handshake.   
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Figure 4 Total Key Exchange Time Comparison 

 

The analysis reveals that Kyber768 provides 

the optimal balance between performance and 

security, completing the handshake in 0.0978 ms 

while offering 192-bit quantum-resistant security. 

Kyber512, despite having the smallest key sizes, does 

not demonstrate proportionally faster performance, 

taking 0.1158 ms. This counterintuitive result can be 

attributed to implementation-specific optimizations 

in the liboqs library that favor the balanced security 

level of Kyber768. Kyber1024, offering the highest 

security level at 256 bits, incurs only a 50% time 

penalty compared to Kyber768 (0.1471 ms vs. 0.0978 

ms), demonstrating excellent scalability of security 

enhancement. 

 

4.3 Cryptographic Parameter Sizes 

Table 4 presents the sizes of cryptographic 

parameters for each Kyber variant. These sizes 

directly impact network bandwidth consumption and 

storage requirements in Wi-Fi devices. 

 

Table 4 Cryptographic Parameter Sizes 

Algorithm Public Key (bytes) Secret Key (bytes) Ciphertext (bytes) Shared Secret (bytes) 

Kyber512 800 1,632 768 32 

Kyber768 1,184 2,400 1,088 32 

Kyber1024 1,568 3,168 1,568 32 

 

 
Figure 5 Key and Ciphertext Size Comparison - Grouped bar chart showing public key, secret key, and 

ciphertext sizes 



 

 

International Journal of Advances in Engineering and Management (IJAEM) 

Volume 8, Issue 8 August. 2026, pp: 265-280   www.ijaem.net   ISSN: 2395-5252 

                                      

 

 

 

 

International Journal of Advances in Engineering and Management (IJAEM) 

Volume 8, Issue 8 August. 2026, pp: 221-238   www.ijaem.net   ISSN: 2395-5252 

                                      

 

 

International Journal of Advances in Engineering and Management (IJAEM) 

Volume 8, Issue 8 August. 2026, pp: 221-238   www.ijaem.net   ISSN: 2395-5252 

                                      

 

 

DOI: 10.5281/zenodo.22131867     | Impact Factor value 6.18 | ISO 9001: 2008 Certified Journal          Page 274 

The results show a linear relationship 

between security level and parameter sizes. Public 

keys range from 800 bytes (Kyber512) to 1,568 bytes 

(Kyber1024), representing an increase of 96%. Secret 

keys exhibit similar scaling, growing from 1,632 

bytes to 3,168 bytes (94% increase). Ciphertext sizes 

more than double from 768 bytes to 1,568 bytes 

(104% increase). Notably, the shared secret remains 

constant at 32 bytes across all variants, as this is 

determined by the symmetric encryption algorithm 

(AES-256) used in subsequent communication. 

 

4.4 Performance Overhead Analysis 

To quantify the communication overhead introduced 

by Kyber compared to classical cryptographic 

systems, Table 4 presents a comparative analysis of 

key exchange parameters. 

 

Table 5 Communication Overhead Comparison 

Cryptographic 

System 

Public Key 

Size 

Key Exchange 

Messages 

Total Overhead 

(bytes) 

Handshake Time 

(ms) 

RSA-2048 (WPA2) 256 2 512 5.0–10.0 

ECC-256 (WPA3) 64 4 256 2.0–4.0 

Kyber512 800 2 1,568 0.116 

Kyber768 1,184 2 2,272 0.098 

Kyber1024 1,568 2 3,136 0.147 

 

While Kyber algorithms introduce 3–6 times more 

communication overhead than classical systems (due 

to larger key sizes), this is offset by their superior 

time efficiency and quantum resistance. The total 

overhead of 1,568–3,136 bytes per handshake is 

negligible in modern Wi-Fi networks operating at 

speeds of 100+ Mbps, representing less than 0.3 

milliseconds of transmission time even at modest 1 

Mbps rates. therefore, Kyber768 despite having the 

second largest public key size at 1,184 bytes 

outperforms all other Kyber variants, RSA, and ECC 

due to its lower handshake overhead time of 0.098 

ms. Based on these findings, Kyber768 delivers the 

best overall performance and represents the optimal 

method. 

 

4.5 Scalability and Relative Performance 

Figure 6 presents the relative performance of Kyber variants normalized to Kyber512 as the baseline. 

 
Figure 6 Relative Performance Analysis - Horizontal bar chart showing relative performance normalized to 

Kyber512 

 

The relative performance analysis reveals that: 

• Kyber768 achieves 0.84x the time of 

Kyber512 (16% faster) while providing 50% more 

security (192-bit vs. 128-bit) 

• Kyber1024 requires 1.27x the time of 

Kyber512 (27% slower) while doubling the security 

level (256-bit vs. 128-bit) 
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• The performance-to-security ratio improves 

with higher security levels, indicating efficient 

scalability 

 

4.4 Security Analysis 

4.4.1 Attack Resistance Testing 

The security resilience of Kyber1024 (representing 

the highest security variant) was evaluated against 

four common attack vectors targeting Wi-Fi 

networks: brute force attacks, man-in-the-middle 

(MITM) attacks, replay attacks, and quantum 

computer attacks. Table 6 summarizes the attack 

simulation results. 

 

Table 6 Attack Resistance Evaluation Results 

Attack Type Attack Method Result Evidence/Measurement 

Brute Force Attack Exhaustive key search BLOCKED 
2^25,344^ key space 

(computationally infeasible) 

Man-in-the-Middle (MITM) 
Key interception and 

substitution 
BLOCKED 

Attacker obtains different shared 

secret (mismatch) 

Replay Attack 
Captured handshake 

retransmission 
BLOCKED 

Session-unique secrets prevent 

reuse 

Quantum Computer Attack Shor's algorithm simulation BLOCKED 
Lattice-based mathematics remain 

quantum-hard 

 

 
Figure 7 Security Testing Results - Visual representation of attack scenarios and blocking mechanisms 

 

4.4.2 Brute Force Attack Analysis 

The brute force attack simulation attempted to guess the Kyber1024 secret key through exhaustive search. With a 

secret key size of 3,168 bytes (25,344 bits), the total key space is 2^25,344^ possible keys. Even assuming a 

powerful adversary capable of testing 2^80^ keys per second (far exceeding current computational capabilities), 

the expected time to find the correct key would be: 

 

Time =
225,344

280
= 225264 seconds 

Converting to years: 

225264 seconds ≈ 107600 years 
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Which vastly exceeds the age of the universe (approximately 1010 years) 

This analysis demonstrates that brute force attacks against Kyber are computationally infeasible even with 

hypothetical future computing advances 

 

4.4.3 Man-in-the-Middle Attack Analysis 

The MITM attack simulation involved an adversary intercepting communication between a Wi-Fi client and 

access point, attempting to substitute its own public key to establish separate encrypted sessions with each party. 

The test results, presented in Table 7, demonstrate Kyber's resistance to this attack. 

 

Table 7. MITM Attack Simulation Results 

Entity Shared Secret (first 8 bytes) Status 

Legitimate Client 4f eb a9 6a  Correct 

Access Point 4f eb a9 6a  Correct (matched) 

Attacker (interceptor) 7c 0a a5 2b  Wrong (different) 

 

The attacker, despite generating a valid 

Kyber key pair and intercepting the handshake, 

obtained a completely different shared secret (7c 0a 

a5 2b... vs. 4f eb a9 6a...). This is because the shared 

secret in Kyber is derived from the legitimate public 

key through encapsulation, and the attacker cannot 

decrypt or modify the encapsulated ciphertext 

without the corresponding private key. 

Consequently, any attempt to decrypt subsequent Wi-

Fi traffic using the wrong shared secret results in 

gibberish, making the attack ineffective. 

4.4.4 Quantum Computer Attack Analysis 

Classical public-key cryptographic systems currently 

used in Wi-Fi networks (RSA and ECC) are 

vulnerable to Shor's algorithm, a quantum algorithm 

that can efficiently solve the integer factorization and 

discrete logarithm problems. Table 8 compares the 

quantum resistance of various cryptographic systems. 

 

Table 8 Quantum Attack Resistance Comparison 

Cryptographic 

System 
Mathematical Foundation Quantum Vulnerability Post-Quantum Status 

RSA-2048 Integer factorization Shor's algorithm (broken)  Vulnerable 

RSA-4096 Integer factorization Shor's algorithm (broken) Vulnerable 

ECC-256 Discrete logarithm problem Shor's algorithm (broken) Vulnerable 

ECC-384 Discrete logarithm problem Shor's algorithm (broken) Vulnerable 

Kyber512 Lattice (LWE/Module-LWE) No known quantum attack Quantum-resistant 

Kyber768 Lattice (LWE/Module-LWE) No known quantum attack Quantum-resistant 

Kyber1024 Lattice (LWE/Module-LWE) No known quantum attack Quantum-resistant 

Kyber's security is based on the Learning With Errors 

(LWE) problem over polynomial rings (Module-

LWE), which involves finding short vectors in high-

dimensional lattices. This problem is believed to be 

quantum-hard because: 

1. No efficient quantum algorithm exists: 

Unlike factorization and discrete logarithms, no 

polynomial-time quantum algorithm has been 

discovered for solving lattice problems. 

2. Worst-case hardness: Kyber's security 

reduces to the hardness of worst-case lattice problems 

(Shortest Vector Problem - SVP), meaning breaking 

an average instance is as hard as solving the hardest 

instances. 

3. Conservative parameter selection: 

Kyber1024's parameters are chosen to resist even 

hypothetical quantum computers with capabilities 

beyond current theoretical models. 
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Figure 8 Quantum Resistance Comparison - Chart showing classical cryptography (broken by quantum) vs. Kyber 

(quantum-resistant) 

 

4.5 Comparative Analysis with Classical Cryptography 

Table 9 presents a comprehensive comparison between Kyber and classical cryptographic systems currently 

deployed in Wi-Fi networks. 

 

Table 9 Comprehensive Comparison with Classical Cryptography 

Feature RSA-2048 (WPA2) ECC-256 (WPA3) Kyber512 Kyber768 Kyber1024 

Key Exchange Time (ms) 5.0–10.0 2.0–4.0 0.116 0.098 0.147 

Public Key Size (bytes) 256 64 800 1,184 1,568 

Security Level (bits) 112 128 128 192 256 

Quantum Resistance No No Yes Yes Yes 

Forward Secrecy Yes Yes Yes Yes Yes 

Standardization Status NIST FIPS 186 NIST FIPS 186 NIST PQC NIST PQC NIST PQC 

RSA provides forward secrecy only when used with ephemeral Diffie-Hellman (DHE-RSA) 
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Figure 9 Performance Comparison with Classical Cryptography - Bar chart comparing handshake times 

 

V. DISCUSSION 

The experimental results confirm that lattice-based 

post-quantum cryptography provides an effective 

mechanism for strengthening Wi-Fi security against 

future cyber threats. The evaluation demonstrates that 

Kyber algorithms achieve efficient key establishment 

while maintaining strong quantum resistance. 

Although Kyber introduces larger cryptographic 

parameters compared with RSA and ECC, the 

observed communication overhead remains 

acceptable for modern Wi-Fi networks. The 

performance results indicate that the computational 

cost associated with Kyber is sufficiently low to 

support practical deployment. 

Among the evaluated algorithms, Kyber768 achieved 

the most favorable balance between security and 

efficiency. Its 192-bit security level provides stronger 

protection than Kyber512 while avoiding the higher 

computational requirements of Kyber1024. 

Therefore, Kyber768 represents a suitable candidate 

for integration into future Wi-Fi authentication and 

secure communication standards. 

 

VI. CONCLUSION AND FUTURE WORK 
6.1 Conclusion  

This research work suggested and examined 

a post-quantum cryptographic scheme for Wi-Fi 

networks based on Kyber that will provide enhanced 

protection for such networks from classical and 

quantum-based attacks. This cryptographic scheme is 

an effort to mitigate the weakness of traditional 

cryptographic schemes like RSA and ECC, which 

have been shown to be susceptible to quantum attacks 

due to the weaknesses of the mathematics involved in 

such cryptosystems. Through the incorporation of 

Kyber KEM in a simulated Wi-Fi network based on 

Open Quantum Safe (liboqs) library and OMNeT++ 

simulation tool, the viability of post-quantum 

cryptography was examined. 

It was proven through experiments that all 

three Kyber schemes (Kyber512, Kyber768, and 

Kyber1024) attained efficient cryptographic 

performance with reduced latency for authentication 

that can be used for instant Wi-Fi communication. 

Even though the usage of larger keys and ciphertexts 

increased some amount of overhead in comparison 

with traditional cryptography, the increase in the 

resources used by the algorithm was acceptable in 

today’s wireless environment. Moreover, it was 

shown that the proposed approach was robust to brute 

force attacks, replay attacks, man-in-the-middle 

attacks, and quantum cryptanalysis. 

Among the evaluated variants, Kyber768 

achieved the most favorable balance between 

computational efficiency and quantum-resistant 

security. Its performance demonstrates that strong 

post-quantum protection can be incorporated into 

Wi-Fi authentication protocols without significantly 

degrading network performance. These findings 

support the practical deployment of lattice-based 

cryptographic mechanisms as viable replacements 

for vulnerable classical public-key algorithms in 

future wireless communication standards. 
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All in all, this research paper contributes to 

the expanding academic literature on post-quantum 

wireless security through an implementation-focused 

analysis of the Kyber algorithm in the context of the 

Wi-Fi protocol suite. The results prove empirically 

that using lattice-based cryptography in this way 

increases the resilience of wireless networks in the 

long term without affecting their performance 

negatively. 

 

6.2 Future Work 

Future research should extend the proposed 

framework beyond simulation by implementing and 

validating Kyber-based post-quantum cryptography 

in real Wi-Fi hardware environments. Such 

experimental deployments would provide additional 

insights into practical performance under diverse 

network conditions. 

Further investigations may also examine hybrid 

cryptographic approaches that combine classical and 

post-quantum algorithms to facilitate gradual 

migration from existing Wi-Fi security 

infrastructures. In addition, future studies should 

evaluate the performance of lattice-based 

cryptographic mechanisms in Internet of Things 

(IoT), edge computing, 5G/6G wireless systems, and 

emerging Wi-Fi standards. Comparative evaluations 

involving other NIST-standardized post-quantum 

algorithms, including Dilithium, Falcon, and 

SPHINCS+, would also provide a broader 

understanding of their suitability for different 

wireless communication scenarios. 
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