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Abstract 
Digital transformation has profoundly influenced 

various sectors of the economy, including the 

insurance industry. The rapid process of 

digitalization has fundamentally altered the 

procedures for providing insurance products while 

simultaneously transforming the operation of 

intermediaries involved in the distribution of 

insurance services, particularly insurance agents. 

This transformation enhances efficiency and market 

accessibility but also gives rise to new legal and 

economic risks-most notably concerning 

information asymmetry, liability allocation, and the 

protection of consumer rights. 

This study adopts a law-and-economics approach to 

examine the regulatory challenges facing the legal 

framework governing insurance agents in Vietnam’s 

emerging digital insurance environment. Sustainable 

consumer protection in the digital insurance market 

requires a transparent legal framework that strikes 

an appropriate balance between economic 

efficiency, business innovation, and the legitimate 

rights and interests of consumers. 

By examining Vietnam’s current legal framework 

and comparing it with advanced international 

approaches, this paper identifies key regulatory gaps 

in liability allocation, information disclosure, and 

data governance in insurance agency activities. 

The study concludes thata risk-based adaptive 

regulatory framework, integrating legal safeguards 

with economic efficiency, can support sustainable 

insurance market development, provide stronger 

protection for consumers-who remain the weaker 

party-and foster long-term trust in the financial 

ecosystem. 

 

Keywords: Digital insurance, Insurance agents, 

Consumer protection, Law and economics. 

 

I. Introduction 
Digital transformation has triggered a 

profound revolution in the financial sector, and the 

insurance industry is no exception. Under the 

influence of advanced technologies and artificial 

intelligence, Vietnamese insurance enterprises are 

compelled to fundamentally reshape the way 

insurance products are designed, distributed, and 

consumed. As a result, insurance distribution is no 

longer confined to the traditional agency model. In 

the digital environment, insurance agents-including 

online agents, technology-based intermediary 

platforms providing advisory and distribution 

services, as well as automated advisory tools-are 

emerging as key intermediaries within the modern 

digital insurance ecosystem. 

These developments enhance economic 

efficiency, significantly reduce transaction costs, 

and expand consumer access to insurance services. 

However, digital transformation also gives rise to a 

series of new legal challenges: information provided 

may be incomplete, misleading, or difficult to 

verify; algorithms may recommend unsuitable 

products; and, notably, legal liability becomes 

increasingly complex and difficult to determine 

when digital platforms or artificial intelligence 

participate in the distribution process alongside 

traditional insurance agents. 

From the perspective of law and 

economics, regulatory intervention is only effective 

when it simultaneously ensures legal compliance, 

promotes economic efficiency, reduces transaction 

costs, and safeguards consumer rights and trust. 

Vietnam’s current legal framework-similar to that of 

several developed jurisdictions-has been 

predominantly designed to regulate the conduct of 

human agents (traditional agents). With the 

emergence of digital insurance and integrated, data-

driven technological systems, existing regulations 

reveal significant gaps that pose direct risks to the 

principle of sustainable consumer protection and 

market trust in digital insurance services, 

particularly in relation to digital data governance. 

This paper aims to analyze the legal status 

of insurance agents in Vietnam within the digital 

environment, assess the regulatory gap between 

Vietnamese law and international practice, and 

propose recommendations to enhance the 

sustainable protection of consumer rights. 
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II. Literature Review and Theoretical 

Framework 
2.1 Literature Review 

Digital insurance and the rapid expansion 

of InsurTech have attracted considerable scholarly 

attention in recent years. The OECD’s report 

Technology and Innovation in the Insurance Sector 

(2017) affirms that emerging technologies-such as 

artificial intelligence, big data analytics, blockchain, 

and cloud computing-have fundamentally 

transformed the distribution and management of 

insurance products and reshaped service delivery 

processes. The report also emphasizes the pivotal 

role of distribution intermediaries, particularly 

insurance agents, in ensuring transparency, data 

security, and the protection of consumer interests. 

Regulators and industry associations have 

likewise acknowledged the profound legal 

implications of digital transformation. The Geneva 

Association (2018) highlights that digitalization 

significantly increases the volume of data collected 

and processed by agents, thereby necessitating 

updated legal frameworks on personal data 

protection and transparent advisory obligations. 

Similarly, the IAIS (2017) views InsurTech not 

merely as technological innovation but also as a 

regulatory issue, calling for strengthened principles 

of information transparency, accountability, and 

data security for digital insurance intermediaries. 

More recently, IAIS (2020) delves into emerging 

risks such as algorithmic bias and data governance, 

reinforcing the need for enhanced supervisory 

regulations. 

Beyond institutional reports, numerous 

international academic studies underline the impact 

of digital technologies on the sustainable 

development of the insurance sector. Eling and 

Lehmann (2018) analyze how digitalization affects 

the insurance value chain and fundamentally alters 

the operation of distribution channels. According to 

their research, distribution channels-including 

insurance agents-are increasingly shaped by digital 

platforms, technological infrastructures, data 

ecosystems, and automated advisory tools (robo-

advice). These developments create both 

opportunities and legal challenges, especially 

concerning transparency and information duties. 

Likewise, Courbage and Tereszkiewicz (2025) 

identify the legal and economic opportunities and 

challenges associated with InsurTech, noting that 

the transformation of insurance intermediaries in the 

digital environment requires corresponding 

adaptations of the legal framework to ensure 

fairness and transparency for consumers. In 

particular, Tereszkiewicz & Skalski (2025) and 

Tereszkiewicz (2020) provide in-depth analyses of 

robo-advisory, highlighting the need for clear rules 

on legal liability and ethical standards when 

advisory services are performed by algorithms. 

Braun and Jia (2024) offer another 

perspective by providing a comprehensive overview 

of InsurTech, examining how artificial intelligence, 

blockchain, the Internet of Things (IoT), and big 

data are reshaping insurance business models. Their 

study confirms that these technological 

developments directly influence insurance 

providers, who must simultaneously adopt digital 

tools and confront new legal responsibilities 

concerning information, advice, and data security. 

Additionally, Stroobants (2025) focuses on 

the collection and storage of personal health data in 

insurance contracts, emphasizing that insurance 

providers-including insurance agents-face 

increasingly stringent responsibilities to safeguard 

sensitive data and ensure informed consent, thereby 

reinforcing the duty of confidentiality in insurance 

transactions. 

In Vietnam, studies by Nguyen (2017), 

Tien (2020), and Tran & Pham (2024) primarily 

examine digital insurance from a market or financial 

perspective. Some works by Nguyen Thai Cong, 

Nguyen Minh Nhat, and Lam Hong Loan make 

initial references to agent misconduct, but mostly 

from the standpoint of fraud and moral hazard, and 

have yet to develop a comprehensive legal 

framework governing the duties and liabilities of 

insurance agents in the digital context. 

Regarding the responsibilities of insurance 

intermediaries in the digital environment, many 

studies have explored the duties and liabilities of 

insurance agents in general, typically focusing on 

traditional agents. Authors such as Le Thi Thao 

(2010), Belleau (1991), Redenbaugh (1973), Sakall 

(2000), and Kiratli analyze the advisory duties, 

information-provision obligations, and legal 

liabilities of agents when they provide inaccurate 

advice or breach their obligations, including 

proposals for professional indemnity insurance. 

Issues of conflicts of interest arising from 

commission-based remuneration are addressed by 

Cummins & Doherty (2006). Moreover, Parker 

(2007) discusses the joint liability of insurance 

companies for the conduct of their agents, 

particularly in relation to vulnerable consumers. 

Taken together, both international and 

domestic literature affirm the central role of 

insurance agents in consumer protection and 

identify the legal challenges posed by digitalization. 

However, most existing studies focus either on the 

broader landscape of InsurTech or on the duties of 

agents within the traditional model. There remains a 
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lack of research specifically addressing the 

regulatory framework for digital insurance agents-

particularly regarding information and advisory 

duties in AI-driven and automated advisory 

environments (robo-advisory), legal liability 

mechanisms for online transactions (e.g., algorithm-

related errors), and data governance responsibilities 

associated with the collection and processing of 

personal data by digital agents. As digital 

technologies continue to evolve and be widely 

adopted in the insurance sector, these legal issues 

are becoming increasingly pressing. Therefore, it is 

essential to establish a clear legal mechanism 

governing the responsibilities and obligations of 

insurance distribution channels-particularly 

insurance agents-to ensure effective consumer 

protection in the digital era. 

 

2.2 Theoretical Framework 

To clarify the legal status and liability of insurance 

agents in relation to the protection of consumer 

rights in the digital insurance environment, this 

paper draws upon several foundational law-and-

economics theories. Specifically: 

Asymmetric Information Theory.Developed 

during the 1970s–1980s by George Akerlof, 

Michael Spence, and Joseph Stiglitz, this theory 

explains how disparities in access to information 

among parties to a transaction influence market 

behavior. Asymmetric information refers to 

situations in which one party possesses more 

complete or superior information than the other 

party (or parties). In the insurance sector, insurers 

and agents typically hold substantial advantages in 

terms of product knowledge, contract terms, and risk 

assessment, whereas consumers have limited 

capacity to obtain or independently verify such 

information. This imbalance leads to adverse 

selection and moral hazard, undermining consumer 

trust and reducing market efficiency. 

In Vietnam’s digital insurance landscape, 

information asymmetry becomes even more 

pronounced in the relationship between insurers, 

agents, and policyholders, particularly when 

transactions involve online platforms, technological 

applications, or automated advisory tools. From a 

law-and-economics perspective, regulatory 

intervention targeting digital insurance agents must 

aim to reduce information asymmetry through 

obligations of transparent disclosure, clear 

explanation of policy terms, and suitability-based 

advice to consumers. 

Applying this theory provides an economic 

rationale for strengthening the legal obligations of 

insurance agents in the digital environment. Greater 

transparency and completeness of information 

enhance consumer protection and foster a more 

sustainable and efficient insurance market. 

Theory of Consumer Protection.The theory of 

consumer protection is grounded in the view that 

consumers constitute the weaker party in 

transactions and therefore must be granted 

fundamental rights by law to safeguard their 

interests. This theory regards consumer rights as 

fundamental rights belonging to the group of rights 

concerning health and life1,and as third-generation 

human rights2. In 1962, President John F. Kennedy 

emphasized the necessity of establishing a legal 

framework for consumer protection. He identified 

four fundamental consumer rights: the right to 

safety, the right to be informed, the right to choose, 

and the right to be heard. Subsequently, Consumers 

International expanded this list by adding four 

additional rights: the right to the satisfaction of basic 

needs, the right to redress, the right to consumer 

education, and the right to a healthy environment3. 

In the context of digital insurance, this 

theory is particularly pertinent because consumers 

often face difficulties in accessing digital 

information and are vulnerable to risks arising from 

advisory practices, complex technical terms, and 

opaque data-processing mechanisms. Accordingly, 

the law must establish clear standards governing the 

duties and liabilities of insurance agents-the primary 

distribution channel for insurance products. From a 

law-and-economics perspective, consumer 

protection not only reduces disputes and transaction 

costs but also strengthens market trust and promotes 

the development of Vietnam’s digital insurance 

ecosystem. 

Conflict of Interest Theory.Conflict theory, 

originating in the nineteenth century, has undergone 

multiple stages of development. Karl Marx, in the 

1840s, laid the foundational groundwork by 

emphasizing that class conflict is the primary 

driving force of history. Georg Simmel, in the late 

nineteenth and early twentieth centuries, expanded 

this concept by viewing conflict as an inherent 

component of social life and a crucial factor in 

 
1Geraint Howells, Iain Ramsay, Thomas 

Wilhelmsson (2017). Handbook of Research on 

International Consumer Law. Nxb Edward Elgar, 

Massachusetts – USA, pp. 19-20. 
2Christopher Harding, Uta Kohl, Naomi Salmon 

(2016). Human Rights in the Marketplace: The 

Exploitation of Rights Protection by Economic 

Actors. Nxb Routledge, New York, pp. 56-57.  
3Lumen (2020), Consumer Rights, 

https://www.coursesidekick.com/business/study-

guides/boundless-business/consumer-rights/, truy 

cập ngày 13/8/2024. 

https://www.coursesidekick.com/business/study-guides/boundless-business/consumer-rights/
https://www.coursesidekick.com/business/study-guides/boundless-business/consumer-rights/
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social evolution. In the 1950s, Lewis Coser further 

developed Simmel’s ideas, arguing that conflict 

contributes to maintaining social equilibrium and 

promoting adaptation. The theory has continued to 

evolve over the years with contributions from many 

scholars, highlighting the ways in which social 

conflict drives societal change and development. 

At the core of conflict theories is the 

phenomenon of power-and more precisely, the 

imbalance of power-particularly when those who 

possess power make decisions affecting the lives 

and resources of weaker parties while largely 

disregarding their needs and interests4. 

In the digital insurance environment, conflicts of 

interest become more complex and sophisticated 

due to the involvement of data analytics, algorithms, 

and automated advisory mechanisms. Insurance 

agents may rely on algorithms that prioritize 

products generating higher economic or commercial 

benefits for the agent or the insurer, while 

consumers are unable to detect such biases or 

recognize that the recommended products may not 

be optimal for their needs. 

From a law-and-economics perspective, 

managing conflicts of interest not only protects 

consumer rights but also enhances market efficiency 

and reduces disputes. This further underscores the 

necessity of strengthening the legal framework 

governing the duties and liabilities of insurance 

agents in the digital environment, particularly 

regarding information obligations and supervisory 

mechanisms. Such safeguards are essential to 

ensuring fairness and promoting sustainable 

development within the insurance market. 

Transaction Cost Theory.Transaction cost theory 

originates from the works of Ronald H. Coase5 and 

Oliver E. Williamson. Coase’s theorem is 

particularly significant in highlighting that optimal 

efficiency can be achieved when parties are free to 

negotiate within contractual transactions. According 

to Oliver E. Williamson, transaction costs are 

analogous to frictional forces in physics and 

constitute one component of real economic costs. 

Accordingly, in contractual relationships, 

transaction costs refer to the expenses incurred when 

a transaction is formed in the marketplace; these 

include the costs of drafting, monitoring, and 

 
4Schneewind, K. A. (2001). Socialization and 

education: Theoretical perspectives, 

https://www.sciencedirect.com/topics/social-

sciences/conflict-theory, truy cập ngày 24/7/2024. 
5Coase, R. H. (1993). The nature of the firm 

(1937). Economica, 4, 396-405, 

http://econdse.org/wp-

content/uploads/2014/09/firm-coase.pdf 

enforcing agreements (Barzel 1977). In other words, 

transaction costs are the expenses associated with 

exchanging property rights through market 

transactions (i.e., contract-based exchanges). They 

encompass the costs of searching for information 

(identifying potential counterparties, determining 

product specifications, assessing quality, evaluating 

reliability, and numerous related considerations), as 

well as the costs of negotiating, concluding, and 

supervising contractual performance-and the costs 

of addressing contractual breaches. 

From the perspective of this theory, legal 

rules are assessed through the lens of costs and 

benefits in choosing agency-based distribution 

models in digital insurance. One of the conditions 

for reducing transaction costs is the clarity and 

consistency of the legal framework. In digital 

insurance, consumers face significant information 

disadvantages when assessing product quality and 

contract terms, while agents and insurers possess 

superior information. Improving the regulatory 

framework for digital insurance agents-particularly 

obligations related to disclosure, suitability-based 

advice, and dispute resolution mechanisms-helps 

reduce transaction costs, mitigate risks, and 

strengthen market trust. Transaction cost theory 

therefore provides an economic foundation for 

enhancing legal regulation to ensure sustainable 

consumer protection in Vietnam’s digital insurance 

environment. 

 

III. Methodology 
This study employs a combination of 

qualitative research methods suitable for the 

characteristics of the legal field and the objective of 

assessing consumer protection mechanisms in the 

activities of digital insurance agents in Vietnam. 

Legal analysis method: This method is 

used to clarify the current provisions of the Law on 

Insurance Business 2022 and related regulations, 

particularly the rules governing disclosure 

obligations, advisory duties, and the legal liability of 

insurance agents toward consumers in the digital 

environment. 

Comparative legal method: The paper 

compares Vietnam’s regulatory framework with the 

experiences of jurisdictions that have developed 

advanced digital insurance regimes, such as the 

European Union, Singapore, and South Korea. This 

comparison enables the identification of regulatory 

gaps, limitations, and transferable elements that 

could strengthen consumer protection. 

Synthesis method: Following legal analysis 

and comparative assessment, the study synthesizes 

findings to evaluate the impact of the current legal 

framework and to propose recommendations for 

https://www.sciencedirect.com/topics/social-sciences/conflict-theory
https://www.sciencedirect.com/topics/social-sciences/conflict-theory
http://econdse.org/wp-content/uploads/2014/09/firm-coase.pdf
http://econdse.org/wp-content/uploads/2014/09/firm-coase.pdf
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improving the regulatory mechanism applicable to 

digital insurance agents. The aim is to ensure 

sustainable consumer protection and promote the 

stable development of Vietnam’s digital insurance 

market. 

 

IV. Discussion and Legal Analysis 
4.1Legal Recognition of Digital Insurance Agents 

In Vietnam, digital insurance agents have 

not yet been recognized as a distinct legal entity. 

Their current legal status is acknowledged only 

indirectly and on a functional basis, through the 

regulatory framework governing electronic 

insurance transactions and the principles of 

authorization that structure the relationship among 

insurers, traditional insurance agents, and 

customers. In other words, existing legislation treats 

digital technologies merely as tools or supporting 

mechanisms for insurance agents, rather than 

establishing a dedicated legal framework for digital 

insurance agents, including automated actors 

operating within the insurance sector. 

The Law on Insurance Business 2022 

defines an “insurance agent” as an organization or 

individual authorized by an insurance enterprise, a 

branch of a foreign non-life insurer, or a mutual 

micro-insurance organization, on the basis of an 

insurance agency contract, to perform insurance 

agency activities6. Accordingly, agency activities 

include “providing advice on insurance products; 

introducing insurance products; offering insurance 

products; arranging the conclusion of insurance 

contracts; collecting insurance premiums; and 

obtaining documentation to facilitate the settlement 

of claims or insurance payments”7. 

From a technical perspective, this 

recognition is reflected more clearly in Circular 

67/2023/TT-BTC, which provides guidance on 

several provisions of the Law on Insurance 

Business, and in Decree 46/2023/NĐ-CP. These 

instruments govern the implementation of electronic 

insurance transactions for advisory services, product 

offering, contract issuance, and claims settlement. 

When such activities are conducted through 

websites, mobile applications, or automated 

algorithms, the law treats them as digital extensions 

of traditional agency activities performed in the 

online environment, rather than recognizing digital 

insurance agents as a distinct legal subject. 

 
6Law on Insurance Business 2022 (Vietnam), 

art. 124. 
7Law on Insurance Business 2022 (Vietnam), 

art. 4(5). 

The Circular indirectly legitimizes the 

distribution, advisory, and customer-service 

functions carried out via digital platforms or 

automated advisory systems; however, it continues 

to maintain the principle that “the insurance 

enterprise bears ultimate responsibility”8, without 

establishing a separate liability regime for digital 

actors. 

Similarly to Vietnam, many jurisdictions 

do not formally designate “digital insurance agents” 

as an independent legal subject, nor do they adopt a 

uniform legal term equivalent to “digital insurance 

agents.” Instead, in addition to the general definition 

of an insurance agent as an intermediary, digital 

insurance agents are regulated through broader 

conceptual categories that focus on their functions, 

technological characteristics, and level of 

automation. In other words, regulatory frameworks 

in more advanced jurisdictions move further by 

assessing the role and the degree of automation of 

digital actors. 

In international legal instruments, the 

concept of an insurance agent is generally subsumed 

under the broader category of “insurance 

intermediary” and is subject to the regulatory regime 

governing insurance intermediaries and insurance 

distribution activities. 

According to Article 2 of the European 

Union’s Insurance Distribution Directive (IDD) 

2016/97/EU, an “insurance intermediary” is defined 

as “any natural or legal person, other than an 

insurance or reinsurance undertaking, their 

employees, or ancillary insurance intermediaries, 

who, for remuneration (commission, fees or any 

other financial benefit), carries out insurance 

distribution activities”9. Under the IDD, insurance 

distribution activities include providing advice, 

proposing insurance products, or performing other 

preparatory work for the conclusion of insurance 

contracts, as well as assisting in the administration 

and performance of such contracts, particularly in 

the event of an insured loss. Meanwhile, Québec 

law (Canada) provides a direct definition of an 

insurance agent. Specifically, an “insurance agent” 

is a natural person who is authorized to practice in 

the field of life insurance or damage insurance, who 

offers and provides insurance products directly to 

the public on behalf of an insurer, or who is 

 
8Law on Insurance Business 2022 (Vietnam), 

ch. II. 
9Directive (EU) 2016/97 of the European 

Parliament and of the Council on Insurance 

Distribution (Insurance Distribution Directive – 

IDD), art. 2(1)(1). 
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contractually bound to an insurer under an exclusive 

agreement10. 

In the digital environment, the European 

Union’s AI Act adopts a risk-based classification 

approach. AI systems involved in underwriting 

analysis, advisory functions, or decision-making in 

the insurance sector are categorized as “high-risk 

AI”11, thereby triggering stringent requirements 

concerning data governance, accountability, and 

human oversight. Regulatory authorities in the 

United States and the United Kingdom apply similar 

mechanisms to “automated decision-making,” 

ensuring that insurance advice and product 

recommendations delivered through digital tools are 

fair, explainable, and free from bias. 

Thus, while Vietnam has opened the door 

to digital insurance transactions through the Law on 

Electronic Transactions and Circular 67/2023/TT-

BTC, the current legal framework remains limited to 

recognizing technology merely as a supporting tool 

for traditional insurance agents. In contrast with 

international approaches-where digital actors are 

regulated based on their functions, level of 

automation, and risk profile-the Vietnamese legal 

system has not yet established a dedicated liability 

framework for digital insurance agents. This results 

in regulatory gaps concerning advisory obligations, 

data governance, algorithmic transparency, and the 

allocation of legal responsibility when harm occurs 

to consumers. 

 

4.2 Comparative Legal Gaps Between Vietnam 

and International Best Practices 

Liability Mechanisms.Vietnamese law continues to 

regulate the liability regime applicable to insurance 

agency activities based on the traditional model12. 

Under this model, an insurance agent is an 

individual or organization with legal capacity that is 

authorized by an insurance enterprise and is 

responsible for its own professional conduct. When 

digital tools are used in product distribution, as 

analyzed above, technological systems and 

applications are viewed merely as instruments that 

support traditional agents rather than as independent 

legal actors. Consequently, the insurance enterprise 

remains subject to the principle of ultimate 

responsibility for any incorrect or misleading 

 
10Act respecting the distribution of financial 

products and services (Quebec), CQLR c D-

9.2. 
11Annex III, Point 5 of the EU Artificial 

Intelligence Act (Regulation (EU) 2024/1689). 
12Law on Insurance Business 2022 (Vietnam), 

art. 88. 

advice-even when such advice or decisions are 

generated by algorithms during the agent’s advisory 

process13. 

This regulatory approach generates a 

significant gap. Under the traditional model, liability 

is established based on the fault of the actor-the 

insurance agent is held responsible in cases of 

misleading advice, inaccurate disclosure, or acting 

beyond the scope of authority granted by the insurer. 

However, when recommendations are generated by 

algorithms, digital applications, or when data-

security issues arise within the insurance domain, 

determining fault becomes far more complex. The 

agent is not the one directly performing the act; the 

insurer may not yet have full control over the data, 

system failures, or algorithmic processes; and 

consumers have no ability to evaluate or discern the 

decision-making mechanisms embedded in 

advisory, marketing, and distribution activities. As a 

result, liability is triggered only after harm has 

occurred, rather than establishing preventive duties 

and responsibilities. This reactive model is 

fundamentally incompatible with the insurance 

sector-a financial domain characterized by 

inherently high levels of risk. 

In several foreign legal systems, liability 

regulations have shifted toward endogenous and 

risk-based mechanisms. The European Union’s AI 

Act classifies AI systems used in advisory functions 

and risk assessment within the insurance sector as 

“high-risk”, thereby requiring insurers to 

demonstrate the safety of the algorithms, ensure 

effective human oversight, assess data quality and 

security safeguards, and maintain appropriate 

accountability mechanisms (Articles 9–15 of the EU 

AI Act). 

Similarly, the United Kingdom’s Consumer 

Duty under the FCA Handbook-particularly 

Principle 12 and PRIN 2A-imposes stringent 

obligations aimed at enhancing consumer 

protection. Principle 12 represents the highest and 

most overarching standard, encapsulating the spirit 

of the Consumer Duty. Under this principle, a firm 

must act to deliver good outcomes for retail 

customers14.In the financial and insurance sectors, 

 
13Circular 67/2023/TT-BTC on Guiding Certain 

Articles of the Law on Insurance 

Business,Decree 46/2023/NĐ-CP on Electronic 

Insurance Transactions, ch. 2 (Vietnam). 
14Financial Conduct Authority (FCA), FCA 

Handbook – PRIN 2A: The Consumer Duty (31 

July 2023), Principle 12: “A firm must act to 

deliver good outcomes for retail customers”, 

available at: 
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this principle requires insurers to regularly examine 

automated systems to ensure that advisory decisions 

are free from errors and biases that may harm 

customers. In addition, Article 22 of the UK General 

Data Protection Regulation (UK GDPR) safeguards 

an individual’s right to request human intervention 

and to obtain an explanation for decisions that are 

made solely through automated processing. 

Compared with the regulatory frameworks 

of the above jurisdictions, Vietnam-although it has 

incorporated digital technologies into insurance 

distribution activities-continues to treat digital 

technologies merely as tools supporting traditional 

agents. This results in a “responsibility gap” 

between actors. Insurance agents are trained, subject 

to professional ethics, and bound by accountability 

duties under the authorization of insurers. Yet 

automated systems that perform equivalent 

functions and support traditional agents are not 

subject to any corresponding standards or 

supervisory mechanisms. This discrepancy may 

weaken consumer protection, particularly in a 

context where advisory and product-selection 

processes are increasingly personalized through data 

and algorithms to optimize the insurer’s commercial 

interests. 

From a law-and-economics perspective, the 

absence of a dedicated liability framework provides 

no incentive for insurers to invest in algorithmic 

safety, system testing, or supervisory mechanisms 

operating alongside traditional agents. Therefore, 

legal reforms should establish clear duties and 

accountability standards for digital insurance agents, 

such as requirements for advisory traceability, 

decision explainability, technological impact 

assessments, and algorithmic risk controls. Only 

with such measures can sustainable consumer 

protection be ensured, and alignment with 

international best practices be achieved. 

 
https://www.handbook.fca.org.uk/handbook/PR

IN/2A/ 
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Table 1 – Comparative overview of liability regimes applicable to digital insurance agents under 

Vietnamese law and foreign legal systems 

Criteria 
Vietnamese Law  

(Traditional Model) 

International Trends  

(Modern AI-Based Model) 

Basis for 

Determining 

Liability 

Fault-Based liability and the principle 

of authorization. 
Strict Liability 

Applicable Laws 

Law on Insurance Business 2022 

(Article 88: insurers are liable for the 

acts of their agents) and the Civil 

Code. 

EU AI Act (risk classification), EU 

Product Liability Directive (expanded 

scope to software and AI), U.S. Equal 

Credit Opportunity Act (ECOA), Fair 

Credit Reporting Act (FCRA). 

Burden of Proof 

High. Consumers must prove 

negligence or fault by human agents 

or by insurers in designing/operating 

AI systems. 

Low. Insurers (or AI providers) are liable 

for compensation when harm occurs; 

consumers are not required to prove 

fault. 

Effectiveness 

Low efficiency. High social costs due 

to costly litigation and incomplete 

compensation. Limited incentives for 

insurers to invest in algorithmic 

safety and quality. 

High efficiency. Insurers are considered 

the “Best Risk Bearer.” Strict liability 

forces insurers to internalize risk costs, 

creating strong incentives to prevent 

algorithmic errors from the outset. 

(Source: synthesized, 2025) 

Governance & Ethical Issues. In addition to the 

regulatory gaps concerning liability within 

Vietnam’s legal framework, the provisions 

governing technological governance and ethical 

standards in the use of digital technologies for 

insurance distribution-including by insurance 

agents-also reveal significant differences between 

Vietnam and international practice. These issues not 

only directly affect the rights of insurance 

consumers and the level of fairness and transparency 

in the market, but also influence the long-term 

sustainability of the digital insurance ecosystem. 

Algorithmic Bias and Fairness.Algorithmic bias 

refers to situations in which an AI algorithm or 

automated decision-making system produces 

outcomes that are unfair, biased, or discriminatory 

toward certain groups of individuals as a result of 

distorted input data, flawed model design, or skewed 

training processes15. For consumers-particularly 

those in the digital insurance sector, where financial 

 
15National Institute of Standards and 

Technology (NIST), AI Risk Management 

Framework (AI RMF 1.0) (2023), retrieved 

from: https://csrc.nist.gov/projects/risk-

management/about-rmf 

risks are substantial-such bias can result in 

discriminatory treatment and cause significant 

negative impacts on disadvantaged groups, 

especially given the high degree of information 

asymmetry. This represents one of the most serious 

ethical risks associated with the use of digital 

technologies in agency activities such as advising, 

pricing, or risk classification. 

In Vietnam, Decree 13/2023/NĐ-CP on 

personal data protection regulates notification and 

data-processing obligations but does not impose 

requirements for bias audits or algorithmic impact 

assessments on digital insurance agents whose 

activities involve algorithms and technological 

applications. This omission creates the risk that 

proxy variables may generate unfair pricing 

outcomes, thereby reducing the inclusiveness of the 

insurance market. 

In contrast, many advanced jurisdictions 

have adopted stricter standards. In the United States, 

the Equal Credit Opportunity Act (ECOA) and 

related federal guidance require businesses to 

demonstrate that automated decision-making models 

do not produce disparate impacts. Similarly, the 

Financial Conduct Authority (FCA) in the United 

Kingdom requires insurers to regularly test their 
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algorithms under the Consumer Duty framework to 

ensure fairness and to prevent systemic bias. 

Transparency and the Right to 

Explanation.Transparency in the operations of 

digital insurance agents is a fundamental element in 

ensuring that customers understand the reasons 

underlying decisions that directly affect their rights 

and benefits, particularly as insurers increasingly 

rely on technological applications and artificial 

intelligence in decision-making processes. In 

Vietnam, as previously discussed, traditional 

insurance agents utilize technologies and digital 

applications in their activities. Consequently, these 

technological components may influence advisory 

practices and shape decisions that affect 

policyholders’ rights. However, Vietnamese law has 

not yet established explicit rules on the right to 

explanation in the context of automated decisions. 

By contrast, Article 22 of both the UK 

GDPR and the EU GDPR grants individuals the 

right to object to decisions made solely through 

automated processing and obliges insurance 

providers to offer a meaningful explanation of the 

logic involved. This EU requirement plays a crucial 

role in reducing information asymmetry between 

insurance service providers and consumers-an 

asymmetry that, from a law-and-economics 

perspective, undermines trust and market efficiency. 

Human oversight. A further significant gap concerns 

the absence of mandatory human oversight for high-

risk automated decisions. In Vietnam, traditional 

insurance agents-individuals or organizations-

remain the primary actors in distribution activities. 

However, as technological capabilities advance, 

scenarios in which automated systems make critical 

decisions will inevitably arise. Such developments 

necessitate an appropriate regulatory framework, 

similar to the EU AI Act’s requirement that high-

risk AI systems incorporate a Human-in-the-Loop 

(HITL) mechanism to ensure that human operators 

can intervene, override, or adjust algorithmic 

decisions. 

These gaps in governance and ethics reflect 

a fundamental divergence in regulatory philosophy. 

Advanced legal systems regulate digital insurance 

agents based on risk level and function, imposing 

requirements for transparency, auditing, and human 

oversight. By contrast, Vietnam continues to treat 

digital technologies merely as tools supporting 

traditional agents. This approach weakens consumer 

protection and undermines the creation of a 

sustainably functioning digital insurance market. 

Data Ownership and Personal Data Protection.In 

the realm of digital insurance, data constitutes a core 

asset. Digital technologies function not only as 

computational tools but also as systems that collect 

and process sensitive information such as health, 

financial status, property, and behavioral data. This 

creates a pressing need for a robust legal framework 

governing data ownership and personal data 

protection. 

First, regarding data ownership. In 

Vietnam, Decree 13/2023/NĐ-CP on personal data 

protection regulates the rights of data subjects over 

their personal data, including the right to be 

informed, the right to consent, and the right to 

access and rectify data. However, the current 

Vietnamese legal framework does not clarify the 

ownership of personal data, especially derived data-

information generated by algorithms or 

technological systems, such as insurance risk scores, 

customer categorization, or behavioral predictions, 

all of which are used in the advisory activities of 

insurance agents. This raises a fundamental 

question: who owns the data generated by such 

algorithms-the insurance enterprise, the customer, or 

the system provider (a third party)? 

From a law-and-economics perspective, 

this regulatory gap may weaken the incentives of 

insurance service providers to invest in and develop 

AI models and technological systems, as the rights 

to exploit data have not been clearly established. At 

the same time, insurance consumers lack a legal 

mechanism to control or safeguard their personal 

data-particularly derived data-thereby creating 

severe information asymmetry. 

In contrast, international legal frameworks, 

particularly the UK General Data Protection 

Regulation (GDPR), recognize the right to data 

portability16. Under this rule, individuals may 

request that their data be provided in a structured 

format so that it can be transferred to another service 

provider. This indirectly affirms an individual’s 

right to control their personal data without requiring 

an explicit definition of data ownership. It also 

indirectly limits insurers’ ability to monopolize data 

and enhances competition within the market. 

Second, with respect to automated 

processing and the right to explanation. Vietnam’s 

current legal framework focuses primarily on 

consent requirements and notification obligations in 

data processing, but it has not established 

mechanisms to protect consumers against fully 

automated decisions generated by technology or 

against advisory outcomes from traditional agents 

that are influenced by distorted data or flawed 

algorithms. Specifically, under Decree 13/2023/NĐ-

CP on personal data protection, Clause 2 Article 9 

 
16Article 20, UK General Data Protection 

Regulation (UK GDPR). 
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grants the right to consent, Clause 1 Article 13 

requires separate consent for high-risk activities 

such as profiling, and Clause 2 Article 14 sets out 

notification obligations. However, these provisions 

do not guarantee the right to explanation or the right 

to object to automated decisions. 

Furthermore, Vietnamese law does not 

provide consumers with the right to request human 

intervention or the right to obtain a detailed 

explanation when digital insurance agents use 

algorithms to assess risks, deny coverage, or 

substantially increase premiums. These protections 

are essential to safeguarding consumers from 

automated decisions that generate legal or 

significant effects. This requirement is explicitly 

stated and reinforced in Article 22 of the UK GDPR. 

In Vietnam, however, the Law on Insurance 

Business 2022 and the Civil Code 2015 remain 

silent on these mechanisms, as a fault-based liability 

regime requires consumers to prove algorithmic 

errors-an impossible burden given that they have no 

access to the decision-making logic. 

Third, regarding risk impact assessment for 

data. Article 24 of Decree 13/2023/NĐ-CP on 

personal data protection requires organizations that 

systematically process personal data-including 

digital insurance agency systems-to prepare a 

personal data impact assessment dossier. However, 

this provision offers only a general framework, 

identifying elements such as purpose, risks, and 

mitigation measures, without providing specialized 

guidance tailored to the high ethical and technical 

risks inherent in the insurance sector. By contrast, 

the UK GDPR mandates data protection impact 

assessments for sensitive-data processing or large-

scale profiling activities, requiring firms to assess 

and mitigate risks before deploying AI systems. 

The absence of sector-specific guidance in 

Vietnam’s insurance industry renders compliance 

subjective and diminishes the effectiveness of data 

impact assessments in proactively managing the 

high-risk characteristics associated with digital 

insurance agents. 

Fourth, the collection and protection of 

information by digital insurance agents. In the 

insurance sector, the collection and processing of 

customer information are essential for risk 

assessment, contract formation, and the performance 

of insurance obligations. Under Decree 

13/2023/NĐ-CP on personal data protection, 

personal data must be collected in a manner that is 

appropriate and limited to the scope and purposes of 

processing. Specifically, Articles 3 and 4 of the 

Decree stipulate that personal data may only be 

collected within the limits necessary for the 

identified processing purposes, must not exceed 

what is required, and must be based on the explicit 

consent of the data subject. 

However, the law provides no specific 

guidance on determining what constitutes “sufficient 

and necessary information.” As a result, insurance 

agents may request customer information in an 

excessive or indiscriminate manner, and consumers 

as well as other stakeholders have no clear basis for 

determining what level of information is 

appropriate. This practice risks infringing upon 

privacy rights and is incompatible with the principle 

of data minimization under the law. Moreover, the 

legal framework does not address the allocation of 

responsibility in cases where insurers require 

customers to provide unnecessary or excessive 

information. 

Another challenge concerns the obligation 

to ensure information security when insurance 

consultations are recorded. Although Articles 17 and 

18 of Decree 13/2023/NĐ-CP stipulate that personal 

data processors must ensure data safety and 

implement appropriate technical and organizational 

measures to prevent unauthorized access, disclosure, 

alteration, or destruction of data, the current legal 

framework does not set out any technical standards 

nor clarify the methods for securing, storing, or 

determining the retention period for such audio 

recordings. Moreover, it does not provide specific 

rules governing legal liability when these recordings 

are leaked or misused. 

Thus, the gaps in Vietnamese law leave 

consumers vulnerable to opaque automated 

decisions, exacerbate information asymmetry, and 

generate significant risks in a context where e-

agents are becoming increasingly central to digital 

insurance operations. 

 

Table 2 – Comparative overview of personal data ownership and protection rules applicable to 

digital insurance agents under Vietnamese law and foreign legal systems 

Criteria Vietnamese Law International Trends (UK GDPR) 

Data Ownership 

No clear provision on ownership of 

derived data generated from 

interactions between customers and 

digital insurance agents. 

Focuses on Data Subject Rights, particularly 

the Right to Data Portability (Art. 20 GDPR). 
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Automated 

Processing 

Mechanisms 

Regulations on data subject consent 

exist. No provisions requiring 

explanation for automated decisions 

that produce significant legal effects. 

Right not to be subject to automated decision-

making (Art. 22 GDPR). Mandatory 

requirement to provide meaningful 

information about the decision-making logic. 

Risk 

Classification 

Decree 13/2023/NĐ-CP classifies 

personal data into basic and sensitive 

categories, with uniform compliance 

requirements. 

Mandatory Data Protection Impact 

Assessment (DPIA) for high-risk data 

processing activities. 

Data 

Minimization in 

Collection 

Personal data collection must be 

appropriate and limited in scope and 

purpose. Lacks specific guidance on 

determining “sufficient and necessary 

information” and does not clarify 

liability when excessive data is 

requested. 

The data minimization principle (Art. 5(1)(c) 

GDPR) is mandatory. Requires demonstrating 

necessity and proportionality of collected data 

through DPIA. 

Security and 

Storage of Audio 

Recordings 

General obligation to ensure data 

security. No technical standards for 

protection methods, retention periods, 

or liability rules for data leakage. 

Security of Processing rules (Art. 32 GDPR) 

require appropriate technical and 

organizational measures. Provides detailed 

guidance on retention periods based on 

processing purposes, with clear sanctions for 

data breaches. 

(Source: synthesized, 2025) 

 

V. Conclusion 
It is evident that although Vietnam has 

begun to establish foundational principles and a 

legal framework for digital insurance transactions, 

significant regulatory gaps remain, and the law has 

yet to address the emerging and future challenges 

associated with the operation of digital insurance 

agents. The absence of specialized regulations on 

AI, legal liability, algorithmic governance, and data 

rights further increases consumer risks and 

undermines the sustainable development of the 

digital insurance market. 

This study identifies three major regulatory 

gaps:(1) an inadequate liability regime applicable to 

digital insurance agents and insurers;(2) deficiencies 

in algorithmic governance and ethical safeguards, 

which heighten the risk of discriminatory or non-

transparent decision-making by digital insurance 

agents; and(3) gaps in the regulation of data, 

particularly the lack of clarity regarding ownership 

of derived data, the absence of a right to explanation 

for automated decisions, and the lack of standards 

for data minimization in digital insurance. 

Drawing on a law-and-economics 

perspective, this study proposes three approaches to 

address these shortcomings: 

Applying strict liability to ensure that 

insurers internalize risks; 

Establishing Human-in-the-Loop (HITL) 

mechanisms and bias auditing to safeguard fairness 

and algorithmic safety; 

Strengthening the right to explanation and 

enforcing data minimization rules to reduce 

information asymmetry and enhance consumer trust. 

However, the development of more 

concrete and feasible policy solutions requires 

further in-depth academic research in the fields of 

insurance law, digital technologies, and the 

regulation of digital insurance agents. 
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