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ABSTRACT: Generative artificial intelligence
offers opportunities to enhance higher education, but
it also presents risks and limitations that require
attention. This article explores challenges such as
the unreliability of generated information, biases in
models, reduction of critical thinking, privacy and
security concerns, and lack of transparency. It also
proposes strategies for responsible use, highlighting
the need for education-specific models, explainable
systems, risk mitigation, data protection, and an
appropriate regulatory framework. The article
emphasizes a critical and ethical approach centered
on the student for implementing generative Al in
this context.
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I. INTRODUCTION

Generative artificial intelligence (GenAl)
promises to transform higher education by
generating content, answering questions, and
adapting materials. While its potential to enrich the
educational experience is significant, it is crucial to
examine the risks and limitations associated with its
adoption critically. This article analyzes the key
challenges of implementing Al, focusing on ethical,
responsible, and student-centered use. A review of
the literature and case studies seeks to provide a
reference framework for institutions to effectively
leverage this technology, mitigating risks and
addressing its limitations.

Generative  artificial intelligence has
emerged as a transformative technology across
various fields, including education. This technology
relies on models capable of generating new content,
such as text and images, based on training data [1].
Advances in deep learning, such as generative
adversarial networks (GANSs) and autoregressive
models, have enabled the development of
increasingly sophisticated systems [2], [3].

Generative Al has garnered attention in
education for its ability to personalize the learning
experience. Language models have been used to
generate explanations and responses tailored to
students’ knowledge levels [4], as well as to
automatically create educational content such as
summaries and exercises [5], [6]. It has also been
employed to generate personalized feedback,
provide specific guidance based on student
performance [7], facilitate more individualized
support, and reduce the workload for educators.

Another prominent application is the
creation of immersive learning environments, where
generative models develop adaptive simulations,
enhancing educational experiences in fields like
medicine and engineering [9].

However, challenges arise concerning the
quality of generated content, the perpetuation of
biases, data privacy, and the need for teacher
training [10], [11]. These considerations underscore
the importance of carefully assessing the risks and
limitations to ensure this technology's ethical and
effective use in education.

This article examines the risks and
limitations associated with using generative artificial
intelligence (Al) in higher education. A review of
scientific literature and case studies identifies the
main challenges universities face in adopting this
technology. The risks include the reliability and
accuracy of generated information, model biases,
impact on critical thinking, and data privacy and
security issues. Limitations such as the need for
precise prompts, lack of validation in real-world
contexts, and limited transparency in models are
highlighted. The article offers recommendations for
responsible use, including developing education-
specific  models, system explainability, and
establishing an appropriate regulatory framework. In
conclusion, it aims to promote an informed and
responsible adoption of generative Al, leveraging its
benefits while mitigating its challenges.
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Il. APPLICATION OF GENERATIVE Al IN
HIGHER EDUCATION
Generative Artificial Intelligence (IAGen)
is a subset of Al that creates content such as images,
music, and text by learning from large datasets and
detecting patterns to generate results similar to those

Advances and future directions

produced by humans. It is distinguished by its
creative capabilities and the use of models such as
Generative Adversarial Networks (GANs) and
Variational Autoencoders (VAEs) [12]. Figure 1
presents the key pillars of 1AGen analyzed in this
article.

Design principles and applications

Generative Artificial Intelligence

Context in higher educabon

Key Pillars of Generative Al

The design principles for generative
artificial ~ intelligence  (IAGen) applications
emphasize  managing  generative  variability,
ensuring multiple outcomes, fostering exploration
with control, and providing clear mental models for
users [13]. In medicine, I1AGen promises
improvements in diagnosis, treatment planning, and
disease monitoring but raises concerns about trust,
privacy, and regulatory issues [14], [15]. In the
business domain, IAGen holds potential for
positive use cases but also for malicious misuse,
necessitating careful ethical scrutiny [16].

One key challenge is intellectual property,
as |AGen raises questions about using training data
and the potential displacement of original creative
works [17]. Additionally, it impacts IT
professionals, changing their roles and required
skills as content creation becomes automated [18].
In terms of advances, IAGen has shown growth
from unimodal to multimodal applications [19],
and has progressed in brain imaging and network
computing, presenting both challenges and future
research directions [20].

In computational social sciences, 1AGen
has lowered barriers to entry, improving
productivity and educational tools [21]. IAGen is
being integrated into university environments in
education, generating content and interactive
experiences that can enhance learning. It can
personalize experiences and facilitate adaptive
assessments, improving knowledge retention [22].
However, it also presents challenges such as
academic integrity and adapting curricula to digital
literacy [23].

In medical education, IAGen supports
self-directed learning and simulation scenarios,
although it faces challenges regarding data
accuracy [25]. It can also offer linguistic support
for international students, but raises concerns about
bias and academic integrity [26]. Its growing use in
educational institutions by faculty and students
underscores the importance of responsible
integration [29].

Challenges and concems

Finally, 1AGen in primary education has
demonstrated potential for motivated learning,
highlighting the need for informed implementation
of these technologies [30], [31].

I1l. RISKS OF USING GENERATIVE Al IN
HIGHER EDUCATION

The reliability and accuracy of the
information generated by generative artificial
intelligence (GenAl) systems are critical factors in
the educational context. While these tools can
provide quick and seemingly coherent responses, it
is essential to critically assess the quality and
truthfulness of the information they produce. A
major challenge is the ability of GenAl models to
"hallucinate™ or generate information that seems
plausible but is incorrect or lacks empirical basis
[32]. These models rely on patterns learned from
large volumes of data, which can lead to statements
that sound convincing but are not supported by
solid evidence [33].

For example, a study found that GPT-3
generated incorrect responses in 21% of cases,
even though these responses appeared coherent and
well-structured [33]. This finding underscores the
need to carefully verify Al-generated information
before relying on it. Additionally, accuracy may be
compromised by biases present in the training data
[34]. If datasets contain biases or gaps in
information, these can be transferred to the
generated responses, perpetuating inaccuracies or
partial views.

Another concern is the lack of
transparency regarding the sources of information
used by GenAl models [35]. Unlike traditional
academic work, where references to reliable
sources must back claims, GenAl systems do not
typically provide clear attribution of the sources
used, making it difficult to verify the information
and potentially leading to the spread of unverified
or incorrect data.

To address these challenges, fostering
critical thinking and strong digital literacy among
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students and educators using GenAl tools is crucial
[36]. This includes teaching strategies for
evaluating the quality and reliability of
information, cross-referencing multiple sources,
and verifying data before accepting it as true.
Additionally, GenAl developers must work to
improve the accuracy and reliability of their models
and increase transparency regarding the sources of
data used and the limitations of these tools [37].

The biases in the data and models used by
GenAl are also a significant concern, as they can
have profound implications in the educational
domain. These biases can perpetuate stereotypes,
reinforce prejudices, and generate discriminatory or
inaccurate content. Training data biases arise when
the datasets used to train models are not
representative of the real world's diversity [38]. For
instance, if the data primarily comes from sources
written by white men, the models may learn and
reproduce biased perspectives related to gender,
race, or ethnicity [34].

A notable case is GPT-3, which has been
shown to generate text reflecting gender and racial
biases in its training data [39]. For example, when
asked to complete the sentence "The two genders
are," GPT-3 generated stereotypical and binary
continuations such as "male and female," ignoring
the existence of non-binary identities [40].
Moreover, biases can also be introduced through
the architecture and learning algorithms of GenAl
models [41].

To mitigate these challenges, GenAl
developers must adopt responsible practices in
collecting, selecting, and preparing training data
[42]. 1t is essential to obtain diverse and
representative datasets and apply processing
techniques to reduce biases, such as removing
explicit stereotypes or the oversampling of
underrepresented groups. Additionally, metrics and
tools must be developed to detect and quantify
biases in GenAl models [43]. This will enable
researchers and educators to more effectively
evaluate the fairness and impartiality of these tools
before implementing them in educational settings.

Another important strategy is to promote
transparency and explainability in GenAl models
[44]. Developers should provide clear information
about the data used to train the models, potential
limitations and biases, and measures to mitigate
them. This transparency will allow educators and
students to make informed decisions about using
these tools and critically evaluate their results.
Moreover, from an educational perspective, it is
essential to incorporate discussions about biases
and equity into curricula related to GenAl [45].

The use of GenAl in education also poses
the risk of over-reliance on these tools, which can
reduce students' critical thinking skills. Excessive
dependence on Al can lead students to accept the
generated content without questioning its accuracy,
assuming it is correct and reliable simply because it
comes from an advanced technological source [11].
This over-reliance may cause students to forgo
their critical judgment and verification of
information, making them more vulnerable to
misinformation and inaccuracies.

Additionally, the excessive use of GenAl
can create a false sense of knowledge and
competence [46]. By quickly obtaining generated
responses, students may feel that they have learned
and understood the material, when in reality, they
have only accessed information without fully
processing or internalizing the concepts. This
illusion of knowledge can hinder deep learning and
applying knowledge in different contexts.

Another risk is that dependence on GenAl
may reduce students' motivation to engage in the
learning process [47] actively. If students perceive
that they can quickly and easily obtain answers and
solutions through Al, they may lose interest in the
cognitive effort required for authentic learning.
This could lead to a decline in curiosity, initiative,
and perseverance—essential skills for lifelong
learning.

To address these challenges, it is
important to foster a critical mindset toward GenAl
in education [48]. Educators should emphasize the
importance  of questioning and  verifying
information, regardless of its origin. This includes
teaching students how to assess the quality and
credibility of sources, seek additional evidence, and
cross-reference multiple perspectives.

Furthermore, it is crucial to design
activities and assessments that require critical
thinking and deep cognitive processing [49].
Instead of solely relying on GenAl, educators
should promote active learning, problem-solving,
and the application of knowledge in authentic
contexts. This will help students develop reasoning,
analysis, and evaluation skills rather than simply
reproducing Al-generated information.

Another important strategy is to promote
metacognition and self-regulation in students [50].
This involves helping students reflect on their
learning, monitor their understanding, and adjust
their strategies accordingly. Educators can help
students become more critical and autonomous in
their learning by fostering metacognitive
awareness, even when using GenAl tools.

The use of GenAl in education also raises
significant concerns regarding the privacy and
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security of students' and educators' data. These
tools often require access to large amounts of
personal information, such as demographic data,
academic records, student work, and online
communications [51]. If this data is not handled
properly and securely, there is a risk of misuse,
unauthorized sharing, or access by third parties
[52], [53].

A major issue is the opacity and security
risks associated with GenAl systems. On the one
hand, the opaque nature of these systems makes it
difficult for students and educators to see how their
personal data is handled, raising concerns about a
lack of control and informed consent [54]. On the
other hand, GenAl systems are vulnerable to
cyberattacks that could compromise the security of
user data [55], [56].

To address these challenges, educational
institutions and GenAl providers must implement
robust privacy and security measures, including
clear policies, protective technologies, and digital
security education [57], [58]. Additionally, from a
regulatory perspective, solid legal and ethical
frameworks must be established to address privacy
and security issues related to GenAl in education
[59].

In summary, using GenAl in higher
education offers significant opportunities but also
presents considerable challenges related to
information accuracy, biases, data privacy, and the
reduction of critical thinking. Addressing these
challenges  requires  collaboration  between
developers, educators, and Al experts to ensure
these technologies' responsible and effective use.

IV. LIMITATIONS OF GENAI IN HIGHER
EDUCATION
The effectiveness of generative Al
(GenAl) in education largely depends on users'
ability to provide clear and precise prompts. Since
these systems rely on natural language processing,
the way requests are phrased significantly
influences the quality and relevance of the
generated responses. A key limitation of GenAl is
its dependence on user instructions [66].
Ambiguous, incomplete, or poorly formulated
prompts may result in irrelevant or inadequate
responses. For instance, if a teacher asks GenAl to
create evaluation questions without specifying the
difficulty level, key concepts, or format, the
generated questions may not align with specific
learning objectives or accurately assess student
understanding.
A lack of prompt precision can also lead
to inconsistent or contradictory responses from
GenAl [67]. Vague instructions may produce

incoherent content or conflicting information,
confusing students and undermining trust in the
tool. To address this, educators must develop the
skills to formulate clear and complete instructions
that align with learning objectives. Breaking
complex requests into smaller, more specific
components improves the likelihood of receiving
high-quality responses [67]. For example, instead
of asking for a general summary, a teacher should
specify, "Generate a 300-word summary of Chapter
X focusing on concepts A, B, and C, and provide
relevant examples." This reduces ambiguity and
improves the relevance and quality of the output.

The need for precise prompts is crucial to
leverage GenAl's potential in education fully.
Educational institutions should train teachers and
students to interact effectively with these tools by
crafting well-structured instructions. This will
maximize the educational benefits of GenAl by
producing more relevant, coherent, and high-
quality content that supports the learning process.

Another significant limitation of GenAl in
education is the lack of validation in authentic
educational contexts. Most studies on GenAl have
been conducted in controlled environments or with
limited datasets, which do not reflect the
complexity and diversity of real-world educational
settings [11]. This gap between expected and actual
performance can limit understanding GenAl’s
long-term effects on learning outcomes [69], [70].
To overcome this limitation, more field studies are
needed to evaluate GenAl in diverse, authentic
educational environments, considering factors such
as student diversity, teaching styles, resource
limitations, and specific educational goals [71],
[72].

Collaboration  between researchers,
educators, and technology developers is essential to
design studies that capture the complexity of real-
world educational settings [73]. These studies
should inform the continuous improvement of
GenAl tools. From an ethical and equity
perspective, validating GenAl in diverse contexts is
crucial to ensure inclusivity and prevent
exacerbating existing educational inequalities [10].
Addressing this limitation through comprehensive
research will lead to more adaptable, effective, and
equitable tools that benefit all students in various
educational environments.

The lack of transparency in designing and
developing GenAl systems presents significant
ethical and practical challenges in education. Many
GenAl systems function as "black boxes," where
the internal processes, algorithms, and data used to
generate content are not fully transparent or
accessible to wusers, including educators and
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students [74]. This opacity raises concerns about
the reliability, fairness, and accountability of
GenAl in education, making it difficult to assess
the generated content's quality, accuracy, and
impartiality [75]. Hidden biases, such as gender,
racial, or cultural, may also be embedded in Al-
generated educational materials [76].

Furthermore, the lack of transparency
impedes educators’ ability to adapt and customize
GenAl effectively to the specific needs of their
students [77]. It also complicates identifying and
correcting errors or inaccuracies in the generated
content [58]. To address this limitation, developers
must prioritize transparency and explainability in
designing GenAl systems by providing clear and
accessible information about the algorithms,
training data, and decision-making processes [78].
Establishing ethical standards for GenAl
development in  education, focusing on
transparency, fairness, and accountability, is also
essential [10].

Encouraging educators and students to
actively participate in the design and development
of GenAl can improve transparency and increase
the likelihood that these tools will be effectively
adapted to specific educational contexts [72]. From
a policy perspective, clear regulations and
guidelines for using GenAl in education should be
developed, requiring transparency, auditing, and
accountability from developers and providers [79].
A strong regulatory framework will foster a more
transparent and responsible ecosystem for GenAl
in education.

V. RECOMMENDATIONS FOR
RESPONSIBLE USE

Developing  generative Al models
specifically for education, known as "EdGPT," is a
promising strategy to address the limitations of
general-purpose models like GPT-3 in educational
settings. Unlike general models, which are trained
on vast, unstructured data, EQGPT models are built
using carefully selected, verified educational
resources, making them more effective and tailored
for educational use [80], [81]. For instance, an
EdGPT model designed for teaching high school
mathematics would be trained using textbooks,
curriculum guides, and problem-solving examples,
allowing it to develop a deep and contextual
understanding of mathematical concepts [81], [82].

Beyond specialized training data, EQGPT
models benefit from integrating pedagogical
strategies into their design by collaborating with
education experts to incorporate sound educational
principles into the model's architecture [83]. For
example, an EAGPT model for writing instruction

could include scaffolding strategies, formative
feedback, and adaptation based on student skill
levels, offering more personalized support aligned
with best teaching practices. It is also essential to
adapt EdAGPT models to various educational
contexts, including different educational levels,
subjects, student populations, and learning
environments [84], [85].

Rigorous evaluation and validation in real
educational contexts are critical to ensuring the
quality and effectiveness of EAGPT models. Pilot
studies, user data collection, and learning outcome
analysis should be conducted to identify areas for
improvement and refine the models iteratively [76].
Involving teachers and students in this continuous
improvement process ensures that EQGPT models
meet the educational community's expectations and
needs.

Ethical and equity considerations must
also be integrated into developingEdGPT models,
addressing issues such as data privacy, decision-
making transparency, bias mitigation, and
accessibility for all students [10]. Prioritizing these
ethical principles in EdGPT design will promote
responsible and equitable use of generative Al in
education. In conclusion, developing EdGPT
models tailored to educational needs is a promising
strategy for harnessing the potential of generative
Al while ensuring personalized and effective
support. Addressing ethical and equity concerns is
essential to achieving responsible use.

To leverage the potential of generative Al
in education effectively and responsibly, it is
crucial to implement strategies that mitigate risks,
such as information reliability, bias, privacy,
security, and equity [86]. One key strategy is
establishing rigorous processes for verifying and
validating ~ Al-generated information ~ and
developing mechanisms to assess accuracy,
relevance, and appropriateness before use in
educational contexts. Peer review systems
involving experts and educators could be
implemented to review and validate the quality and
relevance of generated materials [87], [88].

Bias detection and mitigation in Al
models is another critical strategy. Tools and
techniques should be employed to identify and
quantify biases in training data and generated
outputs, with methods in place to correct or
compensate for these biases, such as data
preprocessing techniques and post-processing
methods [38], [89], [90]. Privacy and data security
are critical concerns, requiring robust data
protection policies and practices, including
technical measures like encryption, access control,
and anonymization. Clear informed consent
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policies and ethical data use practices should be
established, alongside training for educators and
students on secure data handling [91], [92], [93].

Another essential strategy is promoting
transparency and explainability in generative Al
models, providing mechanisms for users to
understand how models work, what data they use,
and how they produce results. User interfaces with
clear explanations of internal  processes,
visualization tools to explore and analyze
underlying data, and explanation techniques to
interpret model outputs will help users trust and
rely on Al-generated content [78], [94], [95].

Equity and inclusion are also fundamental,
ensuring that the benefits of generative Al are
accessible and equitable for all students. Models
and applications must be designed to be inclusive
and adaptable to diverse needs and contexts,
addressing digital divides and access barriers.
Engaging the educational community in developing
and implementing risk mitigation strategies will
help ensure fair access to Al's educational benefits
[11], [75], [86].

Teacher training and  professional
development are essential for mitigating the risks
of using generative Al in education. Educators
must have the skills, knowledge, and resources to
use Al technologies effectively and responsibly in
their teaching practices. Training programs should
cover Al fundamentals, educational applications,
ethical considerations, and risk mitigation
strategies. Collaboration and knowledge-sharing
among educators will also help develop effective
risk mitigation strategies tailored to specific
educational contexts [81], [96].

Implementing these strategies
comprehensively and adapting them to specific
educational settings will allow the opportunities
offered by generative Al to be realized while
minimizing associated risks, ensuring a positive
impact on learning and teaching.

Explainability is a critical aspect of using
generative Al models responsibly in education. It
allows users to understand how a model makes
decisions and generates results, fostering trust and
informed use [97]. In education, explainability is
particularly important for teachers and students to
evaluate the quality, relevance, and alignment of
Al-generated content with learning objectives [98].
Teachers can maintain control over the teaching
process by understanding how Al-generated
content is produced, ensuring it aligns with
educational goals and intervening as necessary
[71], [72], [96].

Explainability also promotes student trust
and acceptance of Al-generated content. When

students understand how content is generated and
what factors influence the model’s responses, they
are likelier to trust and use the information
effectively for learning [99]. Conversely, if Al
models are perceived as "black boxes," students
may be skeptical and reluctant to accept the
generated content [100]. Moreover, explainability
is essential for identifying and addressing biases or
errors in Al-generated content, as understanding
how problematic outputs were produced is
necessary to correct them [38], [101].

Achieving explainability requires
developing techniques and approaches that enhance
transparency in Al models, such as visualization
tools to show relationships between inputs and
outputs, natural language explanations of key
decision factors, and sensitivity analyses to
demonstrate how input changes affect outputs [94],
[96], [102]. Involving teachers and students in
designing explainable Al models ensures that the
system is intuitive, transparent, and suited to
educational contexts.

VI. CONCLUSIONS

This article has explored the risks and
limitations associated with using generative Al in
higher education, ranging from technical issues to
ethical and social concerns. Key risks include the
unreliability and inaccuracy of Al-generated
information due to limitations in training data and
inherent algorithmic biases. This can spread
misinformation, confusing students and
undermining the quality and integrity of the
educational process. Additionally, the biases
present in the data and models can amplify existing
societal inequalities and stereotypes, perpetuating
discrimination and exclusion in education if not
adequately addressed. Over-reliance on generative
Al is another significant risk, potentially reducing
critical thinking among students and negatively
affecting their ability to learn meaningfully and
apply knowledge in real-world contexts.

Privacy and security concerns are also
critical, as collecting, storing, and processing vast
amounts of student data raise questions about
privacy protection, informed consent, and ethical
data use. Security breaches and unauthorized
access to sensitive student information are also
risks. The lack of transparency and explainability
in Al model design presents another limitation, as it
can undermine user trust, hinder error detection and
correction, and complicate accountability for using
these technologies in education. Additionally, the
limited involvement of the educational community
in the development and implementation of
generative Al can lead to resistance and distrust. At
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the same time, the absence of appropriate
regulatory frameworks may result in inconsistent
practices, privacy violations, and other negative
impacts on students and society.

In summary, synthesizing identified risks
and limitations highlights the complexity and
challenges of using generative Al in higher
education. Active engagement from the educational
community, the development of appropriate
regulatory frameworks, and the promotion of
ethical and transparent practices are essential to
addressing these challenges and responsibly
harnessing the potential of generative Al in
education.

Given the numerous risks and limitations,
all stakeholders must unite in a call to action to
ensure these technologies' ethical and responsible
use. Higher education institutions should establish
clear ethical principles and institutional policies
grounded in values like transparency, equity,
privacy, security, and accountability, developed
collaboratively with active input from the entire
educational community. Investing in teacher
training and professional development is critical to
equip educators with the skills and knowledge
necessary to use generative Al effectively and
ethically in their teaching practices. Additionally,
students should be empowered with resources and
guidance to develop digital literacy and critical
thinking skills for using Al responsibly in their
learning.

Technology developers must also adhere
to human-centered design principles and work
closely with educators and researchers to create
transparent, explainable systems tailored to
educational needs and contexts. Multidisciplinary
collaborations between academia, industry, and
government are crucial for addressing the ethical
and social challenges posed by generative Al in
education, fostering research, and the development
of best practices, standards, and regulations.

Furthermore, promoting transparency and
accountability in the use of generative Al in higher
education is essential. Institutions should be open
about how these technologies are used, what data is
being collected, and how Al-based decisions are
made. Clear oversight, auditing, and remediation
mechanisms of potential negative impacts must
also be established.

Lastly, fostering public participation and
open dialogue on the ethical and social implications
of generative Al in education is vital, creating
spaces for all stakeholders to voice concerns and
engage in decision-making about its use.
Developing and enforcing appropriate regulations
and public policies, including laws on data privacy,

algorithmic transparency, and accountability, is
also crucial for ensuring ethical Al use in
education.

In conclusion, this collective call to action
requires continuous collaboration, reflection, and
commitment from all stakeholders to ensure that
generative Al is used to enhance education while
minimizing risks and promoting the well-being of
all involved.
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