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ABSTRACT
Internet of Medical Things (IoMT) devices, due to 
their resource constraints, require specialized 
security solutions that can operate efficiently without 
compromising performance and maintaining data 
confidentiality and integrity while minimizing 
computational overhead.  This review examines 
various IoMT-based security frameworks designed to 
secure healthcare records in the cloud, emphasizing 
their effectiveness, challenges, and best practices. 
The study was conducted using the Preferred 
Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) method. 100 studies were 
identified published between 2020to 2025 and 50 
papersthat were relevant to the study was carefully 
selected through a structured screening process. The 
papers were obtained from major academic 
databases such as PubMed, Scopus, IEEE Xplore, 
SpringerLink, Wiley, and Google Scholar. A 
systematic review protocol was developed before the 
literature search to establish clear criteria for 
inclusion and exclusion, ensuring transparency and 
reproducibility. The review showed that despite the 
progress made in safeguarding IoMT cloud-based 
health records, numerous prevailing frameworks 
predominantly emphasize either encryption or 
blockchain technology in a singular context, thereby 
neglecting to exploit the synergistic advantages 
inherent in the integration of both methodologies. 
Also, the encryption techniques currently employed 
for the protection of records within IoMT cloud 
environments frequently fail to achieve the essential 
equilibrium between security and operational 
performance which is characterized by limited 
resources. The study recommends the formulation of 
a framework that integrates several encryption 
schemes and blockchain technology to address the 
prevailing security problems.

Keywords: (IoMT-based security frameworks, 
healthcare records security, data protection, cloud 

security in healthcare, hybrid Encryption, blockchain 
schemes)

I. INTRODUCTION
Internet of Medical Things (IoMT) became 

popular due to the inadequacy of conventional 
diagnostic tools, and paucity of medical experts are 
further compounded by the time consuming and 
complex laboratory-based diagnosis process during 
medical care [32]. This led to concerns about privacy 
guarantees of the patient medical records processed 
by different medical systems and devices [31]. 
Recently, efforts are being made to support such 
point-of-care testing 

(POCT) by the technological development 
in the field of internet of medical things (IoMT). The 
IoMT offers wireless-based operation and 
connectivity of POCT devices with health experts 
and medical centers [20]. 

Unlike conventional healthcare information 
systems, IoMT ecosystems generate enormous 
volumes of heterogeneous medical data at high 
velocity. These data originate from multiple 
sourcesincluding wearable sensors, implantable 
devices, diagnostic equipment, mobile applications, 
and electronic health record systemsand require real-
time processing to support clinical decision-making. 
Managing such large-scale medical datasets has 
become increasingly dependent on cloud computing 
technologies because cloud infrastructures provide 
virtually unlimited storage capacity, elastic 
computing resources, and ubiquitous accessibility. 
Cloud-enabled healthcare platforms therefore allow 
healthcare professionals to retrieve patient 
information regardless of geographical location, 
facilitating remote consultation, emergency response, 
collaborative diagnosis, and continuity of care [4]. 
However, the dependence on centralized cloud 
infrastructures also raises concerns regarding data 
ownership, trust management, and resilience against 
cyberattacks. 

Cloud-enabled IoMT architectures are 
typically organized into multiple interconnected 
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layers. The perception layer comprises medical 
sensors and wearable devices responsible for 
physiological data acquisition. The communication 
layer facilitates secure transmission through wireless 
technologies such as Wi-Fi, Bluetooth Low Energy 
(BLE), ZigBee, 5G, and cellular networks. The cloud 
layer provides storage, data analytics, and 
computational services, while the application layer 
delivers healthcare services including remote 
monitoring, clinical decision support, telemedicine, 
electronic prescribing, and emergency response. 
Increasingly, edge and fog computing paradigms are 
integrated between the perception and cloud layers to 
reduce communication latency, improve service 
availability, and enable localized data processing for 
time-critical healthcare applications [3]. This layered 
architecture supports scalable healthcare delivery but 
simultaneously enlarges the system's attack surface 
because each layer introduces distinct security 
vulnerabilities requiring comprehensive protection 
mechanisms.  This research work focused on 
addressing this security concern.To enhance the 
security of cloud-based health records, researchers 
have increasingly turned to hybrid encryption 
methods combined with blockchain technology. 
Hybrid encryption leverages the strengths of both 
symmetric and asymmetric algorithms, providing 
robust data protection while maintaining 
performance efficiency [33]. Blockchain technology 
further complements this approach by ensuring data 
integrity and traceability through its decentralized 
and immutable ledger system [20].

Recent studies highlight the effectiveness of 
integrating these technologies to create a secure 
infrastructure for health information management. 
For instance, a hybrid encryption scheme can 
significantly reduce computational overhead while 
ensuring high levels of confidentiality and 
authenticity [14]. Furthermore, the incorporation of 
blockchain can facilitate secure sharing of health 
records among authorized entities, thereby fostering 
a collaborative healthcare environment [28].

Notwithstanding the progress made in 
safeguarding cloud-based health records, numerous 
prevailing frameworks predominantly emphasize 
either encryption or blockchain technology in a 
singular context, thereby neglecting to exploit the 
synergistic advantages inherent in the integration of 
both methodologies. For example, although certain 
scholarly investigations advocate for potent 
encryption strategies, they inadequately confront the 
complexities associated with data sharing and 
interoperability, which blockchain technology is 
equipped to address [14]. Furthermore, the 
encryption techniques currently employed for the 
protection of records within cloud environments 

frequently fail to achieve the essential equilibrium 
between security and operational performance, 
particularly in contexts characterized by limited 
resources. Additionally, the deficiencies in 
transparency and immutability inherent in traditional 
data management systems introduce further 
vulnerabilities [3]. This deficiency underscores the 
imperative for investigating a hybrid paradigm that 
amalgamates lightweight encryption with blockchain 
technology to augment both the security and 
efficiency of cloud-based health records. The 
principal objective of this research is to conduct a 
thorough examination of the prevailing cloud-based 
security frameworks along with their inherent 
limitations and propose a framework that can 
mitigate the existing challenges.

Related Work
The rapid adoption of cloud-enabled 

Internet of Medical Things (IoMT) technologies has 
significantly improved healthcare accessibility, 
operational efficiency, and clinical decision-making. 
Nevertheless, this digital transformation has 
simultaneously expanded the cybersecurity attack 
surface of healthcare systems. Unlike conventional 
hospital information systems, cloud-enabled IoMT 
environments comprise heterogeneous medical 
devices, wireless communication networks, cloud 
infrastructures, mobile applications, healthcare 
professionals, third-party service providers, and 
patients, all interacting across distributed computing 
environments. Each component introduces unique 
security vulnerabilities that may compromise the 
confidentiality, integrity, availability, authenticity, 
and privacy of sensitive medical information [3], [5].

The emergence of the Internet of Medical 
Things (IoMT) represents one of the most significant 
technological developments supporting digital 
healthcare. IoMT extends the traditional Internet of 
Things paradigm by integrating interconnected 
medical devices, wearable sensors, implantable 
devices, diagnostic equipment, ambulances, and 
hospital information systems into a unified 
communication infrastructure. Through wireless 
communication technologies and machine-to-
machine interactions, these devices continuously 
collect physiological parameters—including heart 
rate, blood pressure, glucose level, oxygen saturation, 
electrocardiogram (ECG), body temperature, and 
respiratory rate—and transmit the information to 
healthcare professionals for real-time monitoring and 
clinical intervention [49], [50]. Such capabilities 
have transformed healthcare delivery from reactive 
treatment models toward proactive, preventive, and 
personalized medicine. 
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Over the last decade of technological 
enhancements in the area of IoT security, it is 
observed that the number of attacks and types of 
attacks has risen exponentially as compared to earlier 
days of IoT technology. Edge devices have grown 
smarter and powerful in terms of receptibility of 
instructions and computational power. However, as 
the computational power and resourcefulness are 
increased using advanced boards like Arduino, 
Raspberry Pie and Nvidia Jetson Xavier, the human 
greed for performance and efficiency also rises and it 
results in the term “resource-constrained” become 
persistent in IoT networks. Rising technologies give 
rise to numerous ways for attackers to exploit the 
edge devices and network [9].

The swift proliferation of cloud computing 
technologies has prompted the imperative creation of 
extensive security frameworks to confront the 
distinctive challenges posed by the storage of 
sensitive information within cloud infrastructures. 
Several conceptual models have been introduced to 
fortify cloud security, concentrating on disparate 
components such as risk management, regulatory 
compliance, and data safeguarding. A notable model 
is the Extended Technology-Organizational-
Environmental (TOE) framework, which 
amalgamates technological, organizational, and 
environmental elements that affect the 
implementation of cloud security practices. This 
model underscores the significance of contextual 
variables in shaping security methodologies, thereby 
enabling organizations to customize their strategies 
according to particular requirements and situational 
contexts [8]. Moreover, the incorporation of 
established security standards, including the NIST 
Cybersecurity Framework and ISO/IEC 27001, has 
been emphasized as vital for the effective 
management of security vulnerabilities in cloud 
settings. These standards furnish organized 
methodologies for risk evaluation, incident 
management, and compliance, which are 
indispensable for organizations striving to improve 
their cloud security frameworks [30]. Contemporary 
scholarship further accentuates the importance of 
adopting a comprehensive approach to cloud security 
that encompasses not only technological solutions 
but also organizational protocols and user education. 

Blockchain Frameworks and Technology in IoMT
Blockchain provides a secure framework for 

managing IoMT data and this is done by ensuring 
Data Integrity, and enhancing Transparency [18]. 
Studies by [46] compared the choice between public 
and private blockchains impacts on security and 
privacy frameworks, noting that private blockchains 
offer more control and privacy, while public 

blockchains provide greater transparency and 
decentralization. Public blockchains, like Bitcoin and 
Ethereum, are open and decentralized therefore, they 
offer transparency and security due to widespread 
participation, but can face scalability issues. Private 
blockchains, used by enterprises, offer more control 
and privacy, as access is restricted to authorized 
participants [12] while Consortium blockchains are 
semi-decentralized, managed by a group of 
organizations and they combine the benefits of both 
public and private blockchains, offering efficient 
transaction processing and enhanced privacy [29]. 
Hybrid blockchains blend public and private features, 
allowing flexibility in data visibility and control. 
According to [18] this framework is suitable for use 
cases where selective transparency is required. 
Interoperability and scalability are critical for 
blockchain adoption. Research by [20] explores 
solutions like sidechains and sharding, which 
enhance blockchain's ability to scale and interact 
with other networks. And found out that both 
solutions can greatly enhance blockchain technology.

Blockchain security frameworks.
Blockchain technology relies heavily on the 

strength of its underlying cryptographic primitives. 
Researchers have continued to study and improve the 
security of hash functions, digital signatures, and 
public-key cryptography used in blockchain systems. 
For example, a 2021 study by Saad et al. proposed a 
quantum-resistant signature scheme for Ethereum, 
addressing the potential threat of quantum computing 
[35]. The consensus protocol is a critical component 
of blockchain security. Other studies have explored 
the security properties of different consensus 
mechanisms. In 2022, Feng et al. analyzed the 
security of the Proof-of-Stake protocol used in 
Ethereum 2.0, identifying potential vulnerabilities 
and proposing mitigation strategies [15]. 
Additionally, [39]presented a formal verification 
framework for the Tendermint consensus protocol, 
which is widely used in blockchain networks. 
Securing the communication channels and network 
layer of blockchain infrastructure is essential to 
prevent attacks. In 2022, Ding et al. presented a 
blockchain-based identity management system with 
enhanced privacy and access control features [5]. 
Leveraging secure hardware and trusted execution 
environments can strengthen the security of 
blockchain nodes. A study by Wang et al., explored 
the use of Intel SGX enclaves to protect the privacy 
and integrity of blockchain computations [28] andthe 
outcome showed that effective governance models 
and auditing mechanisms are essential for the overall 
security and resilience of blockchain ecosystems. In 
2021, Xu et al. proposed a decentralized governance 
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framework for blockchain networks, addressing 
issues such as software updates and incident response 
[30]. Implementing robust security monitoring and 
incident response capabilities is crucial for 
blockchain-based systems. In 2022, a study by Kim 
et al. presented a blockchain-based security analytics 
platform for real-time threat detection and incident 
management [13]. Addressing regulatory 
requirements and privacy concerns is essential for 
blockchain applications. In 2023, a study by Zhang et 
al. explored the use of zero-knowledge proofs to 
enhance the privacy of blockchain transactions while 
maintaining regulatory compliance [38].

Blockchain and encryption
[48] conducted a foundational study on the 

use of blockchain for securing personal data. Their 
work introduced a decentralized data marketplace 
that leverages blockchain to provide users with 
control over their data while ensuring anonymity 
through encryption. The challenges addressed 
include data privacy, user control, and the need for a 
secure framework for data sharing. The methodology 
involved the design of a prototype system that 
integrates smart contracts to manage data 
transactions securely.

[31] provided an updated perspective on the 
scalability issues of blockchain technology, which 
are crucial for ensuring effective encryption methods. 
Nakamoto's work emphasizes the importance of 
efficient cryptographic algorithms that can handle 
large volumes of transactions without compromising 
security. The challenges discussed focus on the trade-
off between scalability and security, employing a 
theoretical analysis of existing algorithms and 
proposing enhancements to existing protocols.

[25] explored the integration of quantum-
resistant algorithms in blockchain systems. Their 
research addresses the impending threat of quantum 
computing on current encryption standards. They 
propose a hybrid approach that combines classical 
and quantum-resistant cryptographic techniques. The 
methodology includes simulations and performance 
evaluations to assess the effectiveness of their 
proposed solutions against traditional methods, 
demonstrating significant improvements in security 
without substantial loss in computational efficiency.

[11] investigated the role of blockchain in 
enhancing the security of Internet of Things (IoT) 
devices. Their study highlights the vulnerabilities 
that IoT devices face and how blockchain can 
mitigate these risks through decentralized encryption 
methods. The challenges they address include device 
authentication, data integrity, and secure 
communication. The methodology used includes case 
studies and experimental setups to validate the 

proposed blockchain-based solution, showcasing its 
effectiveness in real-world applications.

[34] focused on implementing zero-
knowledge proofs (ZKP) within blockchain systems 
to enhance transaction privacy. Their research 
addressed the challenge of maintaining 
confidentiality while allowing for transaction 
verification. They developed a novel ZKP protocol 
integrated into existing blockchain frameworks, with 
extensive testing to evaluate its performance and 
scalability. The work highlights the potential of ZKP 
to provide robust privacy solutions in blockchain 
applications.

Among asymmetric cryptographic 
algorithms, ECC has become particularly attractive 
for IoMT applications because it provides equivalent 
security using considerably shorter key lengths than 
RSA. Shorter cryptographic keys reduce computation 
time, memory utilization, communication overhead, 
and energy consumption, making ECC highly 
suitable for wearable sensors, implantable medical 
devices, and battery-powered monitoring systems. 
Consequently, numerous healthcare security 
frameworks employ AES-ECC combinations in 
which patient records are encrypted using AES while 
ECC secures the symmetric encryption keys. 
Experimental studies consistently demonstrate that 
this approach achieves lower computational 
complexity and improved execution time compared 
with conventional AES-RSA implementations 
without compromising cryptographic strength [15]

Data security in blockchain
Blockchain inherently offers security 

through cryptographic methods. Recent studies, such 
as those by [37], highlight advances in cryptographic 
algorithms that enhance blockchain's security 
capabilities. These include improvements in hash 
functions and digital signatures, which ensure data 
integrity and authenticity. Consensus mechanisms 
play a crucial role in securing blockchain networks. 
Cybersecurity and Data Privacy Frameworks. 

Unlike conventional hospital information 
systems, cloud-enabled IoMT environments 
comprise heterogeneous medical devices, wireless 
communication networks, cloud infrastructures, 
mobile applications, healthcare professionals, third-
party service providers, and patients, all interacting 
across distributed computing environments. Each 
component introduces unique security vulnerabilities 
that may compromise the confidentiality, integrity, 
availability, authenticity, and privacy of sensitive 
medical information [4], [6].

[11] examined the vulnerabilities of Internet 
of Things (IoT) devices and how blockchain can 
enhance their security in a study of Blockchain for 
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IoT Security through case studies and experimental 
setups to validate their proposed blockchain-based 
solution, demonstrating its effectiveness in securing 
IoT environments through decentralized data 
management and encryption and they identified 
challenges such as device authentication and secure 
data transmission. 

[37] investigated the challenges of data 
sharing in blockchain environments, particularly 
concerning user privacy and control over personal 
data. They proposed a decentralized data marketplace 
that utilizes blockchain to give users control over 
their data while ensuring anonymity through 
encryption. The methodology included the design 
and prototyping of a system that integrates smart 
contracts for secure data transactions, addressing 
issues of trust and data ownership.

Privacy in blockchain
Blockchain's transparency poses challenges 

to privacy. Studies by [18] explore privacy-
preserving techniques such as zero-knowledge proofs 
and ring signatures, which allow transactions to be 
verified without revealing sensitive information. 
Ensuring user anonymity is critical. [23] discuss 
frameworks for ensuring compliance with regulations 
like GDPR while maintaining privacy through data 
minimization and pseudonymization strategies.

Hybrid lightweight encryption combines 
symmetric and asymmetric cryptographic methods to 
enhance security and maintain efficiency, especially 
in limited-resource settings such as medical devices. 
Research conducted by [26] investigates a hybrid 
encryption framework that considerably decreases 
computational demands while ensuring strong data 
protection. Their findings demonstrate that this 
framework can successfully secure healthcare 
information without affecting system performance. 

Blockchain Technology in Healthcare
Blockchain technology, recognized for its 

decentralized and immutable characteristics, presents 
a distinct approach to improve the security and 
integrity of healthcare records. As noted by [44], 
blockchain can establish a secure framework for 
EHRs, guaranteeing that patient data is resistant to 
tampering and accessible solely by authorized 
personnel. Their study underscores the ability of 
blockchain to optimize healthcare operations and 
enhance patient outcomes by enabling secure data 
sharing among stakeholders. 

The combination of hybrid lightweight 
encryption with blockchain technology offers a 
promising strategy for enhancing the security of 
healthcare data. 

Eight (6) frameworks have been systematically 
evaluated to elucidate the existing research gap.

Lightweight Encryption Frameworks
Their primary objective of this framework is 

to minimize computational complexity, memory 
consumption, communication overhead, and energy 
usage while maintaining acceptable security levels.

Recent surveys have shown significant 
progress in lightweight block ciphers including 
PRESENT, GIFT, SKINNY, SPECK, SIMON, LED, 
TWINE, RECTANGLE, and several NIST 
Lightweight Cryptography candidates. Modern 
lightweight frameworks increasingly integrate 
authenticated encryption mechanisms to provide 
confidentiality and integrity simultaneously while 
maintaining low hardware footprints. [48]. Despite 
the substantial improvements, several most 
lightweight frameworks prioritize computational 
efficiency over long-term cryptographic robustness. 
Also, existing evaluations are largely benchmark-
oriented rather than deployment-oriented and the 
protection against side-channel attacks remains 
insufficient. Beside, limited interoperability with 
blockchain infrastructures, few frameworks consider 
future post-quantum migration. The lack of adaptive 
encryption mechanisms capable of dynamically 
adjusting security levels according to device 
capabilities.

Homomorphic Encryption Frameworks
Homomorphic Encryption (HE) enables 

computations to be executed directly on encrypted 
data without requiring decryption. This capability has 
made HE particularly attractive for privacy-
preserving cloud computing, secure machine 
learning, blockchain analytics, healthcare, and 
financial systems. Threedistinquished  categories 
have been identified from previous research which 
are; Partially Homomorphic Encryption (PHE), 
Somewhat Homomorphic Encryption (SHE), and 
Fully Homomorphic Encryption (FHE). There are 
remarkable improvements in lattice-based FHE 
schemes, hardware acceleration, approximate 
homomorphic encryption (CKKS), GPU 
optimization, and encrypted machine learning 
applications which have significantly reduced 
computational costs compared to earlier 
implementations [10]. However, the limitations still 
exist in it. It has an extremely high computational 
complexity compared to conventional encryption, 
large ciphertext expansion, high latency unsuitable 
for real-time applications, and limited deployment in 
large-scale blockchain networks. It is observed to 
have a significant energy consumption,  
implementation difficulty on IoT and mobile devices 
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and lacks standardized interoperability among FHE 
libraries and blockchain platforms [10].

Attribute-Based Encryption (ABE) Frameworks
Attribute-Based Encryption enables fine-

grained access control by encrypting data according 
to user attributes rather than individual identities. It 
has become a preferred framework for cloud storage, 
healthcare systems, electronic government, smart 
cities, and distributed data sharing. The ABE has 
seen some level of   expansion through the 
integration of  Ciphertext-Policy ABE (CP-ABE), 
Key-Policy ABE (KP-ABE), Multi-authority ABE, 
Lattice-based ABE, Searchable ABE, and Policy-
hiding ABE. But the migration toward lattice-based 
constructions also improves resistance against future 
quantum attacks [29]. even with these integrations,  
there are major unresolved challenges such as; high 
encryption and decryption costs, inefficient user 
revocation mechanisms, complex key management, 
scalability limitations in large organizations, limited 
support for dynamic policy updates, insufficient 
lightweight implementations for IoT, and lack of 
efficient integration with decentralized blockchain 
identity management.

Searchable Encryption Frameworks
Searchable Encryption (SE) enables users to 

search encrypted data without exposing plaintext to 
cloud service providers. But modern SE increasingly 
incorporates homomorphic encryption to enhance 
privacy-preserving search capabilities while 
supporting encrypted databases and cloud services 
[42]. noteable  challenges remains with  SE which 
are; Information leakage during search operations, 
search-pattern leakage, access-pattern leakage, high 
communication overhead, limited support for 
complex SQL-like queries, weak support for 
dynamic database updates, and insufficient 
integration with blockchain-based distributed storage 
systems.

Post-Quantum Encryption Frameworks
The emergence of quantum computing 

threatens traditional public-key cryptography, 
particularly RSA and ECC. Consequently, studies 
have shifted toward Post-Quantum Cryptography 
(PQC), relying primarily on lattice-based, code-
based, multivariate, and hash-based cryptographic 
constructions. Scholarly reviews indicate an 
increased adoption of lattice-based encryption due to 
favorable security and performance characteristics, 
particularly for blockchain systems, cloud 
infrastructures, and IoT networks [17]. but the 
challenge with this framework is that it requires large 
public key and ciphertext sizes.  high computational 

requirements, limited optimization for resource-
constrained devices, it lacks mature migration 
frameworks from classical cryptography, and 
increases communication overhead.

Blockchain-Based Encryption Frameworks
Blockchain-based encryption frameworks 

combine encryption algorithms with distributed 
ledger technologies to protect sensitive information 
while eliminating centralized trust 
assumptions.Recent works have explored integrating 
fully homophobic encryption into blockchain 
systems to enable secure computation over encrypted 
blockchain data[45]. However, the limitations with 
this framework this that blockchain struggles with 
scalability constraints, increases storage overhead, 
have high transaction latency, computational 
complexity that is introduced by advanced encryption 
and limited interoperability across heterogeneous 
blockchain platforms. There is a lack of standardized 
hybrid encryption architectures combining 
blockchain, AI, and lightweight cryptography.

The reviewed literature indicates that no 
existing encryption framework simultaneously 
satisfies the security, privacy, scalability, 
computational efficiency, and interoperability 
requirements of modern distributed systems. 
Lightweight encryption frameworks achieve 
computational efficiency but often compromise long-
term security and resistance to sophisticated attacks. 
Homomorphic encryption offers strong privacy-
preserving computation but remains hindered by 
excessive computational and communication 
overhead. Attribute-Based Encryption provides fine-
grained access control but suffers from complex key 
management, inefficient revocation, and scalability 
issues. Searchable Encryption continues to 
experience information leakage and limited support 
for dynamic and expressive queries. Post-Quantum 
Cryptography offers promising resilience against 
quantum attacks; however, large key sizes, 
performance overhead, and deployment challenges 
restrict practical adoption. Blockchain-enabled 
encryption frameworks enhance trust and 
decentralization but introduce scalability, storage, 
interoperability, and latency challenges. Collectively, 
these limitations highlight the need for adaptive 
hybrid encryption frameworks that integrate 
lightweight cryptography, blockchain technology, 
homomorphic encryption, and post-quantum security 
while providing efficient key management, scalable 
performance, interoperability, and suitability for 
resource-constrained environments.

Comparative Analysis of Five Recent Security 
Frameworks
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Table 2 presents a comparative analysis of five recent 
cloud-based security frameworks used in healthcare 
settings:

Table 1: Recent Cloud-based Security Frameworks
Framewo
rk Name

Key 
Features

Strengths Weakness
es

 Cloud 
Security 
Alliance 
(CSA) 
Security 
Guidance

Best 
practices, 
risk 
assessme
nt tools

Comprehe
nsive 
guidance 
for cloud 
security; 
widely 
recognized

May lack 
specificity 
for 
healthcare 
needs

NIST 
Cybersec
urity 
Framewo
rk

Risk 
manage
ment, 
incident 
response

Strong 
focus on 
risk 
assessment 
and 
manageme
nt; 
adaptable 
to various 
sectors

Implement
ation can 
be 
complex 
for smaller 
organizatio
ns

HITRUS
T CSF

Complia
nce-
focused, 
includes 
security 
controls

Tailored 
for 
healthcare; 
integrates 
multiple 
standards

High cost 
of 
certificatio
n and 
maintenan
ce

ISO/IEC 
27001

Informati
on 
security 
manage
ment 
system

Internation
ally 
recognized
; 
comprehen
sive 
security 
controls

Requires 
significant 
investment 
in training 
and 
implement
ation

AWS 
HealthLa
ke 
Security 
Framewo
rk

Data 
encryptio
n, access 
control, 
monitori
ng

Specificall
y designed 
for 
healthcare 
data; 
seamless 
integration 
with AWS 
services

Limited to 
AWS 
ecosystem; 
may not 
apply to all 
healthcare 
settings

The existing cloud-based security 
frameworks as shown in Table 1 exhibit notable 
limitations, including data privacy concerns, 
compliance challenges, and complexity in 
management. While several frameworks provide 
robust security measures, they often lack the 
specificity required for the unique needs of the 
healthcare sector. A comparative analysis reveals 

strengths and weaknesses across various frameworks, 
indicating a need for continuous improvement and 
adaptation to evolving security threats. Future efforts 
must focus on developing more integrated, flexible 
solutions that address the unique challenges faced by 
healthcare organizations in the cloud environment.

Empirical Analysis of Adopting Blockchain 
Technology for Cloud Security  

The use of blockchain technology has been 
increasingly recognized as a practical method for 
improving security in cloud computing, especially in 
relation to data integrity and access management. 
Studies based on empirical evidence have 
investigated how blockchain can be integrated into 
cloud security systems, showing its capability to 
alleviate risks tied to centralized data storage. 
Research findings suggest that the decentralized 
nature of blockchain considerably diminishes the 
vulnerabilities associated with single points of failure 
and unauthorized access [24]. Through the adoption 
of blockchain, organizations can create tamper-proof 
access control systems that bolster the security of 
sensitive information, such as electronic health 
records maintained in the cloud. A systematic review 
examining blockchain-based access control systems 
in cloud environments highlighted several models 
that utilize blockchain technology to enhance 
security and trust. These models involve the 
implementation of smart contracts for automated 
access management, which can uphold security 
policies independently of central authorities [31]. 
Nonetheless, issues related to scalability and 
interoperability with current cloud infrastructures 
continue to pose significant obstacles to broad 
implementation. Furthermore, empirical data 
supports the efficacy of blockchain in securing data 
sharing among healthcare providers. For example, a 
hybrid model that integrates blockchain with 
conventional encryption methods has demonstrated 
an improvement in the confidentiality and integrity 
of electronic health records, thus aiding adherence to 
regulatory standards like HIPAA [39].
Current research highlights the importance of strong 
encryption methods to safeguard sensitive 
information [37].

II. METHODS
The study was conducted in accordance 

with the guidelines from the Preferred Reporting 
Items for Systematic Reviews and Meta-Analyses 
(PRISMA). A systematic review protocol was 
developed before the literature search to establish 
clear criteria for inclusion and exclusion, ensuring 
transparency and reproducibility. The first stage of 
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the research was to clearly articulate the research 
questions and determine the publication options. A 
comprehensive literature search was conducted using 
the following databases: IEEE Xplore, Scopus, 
Wiley, SpringerLink, and  Google Scholar to access 
relevant articles related to the study. The review 
process was organized into three stages: planning, 
executing, and reporting. In conducting the search, 
combinations of keywords and phrases such as 
"cloud-based security frameworks,""healthcare 
records security,""data protection in healthcare," and 
"cloud security in healthcare" were used. Also, Peer-
reviewed articles published that focused on cloud-
based security frameworks for healthcare data were 
reviewed from 2020 to 2026.

Research Question Formulation
Three primary research questions were used to guide 
this review.
RQ1: What cloud-based security frameworks have 
been proposedfor healthcare records?
RQ2: How do these frameworks address security 
challenges specific to healthcare data?
RQ3: What are the strengths and weaknesses of 
these frameworks?
The systematic review method was applied as shown 
in Figure 1.
Preparation: The research team established a 
protocol, formulated research questions, and defined 
search strategies.
Execution: A comprehensive literature search was 
performed, and studies were screened and selected 
based on the established criteria.
Data Collection: Relevant data were extracted and 
organized for analysis.
Analysis: Thematic and narrative syntheses were 
conducted to conclude the effectiveness of cloud-
based security frameworks in safeguarding 
healthcare records.
Reporting: The findings were compiled into a 
structured report adhering to PRISMA guidelines, 
ensuring clarity and comprehensiveness.

Figure 1: Review Method

The procedure applied to carry out and 
report the review is as shown in Figure 2. The entire 
process was structured to begin with finding the 
publications that are relevant and related to the study, 
systematically based on the search specified criteria. 
Extracted data are identified and documented to 
include details such as research methods, 
characteristics of the research, and then the data are 
synthesized by organizing, comparing, and 
identifying patterns, themes, and research gaps from 
the extracted data. Finally, the result is reported 

based on their significance, implications, and further 
research in line with the research questions.

Figure 2: Procedure of Carrying out and Reporting 
Review

In conducting the search, combinations of keywords 
and phrases such as "cloud-based security 
frameworks,""healthcare records security,""data 
protection in healthcare," and "cloud security in 
healthcare" were used.

Exclusion Criteria:
The exclusion criteria used ensured that articles not 
directly related to healthcare records and Non-peer-
reviewed literature, including blogs and opinion 
pieces, were not included as well as studies that do 
not present a security framework from 2020 to 2026.
EC1: The study should have peer-reviewed 
papers/proceedings
EC2: The study has to be published in a 
press/journals/conferences, etc.
EC3: Exclude opinion pieces, Blogs, and none 
peer-reviewed literatures.
EC4: Studies with no clear methodological 
approach
EC5: Studies must be published in the English 
language
EC6: Papers published before 2020

Data Inclusion/Extraction
For data extraction, two independent 

reviewers screened the titles and abstracts of the 
articles identified through the search. Full texts of 
potentially relevant studies were then assessed based 
on the inclusion and exclusion criteria. A data 
extraction form was developed to capture relevant 
information from each selected study, including: 
Author(s) and publication year, Framework 
description, Security features, Evaluation metrics, 
Findings and conclusions.

The quality of the included studies was 
evaluated using a standard assessment tool tailored 
for systematic reviews. This involved checking for 
methodological rigor, sample size, and relevance to 
the research questions. While the extracted data were 
subjected to thematic analysis to identify common 
themes, patterns, and gaps in the literature. 
Frameworks were categorized based on their security 
features, such as encryption, access control, and 
compliance with regulations (e.g., HIPAA). A 
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narrative synthesis was employed to present the 
findings, highlighting key frameworks, their 
applicability in healthcare, and their effectiveness in 
addressing security challenges. 

Data Collection Process
The Data from the selected studies were 

collected and collated to answer the Research 
questions. Majorly to find out if the included studies 
satisfied the criteria mentioned in the exclusion 
criteria. The Acceptable Information includes the 
following: Publication Type and year, the searching 
Library, the Models Addressing the problem, the 
characteristics used in each study, the performance 
metric used to evaluate proposed models, and 
Limitations in each research. After applying the 
initial three exclusion criteria, 100 of 200 studies are 
included for analysis. After applying all six exclusion 
criteria, 80 studies were selected for analysis. Table 1 
illustrates the distribution of the selected publications 
by database searched. Majority of the papers were 
extracted from PubMed, Scopus, Springer, IEEE 
Xplore, and Google Scholar Databases. Data 
extracted from selected studies have been organized 
and synthesized to answer the research questions. 
Data were extracted based on their compliance with 
the inclusion criteria and on their responses to the 
research questions. The studies selected for detailed 
analysis are presented in Appendix A. During the 
data synthesis, all extracted data were synthesized 
and aggregated to provide the answers to the research 
questions. The synthesis results have been presented 
in Section 4. 

Table 1: Database Distribution Based on Final 
Selected Papers

Journal 
Database 

Initial Paper 
Retrieved 

Frequency of 
Occurrence 

Scopus 20 8
SpringerLink 30 10
ScienceDirect 5 4
Google 
Scholar 

30 10

IEEE 20 15
arXiv 5 3
Total 100 50

III. RESULT AND DISCUSSION
RQ1: Cloud-based Security Frameworks 
Proposed for Healthcare Records

The systematic review identified that 
existing cloud-based healthcare security frameworks 
can be broadly classified into three major categories: 
encryption-based frameworks, blockchain-based 
frameworks, and hybrid security frameworks that 

integrate multiple technologies. The reviewed studies 
demonstrate that encryption remains the dominant 
mechanism for ensuring the confidentiality of 
healthcare records, whereas blockchain technology 
primarily addresses integrity, transparency, 
auditability, and decentralized access control. 
Encryption-based frameworks identified include: 
Attribute-Based Encryption (ABE), Homomorphic 
Encryption (HE), Identity-Based Encryption (IBE), 
Advanced Encryption Standard (AES), Lightweight 
Cryptography, Public Key Cryptography (PKC), 
Multilayer Encryption Frameworks, and Quantum 
Cryptography.

These approaches mainly focus on 
protecting sensitive Electronic Health Records 
(EHRs) during storage and transmission. However, 
they generally experience challenges relating to 
computational complexity, key management, 
scalability, and interoperability (Kumar et al., 2020; 
Khan et al., 2022; Zhang et al., 2022). 

Blockchain-based security frameworks were 
also extensively reported in the literature. These 
frameworks utilize distributed ledger technology, 
cryptographic hashing, consensus algorithms, and 
smart contracts to ensure immutable medical records 
and secure data sharing [31] , [39]. More recent 
studies advocate hybrid frameworks that integrate 
lightweight encryption with blockchain technology to 
simultaneously provide confidentiality, integrity, 
authentication, traceability, and decentralized access 
control while minimizing computational overhead [ 
11] & [14]. 

Figure 1: Number of Frameworks Identified by 
Category

The result of the review, as shown in Figure 1, 
demonstrates a gradual transition from single-layer 
security mechanisms toward integrated multi-layer 
architectures capable of addressing the increasing 
security demands of Internet of Medical Things 
(IoMT)-based healthcare systems.
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RQ2: Security Challenges Specific to Healthcare 
Data

The reviewed literature reveals that cloud-
based healthcare security frameworks address 
healthcare-specific security requirements through 
multiple complementary mechanisms. Encryption 
techniques primarily provide confidentiality by 
preventing unauthorized disclosure of patients' 
medical records during storage and transmission. 
Lightweight cryptographic algorithms, such as 
PRESENT, CHACHA20, TWINE, SPECK, SIMON, 
RC5, and lightweight AES variants, were specifically 
developed to reduce the computational burden on 
resource-constrained IoMT devices while 
maintaining acceptable security levels [25]. 

Blockchain technology complements 
encryption by introducing decentralized identity 
management, immutable audit trails, tamper-resistant 
storage, secure smart contracts, distributed access 
control, and transparent transaction verification.  
These characteristics significantly reduce risks 
associated with centralized cloud storage, insider 
attacks, unauthorized data modification, and single-
point failures [11]; [39]. 
Several studies further demonstrate that hybrid 
encryption-blockchain frameworks improve 
regulatory compliance with healthcare standards such 
as HIPAA and GDPR by enhancing confidentiality, 
integrity, accountability, and controlled data sharing 
while supporting interoperability among healthcare 
stakeholders [11]. 

Figure 2: How Frameworks Address Key Security 
Challenges

Despite these advances, Figure 2 shows that no 
reviewed framework eliminates all healthcare 
security challenges. Resource limitations, scalability, 
interoperability, latency, and complex key 
management remain persistent concerns.
RQ3: Strengths and Weaknesses of Existing 
Frameworks

The review reveals that each framework has 
unique advantages, while also exhibiting notable 

limitations. While Encryption-based frameworks 
offer strong confidentiality and authentication 
mechanisms but generally suffer from computational 
overhead, complex key management, and reduced 
scalability in cloud environments. Attribute-Based 
Encryption improves fine-grained access control but 
introduces attribute management complexity. 
Homomorphic Encryption enables secure 
computation over encrypted data, but remains 
computationally expensive for real-time healthcare 
applications. Lightweight cryptography provides 
better efficiency for IoMT devices but may sacrifice 
cryptographic robustness against advanced attacks. 

Blockchain frameworks provide immutable 
records, distributed trust, transparency, decentralized 
access control, and excellent data integrity. However, 
blockchain implementations frequently experience 
scalability problems, network latency, storage 
overhead, and interoperability issues with existing 
healthcare infrastructures. While Hybrid encryption-
blockchain frameworks represent the most 
comprehensive approach reported in recent literature. 
They combine confidentiality, integrity, 
authentication, decentralized trust, and efficient 
resource utilization. Nevertheless, these frameworks 
still require improvements in protocol 
standardization, interoperability, regulatory 
compliance, implementation complexity, and large-
scale deployment within heterogeneous IoMT 
ecosystems. 

Figure 3: Strength vs Weakness of Framework Types

The review therefore, concludes that 
although hybrid frameworks outperform standalone 
encryption or blockchain approaches, further 
research is required to develop lightweight, scalable, 
interoperable, and regulation-compliant security 
architectures for cloud-based healthcare systems as 
shown in Figure 3.

The reviewed literature consistently 
indicates that no single existing framework 
simultaneously provides lightweight encryption, 
decentralized trust, interoperability, regulatory 



International Journal of Advances in Engineering and Management (IJAEM)
Volume 8, Issue 8 August. 2026, pp: 194-207   www.ijaem.net   ISSN: 2395-5252
                                     

DOI: 10.5281/zenodo.22075365     | Impact Factor value 6.18 | ISO 9001: 2008 Certified Journal          Page 11

compliance, scalability, and low computational 
overhead for IoMT cloud healthcare systems. This 
represents the principal research gap identified by the 
review and provides strong justification for 
proposing a hybrid lightweight 
encryption–blockchain security framework as the 
next phase of the study. This synthesis is consistent 
with the objectives and conclusions presented in your 
manuscript.

IV. DISCUSSION
From the review conducted some specific 

issues have been identified that necessitate the need 
to develop an enhanced framework. The challenges 
identified that require addressing include:

Standardization of Protocols: Implementing 
industry-wide standards for encryption protocols can 
bolster interoperability. Organizations such as Health 
Level Seven International (HL7) and Fast Healthcare 
Interoperability Resources (FHIR) offer frameworks 
that can be used to ensure effective communication 
among different systems while utilizing hybrid 
encryption techniques. Standardized protocols can 
promote smooth data exchanges among various 
healthcare systems.

API Development: Creating robust 
application programming interfaces (APIs) that 
support hybrid encryption can enhance 
interoperability. APIs can facilitate secure 
communication among different healthcare 
applications, guaranteeing that data remains 
encrypted during transmission. By crafting APIs that 
adhere to interoperability standards, developers can 
build solutions that function across diverse platforms 
and systems.

Cross-Platform Compatibility: Ensuring that 
hybrid encryption solutions work across multiple 
platforms is vital. This may involve using widely 
accepted cryptographic libraries that are supported by 
various operating systems and programming 
languages. Promoting the use of common encryption 
algorithms recognized across healthcare systems can 
also improve interoperability.

Modular Encryption Solutions: Utilizing 
modular encryption frameworks enables 
organizations to select encryption techniques that 
align with their current systems. These modular 
solutions facilitate the integration of hybrid 
encryption into existing workflows without the need 
for a complete overhaul of current technologies. This 
adaptability can simplify the interoperability of 
various systems while upholding security.

Regulatory Frameworks: Promoting 
regulatory frameworks that require interoperability 
can enhance the adoption of hybrid encryption 
solutions that adhere to established standards. 

Regulations that compel healthcare organizations to 
implement interoperable systems can motivate the 
creation of compatible encryption methods.

Testing and Validation: Executing thorough 
testing and validation of hybrid encryption solutions 
in actual healthcare settings can reveal 
interoperability challenges early in the development 
stage. By assessing how different systems function 
together in diverse scenarios, developers can make 
necessary modifications to improve compatibility.

In terms of Data Privacy Concerns, many 
frameworks struggle to guarantee complete data 
privacy. While encryption methods are common, the 
potential for unauthorized access through 
vulnerabilities in the cloud infrastructure remains a 
significant concern.  Also, most frameworks lack 
comprehensive mechanisms to ensure compliance 
with (e.g., HIPAA, GDPR), leading to legal liabilities 
and potential breaches. Some frameworks may not 
scale efficiently as healthcare organizations grow or 
as data volumes increase. Inadequate scalability can 
lead to performance degradation and increased 
vulnerability to attacks.

Insider threats remain a significant risk, as 
employees with legitimate access can misuse their 
privileges. Many frameworks do not adequately 
address or monitor insider activities. The complexity 
associated with managing security settings across 
multiple cloud services can overwhelm healthcare 
organizations, leading to misconfigurations and 
security gaps. Cyber threats are constantly evolving, 
and many frameworks may not adapt quickly enough 
to counter new types of attacks, making them 
susceptible to breaches.

Prominent cloud-based security 
frameworks, including the Cloud Security Alliance 
(CSA) Security Guidance, NIST Cybersecurity 
Framework, and ISO/IEC 27001 each offers a unique 
approach to securing healthcare records while 
addressing compliance with regulations such as 
HIPAA and GDPR.

The CSA framework emphasizes a risk 
management approach, providing guidelines tailored 
for healthcare organizations. Its focus on shared 
responsibility models is crucial for understanding the 
roles of cloud service providers and healthcare 
entities in safeguarding patient data. While the NIST 
framework supports healthcare organizations in 
identifying, protecting, detecting, responding to, and 
recovering from cybersecurity incidents. Its 
comprehensive nature makes it applicable across 
various healthcare settings, enhancing resilience 
against data breaches. The ISO/IEC 27001 standard 
provides a systematic approach to managing sensitive 
information, ensuring data confidentiality, integrity, 
and availability. Its implementation in healthcare 



International Journal of Advances in Engineering and Management (IJAEM)
Volume 8, Issue 8 August. 2026, pp: 194-207   www.ijaem.net   ISSN: 2395-5252
                                     

DOI: 10.5281/zenodo.22075365     | Impact Factor value 6.18 | ISO 9001: 2008 Certified Journal          Page 12

settings has shown promising results in improving 
overall security posture. These underscores the 
importance of adopting robust cloud-based security 
frameworks in healthcare. While frameworks such as 
CSA, NIST, and ISO/IEC 27001 provide valuable 
guidelines, their effectiveness hinges on proper 
implementation and continuous evaluation. Future 
research should focus on developing tailored 
solutions that address the unique security and data 
protection challenges faced by different healthcare 
providers.

V. CONCLUSION
The systematic review highlights the 

essential role of cloud-based security frameworks in 
securing healthcare records. By fostering a deeper 
understanding of these frameworks, healthcare 
organizations can enhance their security measures, 
ultimately protecting patient data from emerging 
threats. Despite the advantages that the existing 
frameworks provide, several challenges hinder the 
effective implementation of cloud-based security 
frameworks in healthcare such as the Complexity of 
Compliance, Cost of Implementation and Staff 
Training. Therefore, to provide a framework that is 
relevant to today’s requirement in terms of security, 
there is a need for the development of a hybrid 
framework that will provide a strong security and 
consume little resources. Continued research and 
collaboration among stakeholders are vital to refine 
these frameworks and ensure they meet the evolving 
needs of the healthcare sector. 
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