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Abstract 
Digital marketing has undergone a structural 

transformation as artificial intelligence has moved 

from the margins of technology strategy to the center 

of how organizations identify, engage, and retain 

consumers. This paper examines the mechanisms 

through which AI reshapes consumer behavior in 

digital marketing ecosystems, with focused attention 

on the Malaysian context. Theoretically anchored in 

the Theory of Planned Behavior (Ajzen, 1991), the 

Elaboration Likelihood Model (Petty & Cacioppo, 

1986), and privacy calculus theory (Culnan & 

Armstrong, 1999), the analysis draws on peer-

reviewed literature, industry data, policy 

documentation, and documented Malaysian market 

evidence to address three questions: through what 

mechanisms does AI alter consumer decision-making 

and engagement; what tensions between 

personalization benefit and privacy risk define the 

consumer experience; and what strategic and 

governance responses are warranted for Malaysian 

marketers and policymakers. The findings establish 

that AI-powered recommendation systems, 

conversational agents, programmatic advertising, and 

predictive analytics each intervene at distinct stages 

of the consumer decision journey—reducing 

information overload at the search stage, shaping 

consideration sets during evaluation, and automating 

habitual purchase decisions during the action stage. 

The Malaysian setting is characterized by 

simultaneously high AI enthusiasm—68 percent AI 

optimism ranking among the three highest in Asia-

Pacific (The Star, 2025)—and substantive consumer 

anxiety: only 34 percent of surveyed consumers trust 

e-commerce platforms to handle their data 

responsibly (National Consumer Complaints Centre, 

2025), and ad blocker usage has risen to 34 percent 

by 2025 (Malaysian Communications and 

Multimedia Commission, 2025). Case evidence from 

Shopee, Lazada, Grab, Touch 'n Go eWallet, and 

Maybank Chat illustrates how leading Malaysian 

digital brands are navigating the personalization-

privacy tension through value-exchange 

transparency, hybrid human-AI service models, 

explainable AI, and internal ethics governance. 

Challenges including algorithmic discrimination in 

digital lending, consumer distrust following high-

profile data breaches, and the inadequacy of 

enforcement under the Personal Data Protection Act 

2010 are examined in depth. A set of integrated 

recommendations for marketers, theorists, and 

policymakers concludes the paper, alongside 

directions for future research into longitudinal 

attitude dynamics, cross-cultural ASEAN 

comparisons, and the consumer psychology of 

generative AI. 

 

Keywords: artificial intelligence, consumer 

behavior, digital marketing, personalization, 

recommendation systems, algorithmic bias, data 

privacy, Malaysia, trust, programmatic advertising 

 

I. Introduction 
Consumer behavior has never been shaped 

by a single force, but few forces in the history of 

marketing have operated simultaneously across as 

many dimensions of the consumer experience as 

artificial intelligence now does. From the moment a 

consumer enters a digital platform, AI governs what 

they see, how content is sequenced and prioritized, 

what prices they are offered, when they receive 

follow-up communications, and how disputes are 

handled when they arise. This pervasive presence is 

not incidental: it is the result of deliberate 

organizational investment in AI capabilities that now 

constitute the core operating infrastructure of digital 

marketing ecosystems (Davenport et al., 2020). 

Understanding how this AI-saturated environment 

affects consumer psychology and behavior is not 

merely an academic exercise; it is a practical 

necessity for the marketers who depend on consumer 

trust and the policymakers who are responsible for 

protecting consumer welfare. 

Digital marketing ecosystems are networks 

of interconnected platforms, data brokers, advertising 

technology providers, and consumer touchpoints 

through which firms attempt to attract, engage, and 

retain customers. Within these networks, AI operates 

through several overlapping mechanisms: 

recommendation engines that curate the products and 
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content consumers encounter; conversational agents 

that manage service interactions at scale; 

programmatic platforms that place advertisements in 

front of precisely specified audience segments in real 

time; and predictive models that forecast which 

consumers are most likely to convert, churn, or 

respond to specific offers (Kumar et al., 2019; Huang 

& Rust, 2021). These mechanisms are not neutral 

conduits of information; they are active shapers of 

what consumers perceive as available to them, what 

they consider, and how they ultimately choose. 

Malaysia provides a particularly 

consequential context for examining these dynamics. 

The country has achieved adult internet penetration 

exceeding 97 percent (Malaysian Communications 

and Multimedia Commission, 2025), e-commerce 

spending reached RM46.2 billion in 2025 

(Department of Statistics Malaysia, 2026), and 

mobile payment platforms such as Touch 'n Go 

eWallet, GrabPay, and Boost now process billions of 

transactions annually. Consumer enthusiasm for AI is 

high—a regional survey ranked Malaysia third in 

Asia-Pacific for AI optimism at 68 percent (The Star, 

2025)—yet this enthusiasm is qualified by 

documented instances of data breaches, emerging 

evidence of algorithmic discrimination in digital 

financial services, and a legal framework for data 

protection that critics argue is insufficiently enforced 

(Personal Data Protection Department, 2024; Nair, 

2024). This configuration—digitally mature 

consumers who are simultaneously engaged and 

anxious—makes Malaysia an instructive case for 

studying the full complexity of AI's effects on 

consumer behavior. 

The paper is organized as follows. Section 2 

reviews the theoretical and empirical literature on AI 

in digital marketing and consumer behavior. Section 

3 describes the qualitative synthesis methodology. 

Section 4 presents the findings organized around 

decision-making processes, engagement and loyalty, 

and the challenges of privacy, bias, and distrust. 

Section 5 discusses implications for managers, 

theorists, and policymakers. Section 6 concludes with 

limitations and future research directions. 

 

II. Literature Review 
2.1 AI Technologies in Digital Marketing: A 

Functional Taxonomy 

AI in digital marketing comprises a diverse 

set of technologies that differ in their mechanisms 

and in the stages of the consumer journey at which 

they intervene most powerfully. Recommendation 

systems are perhaps the most consumer-visible form 

of marketing AI. Using collaborative filtering—

which identifies consumers whose past behavior is 

similar to the current user's and recommends items 

they purchased—or content-based filtering—which 

recommends items with attributes similar to those the 

user has previously engaged—or hybrid 

combinations of both, these systems curate what 

consumers see from among the enormous catalogs 

that modern e-commerce platforms hold. Estimates 

suggest that recommendation engines drive 

approximately 35 percent of purchase revenue on 

major e-commerce platforms globally (McKinsey, 

2021), a figure that reflects the substantial influence 

these systems exercise over what consumers actually 

consider purchasing. 

Conversational agents—encompassing rule-

based chatbots, retrieval-based systems, and 

increasingly generative AI systems capable of open-

ended dialogue—manage service interactions at a 

scale that human agent staffing cannot match. Their 

capability has expanded substantially with the 

development of large language models; 

contemporary systems can handle nuanced queries, 

maintain contextual coherence across a conversation, 

and in some deployments simulate emotional 

responsiveness. Programmatic advertising automates 

the buying and placement of digital advertising 

through real-time bidding systems that evaluate the 

audience characteristics of an available ad impression 

in milliseconds and match that impression to the 

campaign specification most likely to bid for it. This 

automation enables extremely precise audience 

targeting at massive scale, but it also creates risks: 

ads can appear alongside brand-unsuitable content, 

and targeting criteria can inadvertently encode 

discriminatory dimensions (Lambrecht & Tucker, 

2019). Generative AI has added a further dimension 

by automating content creation: product descriptions, 

email subject lines, social media copy, and 

increasingly video advertising can be produced 

algorithmically, at lower cost and at greater volume 

than human creative teams allow (Davenport et al., 

2020). 

 

2.2 Consumer Behavior Theories and Their AI-

Era Extensions 

The Theory of Planned Behavior (TPB), 

developed by Ajzen (1991), remains one of the most 

widely applied frameworks for predicting consumer 

intentions and actions. The TPB holds that behavioral 

intention—and through it, behavior itself—is 

determined by three antecedents: attitude toward the 

behavior, subjective norms regarding what important 

others think about the behavior, and perceived 

behavioral control over whether the behavior can be 

carried out. In the context of AI-mediated marketing, 

each of these antecedents acquires new dimensions. 

A consumer's attitude toward engaging with an AI 

recommendation system is shaped not only by its 
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perceived utility but by their trust in the algorithm's 

competence, their beliefs about the transparency of 

its operation, and their past experiences with AI-

driven suggestions that were useful or intrusive 

(Glikson & Woolley, 2020). Subjective norms 

regarding AI-mediated shopping are themselves 

shaped by the ubiquity of such systems: when 

virtually all digital platforms deploy 

recommendation engines, the social norm of 

engaging with algorithmic recommendations 

becomes nearly inescapable. Perceived behavioral 

control is complicated by the opacity of AI systems: 

consumers may feel that they cannot meaningfully 

influence what the algorithm shows them, 

diminishing their sense of agency over their own 

consideration sets. 

The Elaboration Likelihood Model (ELM), 

introduced by Petty and Cacioppo (1986), 

distinguishes between two routes through which 

persuasive communications affect consumer 

attitudes. The central route involves careful, 

deliberative processing of message arguments—

appropriate when consumers are motivated and able 

to engage deeply with the information. The 

peripheral route involves reliance on simple cues 

rather than substantive arguments—appropriate 

when motivation or cognitive capacity is low. AI 

recommendation systems can operate through either 

route depending on how they are designed and how 

high-involvement the purchase category is. A 

personalized recommendation for a low-cost, 

frequently purchased item ("you might also like this 

brand of coffee") functions as a peripheral cue: the 

consumer does not deliberate extensively but 

responds to the heuristic that the algorithm's 

suggestion signals reliability. An AI-powered 

advisory tool that explains in detail why a specific 

financial product matches the consumer's stated 

preferences and past behavior may engage central 

processing, particularly for high-stakes decisions. 

This insight carries direct implications for marketing 

design: explainability is a route to engaging central 

processing, which may produce more durable attitude 

change and higher quality decisions for consumers 

and firms alike (Shin, 2021). 

 

2.3 The Privacy Calculus and Its Complications in 

AI Environments 

Privacy calculus theory, articulated by 

Culnan and Armstrong (1999), frames privacy-

related disclosure decisions as a cost-benefit 

evaluation: consumers weigh the benefits they expect 

to receive from sharing their data—personalized 

offers, improved service, access to subsidized or free 

platforms—against the risks they anticipate—data 

breaches, unwanted surveillance, manipulation, and 

loss of control over their own information. When the 

expected benefits outweigh perceived risks, 

consumers disclose; when perceived risks dominate, 

they either withhold information, provide inaccurate 

information, or adopt technological privacy 

protections such as ad blockers or private browsing. 

AI has complicated this calculus in several 

ways. On the benefit side, AI-driven personalization 

can make offers dramatically more relevant to 

individual consumers, genuinely improving their 

experience and reducing the friction of search and 

evaluation. On the risk side, AI systems enable data 

collection and analysis at scales and with inferences 

that were previously impossible: combining location 

data, purchase history, social media activity, and 

clickstream behavior, AI can make inferences about 

a consumer's health status, relationship situation, 

financial vulnerability, and psychological state that 

go far beyond what the consumer knowingly 

disclosed. These inferences, when used for marketing 

purposes, can feel profoundly intrusive—particularly 

when consumers encounter advertisements that seem 

to reflect knowledge about their private lives that 

they did not consciously share (Martin & Murphy, 

2017). The privacy calculus must therefore be 

extended to incorporate not only disclosed data but 

inferred data, and not only stated risk but the 

experience of algorithmic surveillance that 

consumers describe when AI marketing crosses what 

they perceive as acceptable boundaries. 

 

2.4 Algorithmic Bias and Consumer Fairness 

Perceptions 

A dimension of AI's impact on consumer 

behavior that has received growing research attention 

is the fairness of algorithmic outcomes. AI systems 

trained on historical behavioral data can reflect and 

amplify existing societal biases when those biases are 

embedded in the training data. Research by 

Lambrecht and Tucker (2019) found that 

algorithmically targeted STEM job advertisements 

were shown less frequently to women than to men, 

not because the algorithm was explicitly instructed to 

discriminate but because historical patterns of ad 

engagement—themselves the product of prior 

discrimination—led the system to optimize its 

targeting in discriminatory directions. In digital 

financial services, AI-powered credit scoring models 

have been criticized for using postcode and device 

type as proxy variables for creditworthiness in ways 

that disproportionately disadvantage applicants from 

lower-income and rural areas, even when their 

individual financial profiles are comparable to 

approved applicants (Nair, 2024). 

Consumer perceptions of algorithmic 

fairness matter not only for equity reasons but 
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because unfairness perceptions affect behavior. Haws 

and Bearden (2006) established that consumers who 

perceive pricing as unfair—whether that unfairness 

arises from price discrimination, price inconsistency, 

or a sense that the seller is exploiting information 

asymmetry—respond with reduced purchase 

intention, negative word-of-mouth, and diminished 

relationship commitment. When consumers learn that 

AI systems have treated them differently from other 

consumers on the basis of attributes they did not 

consciously disclose, these fairness violations are 

experienced as personal and can generate lasting 

brand damage. The intersection of algorithmic 

opacity—consumers cannot easily verify what 

criteria are being applied to them—and algorithmic 

consequence—those criteria affect real prices, credit 

decisions, and product availability—makes bias in AI 

marketing systems a consumer protection issue as 

much as an ethical one. 

 

2.5 Consumer Behavior in the Malaysian Digital 

Ecosystem 

The Malaysian digital marketplace has 

developed rapidly and exhibits several distinctive 

characteristics relevant to AI-consumer behavior 

interactions. E-commerce is dominated by three 

platforms with differentiated strategic approaches: 

Shopee, which holds the largest market share and 

uses aggressive AI-powered flash sale notifications 

and personalized feed curation; Lazada, which 

integrates AI-driven search and recommendation 

with seller advertising tools; and TikTok Shop, which 

embeds shopping within a short-video discovery 

experience driven by content recommendation AI 

(Department of Statistics Malaysia, 2026). Together 

these platforms have normalized the experience of 

algorithmically curated product discovery for 

Malaysian consumers, making AI-powered 

recommendation the default expectation rather than a 

novel feature. 

Mobile payment has become deeply 

integrated into daily consumer transactions. Touch 'n 

Go eWallet reported over 25 million users and RM45 

billion in transaction value in 2025 (Touch 'n Go 

eWallet, 2026), with AI informing fraud detection, 

personalized cashback structuring, and automated 

account management features such as balance-based 

auto-reload. GrabPay, ShopeePay, and Boost add 

further transaction volume. The data generated 

through these payment platforms—purchase 

categories, timing patterns, merchant preferences, 

and spending trajectories—feed AI models that 

inform targeted offers and credit decisions, creating a 

financial data ecosystem that is simultaneously 

valuable to consumers and consequential in its 

privacy implications. Malaysian consumers are 

aware of these implications: a National Consumer 

Complaints Centre survey found that 78 percent 

valued personalized recommendations but only 34 

percent trusted e-commerce platforms to handle their 

data responsibly (NCCC, 2025), a trust deficit that 

represents a significant market vulnerability for 

platforms whose business models depend on 

continued data sharing. 

 

III. Methodology 
This study employs a qualitative interpretive 

methodology, organized around systematic thematic 

synthesis of secondary sources. The methodological 

choice reflects the exploratory and integrative 

character of the research questions: AI's impact on 

consumer behavior in digital marketing is a domain 

where multiple partial perspectives—academic 

theory, behavioral evidence, industry practice, and 

regulatory documentation—must be synthesized to 

produce a coherent analytical account, and where the 

pace of technological change makes primary survey 

or experimental data perishable by the time of 

publication. 

Four categories of sources inform the 

analysis. Academic literature in consumer behavior, 

digital marketing, AI ethics, and privacy was 

retrieved through Google Scholar, Scopus, and Web 

of Science using search terms including artificial 

intelligence consumer behavior, digital marketing 

personalization, algorithmic bias marketing, 

consumer privacy, and trust AI. Industry reports from 

McKinsey, Forrester, Gartner, eMarketer, and 

Malaysian sources including the Department of 

Statistics Malaysia, the Malaysian Communications 

and Multimedia Commission, and the National 

Consumer Complaints Centre were reviewed for 

market data, adoption statistics, and documented 

consumer responses. Policy and legal documents 

including the Personal Data Protection Act 2010, 

MCMC guidelines on AI in digital advertising, and 

parliamentary debate records were examined for the 

regulatory context within which Malaysian consumer 

AI interactions occur. Documented case examples 

from Shopee, Lazada, Grab, Touch 'n Go eWallet, 

Maybank, and TikTok Shop were analyzed to 

illustrate how AI deployment decisions have shaped 

consumer experience and response in the Malaysian 

market. 

Thematic synthesis proceeded through three 

stages as described by Thomas and Harden (2008): 

line-by-line coding of source materials to identify 

recurring concepts and patterns; organization of 

codes into descriptive themes covering 

personalization mechanisms, privacy and trust 

dynamics, fairness concerns, and strategic responses; 

and development of analytical themes that interpreted 
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the descriptive patterns through the theoretical lenses 

identified in the literature review. The limitation of 

this approach is its dependence on secondary data: 

causal claims about consumer behavior require 

experimental or longitudinal empirical methods that 

this study does not employ, and the findings should 

be treated as theoretically grounded synthesis rather 

than as definitive empirical conclusions. 

IV. Findings and Discussion 
4.1 How AI Reshapes Consumer Decision-Making 

4.1.1 Reducing Information Overload at the 

Search Stage 

The most pervasive effect of AI-powered 

recommendation systems on consumer decision-

making is the compression of the search stage of the 

consumer journey. Digital marketplaces offer 

product catalogs of a scale that no individual 

consumer can meaningfully navigate: Shopee 

Malaysia alone lists tens of millions of products. 

Without curation, consumers face what choice theory 

calls information overload—a state in which the 

abundance of options produces not better decisions 

but worse ones, as cognitive resources are exhausted 

before evaluation can be completed and consumers 

resort to arbitrary selection or abandonment (Pariser, 

2011). Recommendation systems address this by pre-

filtering the available catalog into a manageable 

personalized subset, drawing on collaborative signals 

from consumers with similar behavioral profiles and 

on the individual consumer's own history. An 

industry analysis found that Malaysian consumers 

using personalized recommendation interfaces spent 

substantially less time in product search before 

committing to purchase than those using non-

personalized browsing (iPrice, 2025), a finding 

consistent with the theoretical expectation that AI-

mediated curation reduces decision time without 

necessarily reducing decision quality. 

This time reduction has both individual and 

market-level consequences. Individual consumers 

benefit from reduced cognitive effort and faster 

access to products that are statistically more likely to 

match their preferences than randomly encountered 

alternatives. At the market level, however, curation 

concentrates consumer attention on a subset of the 

available catalog—specifically, the subset that 

algorithms have determined is most likely to generate 

engagement, often optimized for conversion rate or 

session time rather than long-term consumer welfare. 

Brands that are not surfaced by recommendation 

systems may be effectively invisible regardless of 

their objective merit, creating competitive barriers 

that favor incumbents whose products appear 

frequently in training data and reinforcing the 

dominance of already-popular products at the 

expense of discovery and serendipity. 

 

4.1.2 Shaping Consideration Sets During 

Evaluation 

Beyond shortening search, AI systems 

shape which alternatives consumers seriously 

evaluate—the consideration set from which a final 

choice is ultimately made. The composition of the 

consideration set is not neutral. In platforms where 

sponsored placement is integrated into 

recommendation feeds, the products a consumer 

evaluates are partly determined by which brands have 

paid for elevated visibility, a factor that consumers 

frequently cannot distinguish from organic 

algorithmic recommendation. When consumers 

cannot identify what they are seeing as advertising, 

their ability to critically evaluate the commercial 

interest behind the recommendation is impaired, and 

the peripheral processing that heuristic 

recommendations invite becomes a vehicle for 

commercially motivated influence rather than 

genuinely consumer-serving curation. 

Dynamic pricing adds a further dimension 

to evaluation-stage influence. When prices are 

individualized—set differently for different 

consumers based on predicted willingness to pay, 

device type, browsing history, or location—the price 

that a consumer sees during evaluation is not the 

market price but a price targeted to that individual. 

Malaysian platforms including Grab and major e-

commerce sites use surge pricing and personalized 

discount structuring respectively, practices that are 

legally permissible but that create perceived 

unfairness when consumers discover price 

discrepancies relative to other buyers (Haws & 

Bearden, 2006). Consumer awareness of dynamic 

pricing is growing; research suggests that consumers 

who believe they are receiving a uniquely high price 

reduce their purchase intention and their brand 

loyalty even when the price remains within their 

objective budget, because the fairness violation is 

experienced as disrespectful regardless of its 

financial magnitude. 

 

4.1.3 Automating Habitual and Low-Involvement 

Purchase Decisions 

At the action stage of the consumer decision 

journey, AI enables the ultimate reduction of 

consumer decision effort: the automation of purchase 

decisions themselves. For low-involvement, 

frequently purchased products and services—digital 

subscriptions, utility payments, familiar grocery 

items, and regular transportation—AI systems can 

predict when repurchase will be needed and execute 

it with minimal or no consumer involvement. Touch 

'n Go eWallet's Auto-Reload feature, which 

automatically replenishes a user's balance from a 
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linked bank account when it falls below a predicted 

threshold based on transaction pattern analysis, 

exemplifies this automation. While convenient, such 

features remove the conscious decision moment and 

its associated deliberation, potentially producing 

financial behavior patterns that consumers would not 

endorse if they reflected on them. The theoretical 

question—whether automated purchasing serves 

consumer welfare by removing unnecessary friction 

or harms it by bypassing the consumer's reflective 

self-regulation—is not yet resolved in the empirical 

literature, but it represents an important boundary 

case for thinking about AI's effects on consumer 

autonomy. 

 

4.2 AI-Enabled Engagement: Conversational 

Commerce and Content 

4.2.1 Chatbots, Virtual Assistants, and the Limits 

of Automation 

AI-powered conversational agents have 

become standard infrastructure in Malaysian digital 

commerce. Shopee's Chat Assistant handles the 

majority of customer queries without human 

escalation—industry reports suggest approximately 

70 percent first-contact resolution for transactional 

queries (Shopee, 2025). Maybank Chat and Grab's in-

app support deploy AI for routine financial and 

service queries respectively. The efficiency gains 

from this automation are substantial: response times 

measured in seconds replace wait times measured in 

minutes, and availability extends to 24 hours across 

seven days. For the high-volume, low-complexity 

queries that constitute the majority of customer 

service interactions—order status, return policy, 

payment confirmation—AI chatbots perform 

adequately and generate acceptable consumer 

satisfaction. 

The limits of this performance become 

apparent in emotionally loaded, complex, or 

genuinely ambiguous interactions. A consumer 

disputing a fraudulent charge, seeking empathy after 

a delivery failure, or trying to understand why their 

account was suspended for an algorithm-detected 

anomaly they do not recognize is not well served by 

a chatbot that can provide only procedural responses 

within defined scripts. Consumer satisfaction 

research from Malaysian digital platforms finds 

consistently higher satisfaction when human agents 

handle complaints or high-stakes service failures, and 

research on hybrid human-AI service models—

where AI handles first contact and routes unresolved 

or escalated interactions to human agents—finds 

substantially better outcomes than either pure 

automation or pure human staffing (Grab Holdings, 

2026). The design implication is that automation 

should be calibrated to interaction complexity rather 

than applied uniformly, and consumers should have 

clear and low-friction access to human intervention 

when AI proves insufficient. 

 

4.2.2 Generative AI in Marketing Content and Its 

Consumer Reception 

Generative AI tools are being adopted by 

Malaysian digital marketers to produce marketing 

copy at scale: product descriptions, promotional 

email subject lines, social media captions, and 

advertising creative across Bahasa Malaysia, 

English, and Mandarin. The economic case is 

straightforward—generative AI reduces per-unit 

content production costs and enables volume and 

variety of testing that human creative teams cannot 

sustain. The consumer reception is more 

complicated. A study commissioned by MCMC 

found that a majority of Malaysian consumers could 

correctly identify AI-generated social media 

advertisements, and that identified AI-generated 

content received substantially lower engagement 

than content attributed to human creativity (MCMC, 

2025). This suggests that consumers apply an 

authenticity evaluation to marketing content and that 

perceptions of AI generation can function as a 

negative quality signal when the content lacks local 

cultural nuance, contains factual errors, or produces 

phrasing that feels formulaic rather than genuinely 

communicative. 

The response from more sophisticated 

Malaysian digital marketers has been to position 

generative AI as an efficiency tool for draft 

production rather than as a replacement for human 

creative judgment. In this model, AI generates first 

drafts that human editors revise for cultural 

appropriateness, factual accuracy, and brand voice 

consistency before publication. The consumer-facing 

output retains human editorial fingerprints while 

benefiting from AI's scale and speed. This hybrid 

model mirrors the pattern observed in AI chatbot 

deployment: AI handles volume and routine cases, 

human expertise handles quality and complexity, and 

the combination outperforms either alone. 

 

4.3 Brand Loyalty, Trust, and the Privacy-

Personalization Paradox 

4.3.1 Personalization as a Loyalty Driver 

When AI-driven personalization is 

experienced as genuinely useful—when the 

recommended product is precisely what the 

consumer needed, when the personalized offer 

arrives at the moment of decision, when the AI 

remembers stated preferences across multiple 

sessions—it produces what might be called perceived 

brand understanding, a consumer experience of being 

known and valued as an individual rather than 
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addressed as a member of a mass market. Perceived 

brand understanding is empirically associated with 

stronger emotional connection, lower price 

sensitivity, and higher repeat purchase rates. Grab's 

retention data—reporting an 85 percent quarterly 

retention rate among active users in 2025 (Grab 

Holdings, 2026)—are plausibly attributable in part to 

the personalized offer architecture that makes the 

platform feel individually responsive, though precise 

attribution of retention to any single mechanism in a 

multi-touch digital ecosystem is methodologically 

difficult. 

The relationship between personalization 

and loyalty is not monotonic, however. Research on 

perceived intrusiveness—the consumer experience of 

personalization as invasive rather than helpful—finds 

that when personalization crosses thresholds of what 

consumers regard as appropriate use of their 

information, it generates not loyalty but resistance. A 

consumer who receives an advertisement for a 

product they browsed privately and did not purchase 

experiences the recommendation not as helpfulness 

but as surveillance, even when the technical 

mechanism is the same as a recommendation they 

found useful in a different context. The contextual 

integrity of data use—whether the use matches the 

context in which data were originally provided—is a 

critical determinant of whether personalization is 

experienced as service or as violation (Martin & 

Murphy, 2017). 

 

4.3.2 Trust Erosion and Its Market 

Consequences 

The 2023 data breach affecting a major 

Malaysian telecommunications provider, which 

exposed the personal records of millions of 

consumers, produced measurable market 

consequences extending well beyond the directly 

affected firm. Postpaid churn in the affected company 

increased in the quarter following disclosure 

(Malaysian Communications and Multimedia 

Commission, 2024), and broader surveys showed 

elevated distrust of digital data handling across the 

consumer market. Ad blocker adoption in Malaysia 

rose from 18 percent in 2020 to 34 percent in 2025, 

with the sharpest increases among younger 

consumers aged 18 to 24, where approximately 48 

percent now use ad blockers (MCMC, 2025). This 

trajectory suggests that a generation of digitally 

sophisticated Malaysian consumers is developing 

habitual privacy protection behaviors that will 

permanently reduce the reach and effectiveness of 

surveillance-based digital advertising as that cohort 

ages into the peak consumer demographic. 

Privacy cynicism—the resigned acceptance 

that privacy protection is futile, leading consumers to 

disengage from privacy management while reducing 

active loyalty—is an increasingly relevant 

phenomenon in the Malaysian context (Hoffmann et 

al., 2016). Cynical consumers do not necessarily 

leave platforms or stop making purchases; they 

remain transactionally engaged while emotionally 

disengaged, with lower brand commitment and 

higher susceptibility to competitive offers from rivals 

who succeed in differentiating on trust. For 

marketers, this means that building trust is not only a 

reputational investment; it is a competitive 

differentiator with measurable loyalty implications in 

markets where cynicism is rising. 

 

4.4 Algorithmic Bias, Fairness, and Regulatory 

Vulnerability 

Evidence of algorithmic discrimination in 

Malaysian digital marketing and financial services 

has accumulated over recent years. In digital lending, 

AI-powered credit scoring models used by some 

platform operators have shown systematically higher 

rejection rates for applicants from postcodes 

associated with lower-income or rural demographics, 

even when applicants' individual financial records are 

comparable to those of approved applicants from 

wealthier areas (Nair, 2024). In digital advertising, 

programmatic targeting systems have been found to 

deliver certain categories of advertisements—

including housing-related promotions—with 

differential frequency across accounts associated 

with different apparent demographic profiles, raising 

concerns under the Consumer Protection Act 1999 

and potentially engaging constitutional non-

discrimination principles (Dzulkifly, 2024). 

The mechanism of algorithmic 

discrimination in these cases is not intentional 

prejudice but the reflection of historical patterns in 

training data: if historical lending data shows lower 

repayment rates among applicants from specific 

geographic areas due to structural economic 

disadvantages, an AI model trained on that data will 

learn postcode as a risk signal and apply it to future 

applicants who may not share the historical pattern. 

The model is, in a technical sense, optimizing 

correctly for the objective it was given; the problem 

is that the objective encodes historical inequality as a 

legitimate input. Addressing this requires technical 

interventions—fairness constraints that prevent 

protected characteristics and their proxies from 

functioning as decision inputs—alongside 

organizational accountability and regulatory 

requirements for bias auditing of consumer-facing AI 

systems. The absence in Malaysia of mandatory 

algorithmic impact assessment requirements means 

that these interventions are currently voluntary, and 



 

 

International Journal of Advances in Engineering and Management (IJAEM) 

Volume 8, Issue 5 May. 2026, pp: 394-404    www.ijaem.net      ISSN: 2395-5252 

                                      

 

 

 

DOI: 10.35629/5252-0805394404       | Impact Factor value 6.18 | ISO 9001: 2008 Certified Journal     Page 401 

evidence suggests they are not widely adopted among 

smaller digital marketing operators. 

 

4.5 Strategic Responses: Malaysian Market 

Practices 

Malaysian digital marketers are responding 

to the personalization-privacy tension and the 

algorithmic fairness challenge through a set of 

emerging practices that reflect both consumer 

pressure and, to a lesser extent, regulatory direction. 

Value-exchange transparency is the most 

straightforward of these: rather than collecting data 

through opaque processes and delivering 

personalization without explanation, some platforms 

are explicitly connecting data provision to 

personalization benefit in consumer-facing 

communication. Touch 'n Go eWallet's privacy 

communication links specific cashback offers to 

specific categories of transaction data in language 

that consumers without data science training can 

evaluate, making the privacy calculus legible in a 

way that most platform privacy policies are not. This 

practice respects consumer agency by making the 

exchange visible, though it requires consumers to 

actively engage with the explanation rather than 

relying on regulatory enforcement to protect them 

passively. 

Explainable AI deployment in 

recommendation systems is being piloted by several 

Malaysian platforms as a trust-building mechanism. 

By providing brief, accessible explanations for why a 

specific product or offer is being surfaced—

"recommended because you frequently order this 

category" or "other customers who bought this also 

viewed that"—these systems give consumers enough 

transparency to calibrate their response to the 

recommendation rather than accepting or rejecting it 

without basis. Research suggests that explanation 

increases consumer trust in recommendation systems 

and can improve purchase confidence for high-

involvement categories, though it may reduce 

conversion for low-involvement purchases where the 

persuasive power of the heuristic cue depends on 

opacity (Shin, 2021). Internal AI ethics governance is 

emerging among larger organizations: both Grab and 

Maybank have established review processes for 

marketing algorithms, though the rigor and 

independence of these processes vary, and smaller 

digital marketing operators rarely have equivalent 

governance capacity. 

 

V. Implications 
5.1 Managerial Implications 

The most fundamental managerial 

implication of this analysis is that the traditional 

dichotomy between personalization and privacy is 

false. Organizations that pursue maximum 

personalization without regard for consumer privacy 

preferences do not generate maximum loyalty; they 

generate a combination of short-term conversion 

gains and long-term trust erosion that ultimately 

reduces the value of the consumer relationships they 

are trying to build. Malaysian market evidence—34 

percent ad blocker adoption, 66 percent consumer 

distrust of platform data handling, and documented 

postpaid churn following breach disclosure—

confirms that consumers are not passive recipients of 

personalized marketing but active evaluators who 

withdraw engagement when the implicit contract of 

data sharing is perceived as violated. 

Responsible AI marketing requires 

investment in several practices that are not standard 

among Malaysian digital marketers. Granular, 

meaningful consent mechanisms—not the "accept 

all" cookie consent that provides legal cover without 

genuine informed consent—give consumers genuine 

control over data use and signal organizational 

respect for consumer agency. Privacy dashboards that 

allow consumers to see what data are held about 

them, correct inaccuracies, and selectively revoke 

consent for specific uses are technically feasible on 

existing platform architectures and represent a 

competitive trust signal in markets where consumer 

anxiety is documented. Regular bias audits of 

recommendation, pricing, and credit algorithms—

ideally conducted by parties independent of the 

development team—are essential for identifying and 

correcting discriminatory outcomes before they 

attract regulatory attention or consumer backlash. 

And tracking trust-related metrics—opt-out rates, ad 

blocker prevalence, privacy-related complaint 

volume, and sentiment in social listening data—

alongside conventional marketing performance 

indicators gives marketers the early warning signals 

needed to detect trust erosion before it becomes 

manifest in churn. 

 

5.2 Theoretical Implications 

This analysis contributes to consumer 

behavior theory by identifying several points where 

established frameworks require extension to account 

for AI-mediated marketing environments. The 

Theory of Planned Behavior should incorporate trust 

in algorithmic systems as an antecedent of attitude 

toward AI-mediated marketing interactions, and 

perceived algorithmic transparency as a moderator of 

the relationship between attitude and intention. When 

consumers are aware of how AI systems are 

operating and what criteria they are applying, the 

attitude-intention-behavior chain may be 

strengthened for favorable attitudes and weakened 

for unfavorable ones in ways that the original TPB 
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framework does not capture. Perceived 

intrusiveness—when personalization feels 

surveillance-like rather than service-oriented—

deserves inclusion as a moderating variable. 

The Elaboration Likelihood Model requires 

extension in two directions. First, explainability 

provides a mechanism for shifting consumers from 

peripheral to central processing of AI 

recommendations, with implications for the depth 

and durability of attitude change and for the quality 

of consumer decisions. Second, the ELM does not 

currently address what might be called algorithmic 

credibility—the extent to which consumers perceive 

the AI source of a recommendation as competent, 

benevolent, and trustworthy in the sense articulated 

by Glikson and Woolley (2020). Algorithmic 

credibility is likely to moderate whether central or 

peripheral processing is adopted and how 

recommendations are weighted once processed. 

Privacy calculus theory requires extension to 

incorporate inferred data (not just disclosed data) and 

algorithmic fairness (whether consumers perceive the 

AI as treating people equitably) as determinants of 

the privacy risk assessment that shapes disclosure 

decisions. In environments where AI infers sensitive 

attributes from innocuous data, the distinction 

between knowing and unknowing disclosure 

collapses in ways that the original framework does 

not address. 

 

5.3 Policy Implications 

The most urgently needed policy reform in 

Malaysia's digital marketing AI governance is the 

amendment of the Personal Data Protection Act 2010 

to incorporate provisions specific to automated 

decision-making. The PDPA in its current form 

provides no right for consumers to contest or request 

human review of decisions made about them by AI 

systems—a right that exists in the European General 

Data Protection Regulation (Article 22) and that is 

particularly important in digital lending, insurance 

pricing, and targeted advertising where algorithmic 

decisions have material consequences. The 

maximum fine under the current PDPA of 

RM500,000 is not a meaningful deterrent for large 

platform operators whose revenues from data-driven 

advertising substantially exceed this amount; 

substantially higher penalties linked to turnover, 

combined with mandatory public disclosure of 

enforcement actions, would more effectively 

incentivize compliance. 

Mandatory algorithmic impact assessments 

for consumer-facing AI systems that make 

consequential decisions—credit scoring, insurance 

pricing, employment advertising placement, and 

large-scale behavioral profiling—would require 

organizations to identify and mitigate bias before 

deployment rather than after consumer harm has 

occurred. Models for such assessments exist in 

Canada's Directive on Automated Decision-Making 

and the proposed EU AI Act, and the Personal Data 

Protection Department has indicated that PDPA 

reform is under consideration (Personal Data 

Protection Department, 2024). Aligning that reform 

with these international frameworks would provide 

Malaysian regulators with a tested foundation rather 

than requiring the development of wholly novel 

governance mechanisms. A dedicated consumer AI 

complaint and redress mechanism—an AI 

ombudsperson or specialist tribunal within the 

Ministry of Domestic Trade and Consumer Affairs—

would give consumers who believe they have been 

harmed by algorithmic decisions a practical path to 

remedy that the existing consumer protection 

architecture does not provide. 

Consumer digital and AI literacy investment 

is the complementary policy to regulatory reform: 

well-informed consumers are better able to make 

privacy-protective choices, recognize and report 

potential bias, and hold platforms accountable 

through informed market behavior. MCMC's existing 

consumer education programs provide a foundation; 

integrating AI literacy—including how 

recommendation systems work, how personalized 

pricing operates, and what data collection practices 

are legally permissible—into school curricula and 

adult public awareness campaigns would build the 

consumer sophistication that effective market 

accountability requires. Malaysia's ASEAN chair 

role in 2025 provides an opportunity to advance 

regional harmonization of AI marketing governance, 

reducing the regulatory arbitrage that platforms 

headquartered outside Malaysia currently exploit 

when their data practices are permitted in their home 

jurisdiction but not in Malaysia. 

 

VI. Conclusion 
This paper has examined how artificial 

intelligence alters consumer behavior within digital 

marketing ecosystems, using Malaysia as its primary 

empirical context and established consumer behavior 

theory as its analytical framework. The mechanisms 

identified are multiple and overlapping: AI 

compresses search through recommendation 

curation, shapes evaluation by defining which 

alternatives are visible, automates habitual purchase 

decisions, manages service interactions through 

conversational agents, and generates marketing 

content at a scale that exceeds human production 

capacity. Through each of these mechanisms, AI is 

not simply facilitating consumer choice but actively 

participating in its formation—a participation that 
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carries both genuine benefit and genuine risk for 

consumers and for the brands that serve them. 

The Malaysian evidence is simultaneously 

encouraging and cautionary. The country's 97 percent 

internet penetration, rapidly growing e-commerce 

market, mobile payment adoption, and high AI 

optimism create conditions in which AI-driven 

digital marketing can generate substantial value. The 

documented trust deficit—only 34 percent of 

consumers trust platforms with their data—rising ad 

blocker adoption, evidence of algorithmic 

discrimination in lending and advertising, and a 

regulatory framework that critics regard as 

inadequately enforced create conditions in which that 

value can easily be destroyed. The organizations that 

will navigate this environment most successfully are 

those that understand the personalization-privacy 

relationship not as a trade-off to be optimized for 

short-term conversion but as a long-term trust 

contract whose terms are set by consumers rather 

than by marketers. 

Several research gaps limit confidence in 

the findings and warrant future investigation. 

Longitudinal studies tracking how individual 

Malaysian consumers' attitudes toward AI-driven 

marketing evolve across product categories, life 

stages, and in response to specific incidents would 

provide the temporal depth that cross-sectional 

surveys cannot supply. Cross-cultural comparisons 

within ASEAN—examining whether cultural 

dimensions such as power distance, collectivism, and 

uncertainty avoidance moderate consumer responses 

to AI personalization and algorithmic fairness 

differently across Malaysia, Singapore, Indonesia, 

Thailand, and Vietnam—would test whether findings 

from one market are portable to regional neighbors 

with different cultural starting points. Experimental 

studies with factorial manipulation of explanation 

format, consent granularity, and fairness cue 

presence would provide causal evidence for the trust-

building mechanisms identified in this synthesis. And 

research on the specific experiences of populations at 

elevated risk of algorithmic harm—older adults 

navigating digital financial services, rural consumers 

subject to postcode-based credit discrimination, and 

communities whose linguistic and cultural patterns 

are underrepresented in AI training data—is essential 

for ensuring that AI's benefits in digital marketing 

extend equitably across the Malaysian population. 

The AI-driven digital marketing ecosystem 

that Malaysian consumers inhabit will continue to 

evolve, and the pace of that evolution—driven by 

advances in generative AI, multimodal 

personalization, and real-time behavioral 

modeling—is accelerating. The question that this 

evolution poses is not whether AI will be present in 

consumer experience but what kind of AI: 

exploitative or transparent, discriminatory or fair, 

autonomy-reducing or autonomy-supporting. The 

answer will be determined not by technology alone 

but by the choices that marketers, regulators, 

consumers, and researchers make about what 

responsible AI-mediated commerce should look like. 

The analysis offered in this paper is a contribution to 

making those choices with better evidence, clearer 

theory, and a sharper understanding of what is at 

stake for Malaysian consumers in the intelligent age. 
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