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ABSTRACT: The Privacy Paradox is a phenomenon
in which users claim to be concerned about their
privacy but their concern doesn’t translate into
privacy-protective behaviour. With sophisticated
technologies being developed and accessible to
businesses and governments, it is easy to collect a
huge amount of consumer data. The ethics
surrounding the use of this data are debatable.
Consumers demand for personalized content but
freak out when companies obtain an obtrusive
amount of consumer data. Does this paradox exist in
the Indian population? What factors influence this
paradox? Is there an ethical way to offer personalized
services and retain customers? This paper seeks to
answer all these questions with respect to the Indian
population. It explains the paradox and checks for its
existence and other meaningful relationships.
Keywords: Privacy Paradox, Personalization,
Privacy, Consumer Behaviour, Technology, Cyber
Literacy

I. INTRODUCTION

The Privacy Paradox is a phenomenon in
which internet users claim to be concerned about
their privacy but their actions suggest the opposite.
Consumers today are torn between their insatiable
hunger for personalized content and their need to
protect their identity online.

Consumers  criticize ~ companies  like
Facebook for loss of privacy, while they continue to
tick boxes agreeing with terms and conditions which
they haven’t even read. Customers want to receive
advertising or content that is personal and relevant,
however when they freak out when a business knows
too much about them.

Businesses, on the other hand, strive to
acquire as much information as possible to
personalize their offerings to the user. As the time
consumers spend in cyberspace increases, businesses

exploit a variety of tools and techniques to maximize
their marketing capability. This helps them in
increasing theirrevenues. However, this may make
the consumer feel unsafe and business might lose out
on customer loyalty.

Sophisticated personalization technologies
enable businesses to monitor systems, mine
databases, and build a distinct profile of each
individual, thereby helping them to customize their
offerings according to the customer’s interests and
preferences. To enhance user experience firms,
collect a wealth of rich consumer data profiles,
information for which is often sacrificed by
consumers unknowingly.

If one were to Google the word “candies”,
the search results would probably differ for them and
their neighbor. This kind of personalization is often
demanded and hated by customers. Consumers are
quick to criticize firms for this. However, they don’t
realize that the data for this was acquired by
companies when they liberally checked the “I agree
to the T&C” box. However, by tracking the
movements of a user at various online avenues
governments and corporates may gather an obtrusive
amount of data, which might amount to surveillance.

The fine line between personalization and
privacy often tends to be blurred by the ever-growing
competition and the overabundance of information.
We often find that consumers consume personalized
information at the cost of their privacy. This has
produced a trade-off between privacy and
personalization.

In light of recent events like Cambridge
Analytica, Edward Snowden’s disclosure about the
PRISM program, Facebook Beacon controversy,
Smart Speakers listening to user’s conversations etc.
consumers are concerned with corporates and
governments infringing upon their privacy and are
reluctant to give up personal credentials. This shakes
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the foundation upon which the present and future
predictive personalization technologies are built. If
consumers don’t disclose their information, then
brands won’t be able to offer them beneficial services
and possibly go bankrupt. An unprecedented cultural
shift where consumers allow brands to leverage rich
contextual information about them while being
transparent in the usage of the information is in the
works. However, is it argued that this is only possible

if companies stick to certain ethics and consumers
take some responsibility of their privacy and actions.

The dichotomy of this paradoxical behaviour makes
it an intriguing topic to study. The motivation of this
paper comes from the effort to understand the
nuances of the paradox, the factors which influence
it, and the reasons why people sacrifice their intimate
data.
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I1l. RESEARCH GAP

This paper attempts to check whether the
privacy paradox exists in the Indian population or
not. It seeks to find whether a user’s privacy
concerns translate into active privacy-protective
behaviour. Further, more research is required to
determine the effect of demographic factors like
cyber literacy, age, educational qualifications, etc.
have on privacy concerns, and the privacy-
protective behaviour they engage in. Following
upon that the research aims to find why people who
are concerned about their privacy easily sacrifice
their credentials and whether they prefer buying
from a company which takes measures to protect
their privacy.

V. SUMMARY OF LITERATURE

A bulk of existing literature focuses on the
benefits and evolution of predictive personalization
technologies. With predictive technology, brands
can not only customize offerings as per a
consumer’s current needs but also predict what
they’ll require and suggest solutions for it even
before they require it. This enables brands to
influence consumer purchase decisions, ultimately
exploiting the consumers for profits. Businesses
with superior and advanced data acquiring,
personalization and predictive services can
dominate their competitors and possibly eliminate
them.

With social networking sites thriving and
content hungry consumers leaving traces all over
the web, companies like Google and Facebook are
having a gala time. However, this also makes them
vulnerable to frauds and privacy breaches. Personal
data can easily be abused. However, a lot of the
personalization techniques used fall in a grey area.
This leaves consumers confused and reluctant to
give out personal credentials, fearing surveillance
and privacy breaches.

These credentials lie at the heart of
today’s predictive personalization and contextual
marketing. If brands don’t have the right data, they
wouldn’t be able to acquire customers and generate
revenue. Consumers are willing to disclose certain
information like emails and date of birth, only if
they know how it is going to be used and who can
access it. It is documented that consumers indulge
in privacy compromising behavior. Consumers
tend to disclose information according to the
perceived benefits they may gain from a brand’s
offering. Many do it for instant gratification while
some do it because others around them do it.
However, this varies as per demographics.

Companies and consumers have their own
definitions of privacy which in some instances are

polar opposites. The meaning of privacy varies
from individual to individual, making it very
subjective.Some literature suggests that people tend
to trust companies whorespect their privacy.

To conclude, personalization is possible due to
personal data, however, uber-personalization might
encroach a user’s privacy and trigger a reluctance
to share personal data. It is important to strike a
balance between the two.

V. METHODOLOGY

For this study, first an electronic database
literature search was conducted in Google Scholar,
MIS Quarterly and Elsevier Science Direct. The
primary keyword used was ‘privacy paradox’. The
studies or papers were selected based upon their
relevance indicated from their abstract and title. A
thorough examination and review of the complete
paper or study was done post selection.

This study follows a descriptive
explanatory research approach and is quantitative
in nature. It seeks to check whether the privacy
paradox exists in the Indian population. This is
done by comparing the means of the variables
<<How concerned are you regarding your
privacy?>> and <<How active are you when it
comes to taking measures to protect your privacy
online?>>. Here <<How concerned are you
regarding your privacy?>> is taken as the
independent variable while <<How active are you
when it comes to taking measures to protect your
privacy online?>> has been taken as the dependent
variable. A stark difference in the means or the
skewness will help in confirming the existence of
the paradox.

Further, variables like <<Age>>, and
<<Gender>> have been cross-tabulated with the
variable <<How active are you when it comes to
taking measures to protect your privacy online?>>
to check for a relation between them. The former
ones being the independent variable and the latter
being the dependent variable.

A primary data collection method was
used. The sample of the study belonged to different
urban geographic locations across India and to
different age groups, genders, occupations, etc. A
questionnaire made on Google Forms was
circulated amongst the population. The
questionnaire was electronically circulated to 215
individuals (one individual equals a sampling unit).
Simple random sampling (probability sampling)
was used for the same. Considerable effort was put
in to avoid any sampling errors. A second request
or follow up was conducted to eliminate non-
response errors, thus countering errors in variation
in the representativeness of the sample that
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responded. In the end, 126 responses were respondents’ approach or their attitude. This can be

gathered. This equaled to a 58.6% response rate,
which is commendable given the survey was
unsolicited.

The questionnaire was the sole instrument
used and has been attached in the appendix. It
consisted of a nominal, ordinal, interval, and
semantic differential scales. Nominal scales were
used to collect data on gender, educational
qualifications etc. while interval scales were used
to collect data for variables like age group. The
semantic differential scale was used to know the

seen in the variable <<how concerned are you
regarding your privacy>> where polar opposites

like ‘not at all concerned’ and ‘extremely
concerned’ are used to help the respondents
answer.

Further the data was downloaded into a Microsoft
Excel spread sheet to remove redundancies or bad
data and later imported into IBM SPSS Statistics
Version 20 for analysis and to perform statistical
operations.

Table 1. Respondent Demographics

Demographic Profile of Respondents Frequency Percent
Male 71 56.3
Female 53 42.1
Gender Prefer Not Say 1 0.8
Non Binary 1 0.8
Total 126 100
18-24 49 38.9
25-39 36 28.6
Age 40 - 55 39 31
56 & above 2 1.6
Total 126 100
Up to High School 7 5.6
Intermediate 22 17.5
Educational Graduation 58 46
Qualification Post-Graduation &
above 39 31
Total 126 100
Salaried
Professional 37 29.4
Self Employed 38 30.2
Occupation Retired 2 1.6
Student 44 34.9
Others 5 4
Total 126 100

The majority of the respondents were male
(56.3%). A majority of them belonged to the age
group of 18-24 years (38.9%). 46% of the
respondents had completed their graduation.
However, 34.9% of them were students followed
by 30.2% of them being self-employed.

Due to the technical nature of the study, it
was crucial for the respondents to possess

approximately the same amount of technical
knowledge. This has been measured by the variable
<<How tech-savvy or cyber literate do you
consider yourself?>>. The normality for the same
has been checked by calculating the z-value and a
histogram. Table 2 depicts the skewness and
kurtosis. Figure 1 represents the histogram.

z-value for skewness is -.486 (-.105/.216)
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z-value for kurtosis is -.712 (-.305/.428) As both z values fall within the range of -1.96 and

+ 1.96, the data is normal.

Table 2. Skewness and Kurtosis

How tech-savy or cyber literate do
you considar yourseif?

N Vald 126

Missing 0
Maan 301
Madian 300
Std. Deviation 1.031
Skewnass -105
Std. Ermor of Skawnass 216
Kurtosis -.305
Std. Error of Kurtosis 428

Further, the histogram depicts that the curve is not tilted towards any side and falls on the mean value. This
means that the data is normal.

Figure 1. Histogram with Normality Curve
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For simplicity in data analysis, the key variables used in the paper have been coded as shown in Table 3.

Table 3. Coded Variables and their Values

Variable Name \éggl:ble Values
1=*18-24years”
2=25-39 years”

Age varb1 3=*40-55years”
4="56 years & above”
1 = “Upto High School”

Educational varD2 2 = “Intermediate”

Qualifications 3 = “Graduation”
4 = “Post Graduation”
1 =“Male”

Gender varD3 2 =“Female”
3 = “Prefer not say”
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4 =“Non Binary”

1 =“Not at all concerned”
2 =“Not much concerned”
varM1 3 =“Somewhat concerned”
4 =“Concerned”

5 =“Very concerned”

1 = “Not at all tech-savvy”

How concerned are you
regarding your privacy?

How tech savvy or cyber 2 =“Not very tech-savvy”
literate do you consider | varM2 3 = “Somewhat tech-savvy”
yourself? 4 = “Tech-savvy”

5 = “Very tech-savvy”

1 =*“Not at all active”

2 =*“Not very active”
varM3 3 = “Moderately active”
4 =“Active”

5=“Very active”

How active are you
when it comes to taking
measures to protect your
privacy online?

VI. DATA ANALYSIS AND INTERPRETATION
Table 4. Comparison of Means

N Minimum | Maximum Mean Std. Deviation
How concarnad are you 126 2 5 424 650
ragarding your onling
privacy?

How active are you when 126 1
itcomes to taking
measures to protect your
privacy online? (Read
Description)

Valid N (listwise) 126

o

248 1.033

Figure 2. Histogram for <<varM1>>

___How concerned are you regarding your onfine privacy?
e« 40
2\ B Cwv » 44

\ neil

Frequency
r

N

How concerned are you regarding your online privacy?
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Figure 3. Histogram for <<varmM3>>

How active are you when It comes to taking measures to protect your privacy
ription)

online? (Read Desc

- /
T

\

\

§

.28
Dev = v 80
Netm

4

o= T ™

T
‘

How active are you when it comes to taking
protect your privacy online? (Read Description)

Interpretation: The mean of responses for
<<varM1>> as depicted in Table 4 is 4.24 which
tells us that the respondents are concerned about
their privacy online. However, the mean of
responses for <<varM3>> as depicted in Table 4 is
2.48. This stark difference in the means of the
respondent’s concern and behaviour confirms the
presence of the paradox. With the concern being
higher than the actual behaviour, it can be
concluded that the respondent’s privacy concerns
don’t translate into privacy protective behaviour.

¥ r
[ .

maasures to

This can be further confirmed by analyzing the
histograms in Figure2 and Figure3. Figure 2 shows
that a majority of the respondents are concerned
about their privacy and hence it is negatively
skewed. However, Figure3, which shows that
majority of the respondents aren’t very active and
thus the normality curve is positively skewed. This
again confirms that the privacy paradox exists in
the sample population.

Figure 4. Bar Graph showing literacy level of respondents w.r.t a few privacy breaches

Which of the following privacy breaches or tech controversies are you aware of?

126 tesponses

Cambndge Analytica (2018)

Facebook Beacon (2007)

Edward Soowden FRISM
Drsciosure (2013)

ane of the adbove

Aadhar ak

G1(40.4%)

55 (43 T%)

57 (452%)

36 (27 8%)

&0 60

Interpretation: A majority of the respondents are well aware of a few of the famous privacy breaches or

controversies that have happened in the past.
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Table 5. Correlation between <<varM1>>&<<varM3>>
How
How tech- concamad
Savwy or cyber e you
IRerate do you ragarding
consider your ondine
yoursai? privacy?
Spearman's tho  How tech-sawy or cyber Cortralation Coeficient 1.000 -058
literata do you consider 2.
ousalr? Sig (2-tailed) 516
N 126 126
How concemed are you Cormalation Coafficiant - 058 1.000
regamcng your online .
ok e Sig. (2-tailed) 516
N 126 126

Interpretation: As the p-value denoted by Sig. (2-tailed) is greater than 0.05 (0.516>0.05) the correlation is not
statistically significant. This means that an individual’s ‘tech savviness’ doesn’t influence his privacy concerns.

Table 6. Correlation between <<varM2>>&<<varM3>>

How active
are you whan
ftcomaes 10
tahing
How tech- moasures 1o
Sawy of cyber protect your
Berate 40 you privacy
conaider anline? (Read
yourses? Descrption)
Spearman's tho  HOW lCh-SawWy of CyDer Correlation Coafficlent 1.000 497
Nterate 4o you consider Sig. (2talled) 001
yoursein
N 128 126
How actve ar8 you when Correlation CoefMclent 457 1.000
it comes 10 taking
measures to protectyour  Sig (2-tailad) o0t
prvacy online? (Read N
Dascnphon) N 12¢ 126

= Correlaton is signitcant at the 0.01 fevel (2-taded)

Interpretation:As the p-value (.001)in Table 6 lies between 0.0010 and 0.05, the correlation is
statistically significant and positive. This implies that with increasing level of ‘tech-savviness’ an individual
becomes more active at taking privacy protective measures.

Table 7.1Crosstabulation between <<varM3>> and <<varD1>>

How active ace you when B comes 1o Laking measir e to protect your privacy onfine 7 (Read D *Age €
AQe
Sy s
18- 28 ymies | 2920 ywars | 40- S5 pears 3ve okl

HOW 2030 200 yOU WINO  NOT At 8 3% Court 4 10 : 1 17

R comes o Laking » witwn Age s TN 518 wos | 1w
M AU 10 froedt post

pivaty onlne? (Read Hot very acive Court 1" n 24 1 1]

Destnptan) N wthen Age 224N CIRL Y [TRLY Q0N "nas

Noderately actwe  Coumt 1% ‘ L c n

N witun Age 3048 "nis 2398 00% 22%

Actvw Couyrt D 0 ] 0 16

N within Ags NELY 00N TS 00% 127%

Very 3t Court (2 0 0 [ L]

N wihin Age 1235 cos oes 00N LR

Tow Count % 3% » P 120

N Wit Age 10008 100.0% 100 0% 100 0% 100 0%
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Table 7.2 Crosstabulation between<<varM?2>> and <<varD1>>
How tech.savwy of cyber BMerate do you consider youssell? * Age Crosstabuliation

Count
Aga
S6yoars &
18- 24 years | 25 30 years | 40 - 55 years above Total

HOwW WCh-8 3wy of cybar Mot ot alt Sech savwy 1 7 2 1 "
Warate do you consiGer ot yyry tech savvy 1 2 20 1 2
yourset?

Somewnat lech savwy 27 " 12 0 53

Tech sawy 16 § 5 0 29

Vary tech savwy ) 5 0 0 ']
Tot 45 38 39 2 126

Interpretation:From the crosstabulation in Table 7.1, it is clear that the age group of 18 — 24 years is
more active than others in taking privacy protective measures. This can be attributed to the fact that they are
relatively more tech savvy than the other age groups as depicted in Table 7.2.

Table 7.3 Crosstabulation between <<varM3>> and <<varD3>>
How active ae you when it Comes 10 taking measures 1o protoct your privacy online? (Read Descrigtion) * Gendes

Crosstabutation
Cender
Male Fomale | Prefec not say | Mon Binary Total
How active are you when Not af all actva Count " 0 0 Q0 L1
Rcomis b taking & within Gender | 155% | 113% 00% 00% [ 135%
MAIBUrEs 10 prodect your
penvacy onling? (Read Not very actue Ceount 3 25 o 1 59
Dascripbon) S within Gander 465% 42% 0os 1000% 468%
Moderately act Count 15 13 0 0 by
S within Gender 1118 24 5% 1 00% 222N
Actise Count L 7 1 0 10
N within Gender 1Ms 132% 1000% 00% 127%
Very actne Ceunt | ¢ | 2 0 — [}
% within Gender 56% 38% 00N 00% {8%
Tout Count i & 1 1 126
S witin Qander | 1000% 100 0% 100.0% 1000% | 1000%

Interpretation:Majority of the males (46.5%) and females (47.2%) are not very active at taking privacy
protective measures.

Table 8.Frequency Distribution of <<Do you read the privacy policy and T&Cs thoroughly before
agreeing to them while signing up for services or installing an app?>>

Do you read the privacy policy and T&Cs thoroughly before agreeing 1o them
while signing up for services of Installing an app?

Cumulates
Frequency | Percent | Vahd Parcent Patcent
valid  No 76 603 603 603
Somatimes 48 |1 381 984
Yes 2 14 16 1000
Total 126 1000 1000

Interpretation: Majority of the respondents (60.3%) never read the privacy policy or terms and conditions before
agreeing to them while subscribing to services.
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Table 9. Frequency Distribution of <<What prompts you the most to NOT read the privacy policy or

T&Cs?>>
What prompts you the most 1o NOT read the privacy policy or T&amp,Cs?
Cumulatve
Frequanty | Percemt | Valld Parcent Parcent

Valid  Dontfes! lIke reading 1 8 8

| ALWAYS read them 2 16 16 24

They ate dificult 1o find ot " 87 a7 AR

access

They are ovetloaded with 38 86 286 357

tachnical jargon | dont

understan

They are 100 long, | dont 76 803 603 1000

hava the ¥ma 10 read it

Total 126 1000 1000

Interpretation: Majority of the respondents (60.3%) don’t always read the privacy policy or terms and conditions
because they are too long and time consuming to read.

Table 10. Frequency Distribution of <<What prompts you the most to submit your personal credentials to

a company?>>
Whiat prompts you the most 1o submit your personal credentials to a company?
Cumulative
Fraguancy | Parcent | Valid Percant Parcant

Vaud Evaryons eise does it 19 151 151 151

| dont mind gving up my 3 24 24 175

cregentiols

M got personalized deals 14 1" 1" 286

and seraces in redurn

instant Gravdcaton &g 35 278 278 263

Downioading a freeble or

geting 3 discount coupon

Others 4 32 12 585

Prasance of a usted 5 Ws 405 1000

1090 &9 2 lock ion which

reasswes ma that my

data s sate

Totd 126 1000 1000

Interpretation: Majority of the respondents (40.5%) are willing to give their data if they see a trusted
logo like a secure lock or a trusted brand’s logo on a platform or website.

Table 11. Frequency Distribution of <<Are you more likely to buy products or services from a company
that takes measures to protect your privacy over one which doesn't?>>

Are you more ikely 1o buy products or services lrom a company that takes measures 1o
protect your privacy over one which doesn1?

Cumulative
Fraquency | Percent | Valid Percant Percent
Valld  Yes m 563 563 563
No M 270 T 833
My decision Is not b | 167 167 1000
afected by that
Total 126 1000 1000

Interpretation: Majority of the respondents (56.3%) are more likely to purchase products and services
from a company that takes measures to protect their privacy over one which doesn’t.
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VII.  RESULTS

e The Privacy Paradox exists in the sample
population as people’s privacy concerns don’t
translate into privacy-protective behaviour.
The respondents are also aware of the major
privacy leaks and controversies that have
happened in the past.

e There is no correlation between the level of
tech-savviness and the privacy concerns of the
respondents. However, there is a significant
positive correlation between the level of tech-
savviness and privacy-protective measures
taken. This implies that the level of tech
savviness doesn’t impact a person’s privacy
concerns but has a positive impact on their
privacy-protective behaviour. This hints at the
fact that these people might unknowingly
perform actions that safeguard their privacy.

e The age group of 18 — 24 years or Gen Z (at
the time of this study) is more active than their
older counterparts at privacy protective
measures.

e  Further, the gender of the respondent doesn’t
have any effect on their privacy-protective
behaviour.

e The respondents aren’t cautious of a
company’s privacy policy and terms &
conditions as they find them to be too
elaborate which they don’t have the time to
read.

e The presence of a trusted logo makes the
respondents more susceptible to giving out
their personal credentials. Thus trust plays a
role in the respondents’ willingness to share
their data.

e A firm that respects the consumers' privacy by
taking appropriate measures is more likely to
get business from customers who are aware of
and value their privacy.

VIIl. CONCLUSION

Over the past few decades, technology has
grown exponentially and has been more
intertwined with our lives than ever before.
Corporates have left no stone unturned in
benefitting from these developments. These
developments have not only influenced privacy by
changing the way information is accessed but have
also fundamentally changed how privacy is
defined. People are often lured into sharing more
information than they otherwise might and end up
oversharing personal data in the greed of minuscule
rewards. This is a clear indicator of the fact that
traditional concepts of privacy are no longer valid

and have been eroded with technological
advancements.

Individuals are no longer in control of
how their preferences and data is collected and
controlled by third parties, who sometimes use it
against the individual. Complex retargeting can
severely influence a person’s decision. Businesses
often use sophisticated technologies to strategically
show ads to a person to influence them to purchase
it. The mining of huge databases containing
consumer’s preferences lies at the heart of this
technology. However, recently a barrage of privacy
laws and outrage by consumers has obstructed
these operations. Gradually, some consumers have
realized the blurring of boundaries between
personalization and privacy intrusive practices.

This paper started with the same
observation that our online privacy is increasingly
being undermined with each advancement in
technology. Businesses and governments alike use
consumer data for commercial or surveillance
purposes. Even though consumers express grave
concern for the same their actions stand in stark
contrast of their stance.

The presence of The Privacy Paradox
could be confirmed from the survey data collected
from India. Interestingly, the analysis of the data
uncovers some startling facts. The analysis shows
that the cyber literacy of an individual doesn’t
affect their privacy concerns, but has an impact on
the privacy protective behaviour an individual
engages in. This hints at the fact that a cyber
literate person might not be very concerned about
their online privacy but still takes measures to
protect it knowlingly or unknowingly. The Gen Z
or the younger generations are more aware and
concerned about their privacy and are relatively
more active at taking privacy protective measures.
However, the gender of an individual doesn’t play
any significant role in the same.

There is no doubt that consumers are
consicous of their privacy and some let it influence
their purchase decisions. Consumers are more
likely to do business with a company which
respects their privacy and uses their data with prior
consent.

The line between personalisation and
privacy violation is a fine one which is blurring
with each passing day. Privacy laws haven’t
advanced at the same pace as technology and have
a lot of catching up to do. Consumer unwillingness
to share data shakes the foundation on which
today’s personalization technologies are built and
pose a serious threat to businesses. However,
neither the consumer nor the businesses can be
solely blamed for this. The former is to blame for
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not being aware or for not taking appropriate
measures to safeguard themselves while the latter is
to blame for disregarding ethics and being blinded
by profits.

However, at the end of the day, one will always
have to sacrifice something to gain something. The
aim should be to make the exchange ethical and
mutually benficial.

IX. MANAGERIAL IMPLICATIONS

Companies need to respect consumer’s
privacy and need to stand by ethics no matter what.
They shouldn’t use the existence of the paradox to
exploit the consumers as it will be detrimental in
the long run. Instead, they should undertake
initiatives to educate the consumer. Consumers are
more likely to do business with a company which
respects their privacy and obtains their consent.
Management should identify the various issues
customers are facing with their privacy and attempt
to solve them. For example, if customers aren’t
able to understand the privacy policy, the
companies should simplify it and make it easily
accessible to the consumer. A gist of the policy in
bullet points can be made available to the
consumer. This will help build trust and nuture a
mutually  beneficial  relationship. Further,
companies should follow latest security norms and
provide assurances to the consumer by displaying
appropriate icons and security certificates. Just in
time alerts which notify the user before they share
sensitive data can also be introduced at apt
locations. To conclude, the companies should strive
to serve and safeguard the customer’s privacy, and
profits will follow once a relationship based on
trust is established. Long term sustainable
relationships should be prioritised over short term
profits.

X. FUTURE SCOPE AND
LIMITATIONS

Further research could concentrate on a wider
range of factors other than demographic ones
which could possibly influence a person’s privacy
concerns and behaviour. Past experiences, devices
or platforms used etc. may be explored for the
same. One limitation lies in the way a respondent’s
cyber literacy has been guaged. A separated quiz of
set of questions may be used in the future to
provide a more standardized idea of the same. A
bigger sample size may be used to establish a more
detailed relation between the variables.
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Appendix — I - Questionnaire
Link:https://forms.gle/sJ41uy8VuxJ4E34f6
Age *

18-24

25 -39

40 - 55

56 and above

Gender *

Female

Male

Non Binary

Prefer Not Say

Educational Qualification *
Up to High School
Intermediate

Graduation

Post Graduation& above
Occupation *

Salaried Professional

Self Employed

Retired

Student

Others

How concerned are you regarding your online
privacy? *

Not at all concerned

mo s wN -

xtremely concerned
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How tech-savvy or cyber literate do you consider
yourself? *

Not at all tech savvy

1

2

3

4

5

Very tech savvy

Do you like it when companies provide you
personalized services based on your likes and
dislikes? *

For  example - Netflix/YouTube/Prime
Video/Spotify/Amazon recommending you a
movie/video/song/product  based on your
watch/search/purchase history

Yes

No

Sometimes

Which of the following privacy breaches or tech
controversies are you aware of? *

Cambridge Analytica (2018)

Facebook Beacon (2007)

Edward Snowden PRISM Disclosure (2013)
None of the above

Other:

e

How active are you when it comes to taking
measures to protect your privacy online? (Read
Description) *

If you do all of them or more regularly then
check 5, if you do any 4 of these then check 4
and so on. Measures like: Deleting browser
cookies and history, using different search
engines, setting unique passwords, using VPNs,
having a separate email address for promotional
services, etc.

| don't take any measures

1

2
3
4

5

| actively take a number of measures

Do you read the privacy policy and T&Cs
thoroughly before agreeing to them while signing
up for services or installing an app? *

Yes

No

Sometimes

What prompts you the most to NOT read the
privacy policy or T&Cs? *

If you ALWAYS read them check the ‘I
ALWAYS read them' option below. If you read
them sometimes, check the reason why you
don't read them always.

I ALWAYS read them

They are too long, | don't have the time to read it

They are overloaded with technical jargon I don't
understand

They are difficult to find or access

Other:

e

What prompts you the most to submit your
personal credentials to a company? *

I don't mind giving up my credentials

Instant Gratification eg. Downloading a freebie
or getting a discount coupon

Everyone else does it

Presence of a trusted logo eg. a lock icon which
reassures me that my data is safe

I'll get personalized deals and services in return
Other:

e

Are you more likely to buy products or services
from a company that takes measures to protect
your privacy over one which doesn't? *

Yes

No

My decision is not affected by that

Any queries/suggestions?
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